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1. M Citrix Virtual Apps and Desktops Advanced 3% Premium Edition A F#F1E <https://
www.citrix.com/downloads/citrix-virtual-apps-and-desktops/> TFH&EFH WEM &

EiZF. ¥ zip XHHRRERIS BRI ER,
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Home Share View v 0
“« v <« Workspace-Environment-Management » Workspace-Environment-Management v O Search Waorkspace-Environme... 0
Name Date modified Type Size
» gk Quick access
Agent Group Policies File folder
> E This PC Configuration Templates File folder
. . A .- 42827 K
S I_j Network o4 Citrix Workspace Environment Management Agent Application 43,822 KB
Citrix Workspace Environment Management Console Application 60,636 KB
Citrix Workspace Environment Management Infrastructure Services Application 57,488 KB

5 items =

2. EIEHIEAIEEARSS 28 L3517 Citrix Workspace Environment Management Infrastructure

Services.exeo

3. BEHERE
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Citrix Workspace Envirenment Management Infrastructure Services - InstallShield Wizard

= Citrix Waorkspace Environment Management Infrastructure Services requires the
following items to be installed on your computer. Click Install to begin installing these
requirements.

Status  Reguirement

Pending Microsoft SQL CE 3.5 5P2 (x56)
Pending Microsoft SQL CE 3.5 5P2 (x64)
Pending SyncFx 2.1 Synchronization (x64)
Pending SyncFx 2.1 ProviderServices (x64)
Pending SyncFx 2.1 DatabaseProviders (x64)

4. %EE“—F_@:"O

ﬁ Citrix Workspace Envirenment Management Infrastructure Services - InstallShield ...

Welcome to the InstallShield Wizard for Citrix
S S R RS Workspace Environment Management
Infrastructure Services

The InstallShield(R) Wizard will allow you to modify, repair, or
remave Citrix Workspace Environment Management
Infrastructure Services. To continue, dick Next.

« Back Cancel
5. EFBEIFAMYFIER, REREET—F,
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License Agreement

Please read the following license agreement carefully,

CITRIX LICENSE AGEEEMENT .

This is a legal agreement (" AGEEEMENT") between the end-user customer {"you'), E|:|
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITEIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") an
maititenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at =https .\ www citriz.combuy licensing ‘citriv-providing-entities html> BY
INSTALLING AND/OE. USING THE PRODUCT, YOU ARE AGREEING TQO BE BOUN
BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS (
THIS AGEEEMENT, DO NOT INSTALL ANDVOR USE THE PRODUCT. Nothing

contained in any purchase order or any other document submitted by you shall in any
rarr mmadifir e add o tha farsme and caaditinenc coeatainad an thic AGREEAENT

(@)1 accept the terms in the license agreement!

() I do not accept the termz in the license agreement

Installshield

6. MALWAFRRMAR, ARREET—D

Customer Information
Please enter your information.

User Mame:

InstallShield
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EFERLRXHRHMAEL SDK B, HXREFEREN.

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

(®) Complete
All program features will be installed. (Requires the most disk
space.

) Custom

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

InstallShield

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation,

If you want to review or change any of your installation settings, didk Back, Click Cancel to
exit the wizard,

InstallShield

9. BESER, ARKITRE 2,
1
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p=3_

RINERT, ERHEETEXSAER AL FATRE, HEZEZAEFRBEIEL,
&R UMW FFEASZ R EY Citrix \> Workspace Environment Management \> WEM
Database Management Utility E5hiZ 2 BiEF.

ﬁ Citrix Workspace Environment Management Infrastructure Services - InstallShield .. X

InstaliShield Wizard Completed

‘Workspace Emvironment Management

The Installshisld Wizard has successfully installed Citrix
Workspacs Environment Management Infrastructure Services.
Click Finish to exit the wizard,

[ Start the Database Management Utility.

[ show the Windows Installer lng

cifrix

S 2 . B8 WEM BUERE

1. EREEEESRRERF, 2ECIRHEREENEELE WEM BUERE. BiEECIZERSHE
B I,

p=3 g

WNRIBIETE A SQL Server £ Windows H1R50IE, 1BEEERATERNRNE R Tis
TEUEERIEBRER.
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WEM Database Management Utility

Database Management

= =
Create pgrade

Database Database

cifnx | Workspace
Environment Management

[
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ES patabase Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Next to continue

Actions

Erevious || Mext || || Cancel -y

3. A MIEEER TIHL, BARMEER, ARBELET—F"%

p=3_ g

o XTFARSBMEAIRIT, BATENRI. TEREER P i,

o WFXHRE, BABIEEEESIEERNBHEE. HBRFTA BohTThiI X IREERE
to
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

- Previous g Mext

4. EBIEERSSEETNE L, BARBER, ARRTT—F
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E¥ patabase Creation Wizard

Database Server Credentials

[#] Use integrated connedion (Windows cedentials)
Login

Password

Actions

5. £“VUEM BIER"T, BEH9EF,
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E Database Creztion Wizarn

VUEM Administrators

Initial administrator group

Database Security

[[] U=e Windows authentication for infrastruchure service database connection

Infrastructure service account

[F] Set vuemUser SQL user acoount password

Password

Actions

- Previous et |r Cancel

6. FEEFA'EOR, BANEEZFEFEENRNAFE, RERERH, AR5 W

”
e}

Select Group -
Select this object type:
oo | [t
From this location:
liack Jocal | [ tocaiorn. |

Enter the object name to select ([zamoles):
| Checlk !

7. EBUEEREMT, &F A Windows SR RIEHTEMEMRSBIRREEE, ARRE &
o

p=3— g
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« INREBIRIESE 6 Windows BR¥IE#H{TEMSHRS BB ER bR EEF %E
vuemUser SQL AP KR &R, MEKIAER SQL AFKF,

- EfFAEECSH vuemUser SQL tkFP RS (g0, MNREH SQL RKRFEEE § ZNER
13) , 3BT I8 vuemUser SQL AP KRR,

EX patabase Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

[¥] Use Windows authentication for infrastructure service database connection;

Infrastructure service account

| | seee

[7] Set wuemUser SOL user account password

Password

Actions

. Previous Mext p Cancel

8. T EERAAEOY, RARMBHIRSIKFHRI, BE RERM, ARRE BE,
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Select User
Select this object type:
|L|ser | | Chject Types... |
From this location:
|iad-:.lncal | | Locations... |

Enterthe object name to select (z@mples):

OK

Check Mames

9. BEHTF—%"

10.

EH patabase Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

Infrastructure service account

[#] Use Windows authentication for infrastructure service database connection

[F] set vuemUser SQL user account password

Password

[
J
]
=]
]
1
1

Actions

|| Previous || ||

Mext ||

|| Cancel 4

TEREFEEREE TIE L, B SIRBIERE.
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Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Loq file: |

Initial administrators group: |

Infrastructure service seourity: |

Infrastructure service acoount: |

Database connection: |

S0L user custom password: |

. Crest=Datsbase |

Actions

o Database oeated successfully!

- 0K

12. B BIEEEEHE NEL, £& 5Tl
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EJ Database Creation Wizard

Database Informations Summary
Server andinstance name: |
Database name: [~ |
Data file: [ o ——— v —— -
Log file: | S o & o8 o S -|

Initial administrators group: | |

Infrastructure service seaurity: | [ |

Infrastructure service account: | 0 |

Database connection: I--"-’ |

SOL user custom password: I-. |

- Create Database ||

- Previous —f o Mext { y Finish *

13. %7 WEM BUEEEELAER.
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WEM Database Management Utility

Database Management

ciinx | Workspace
Environment Management

14. ERENAREFFEER, Bl o

p=3_ g

MREHIBEECIESERLESEIR, FNEEMIEMIRS TR I AR B EXH Citrix
WEM Database Management Utility Debug Log.log” GRERE 215 R,

SR 3 | ELEEMRMARSS

1. MWFFR"SREFTFHWEM ERiZRMBRSSECESCRRER .
2. T BUEREIRE AT+ L, BARERER
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WEM Infrastructure Service Configuration == -
Configuration Management
Load Configuration || Save Configuration |
5 IE.J

[ Database Settings lm Advanced Setfings | Datsbase Mantenance | Licensing

Database server and instance:
Databasze failover server and instance:

Database name:

3. E'BRIGE EI+ L, %EEF BA Windows IKFIER, AFRET N,
aFE:

RIBEESE 2 FelE WEM BUIRERFRHAVERE, %3 BA Windows KPR 5%
& vuemUser SQL AP kP&,
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
[15 |

Enable debug mode
Use cache even if online

Configure analytics:

Infrastructure service SQL state monitor delay (sec):
30 |

Infrastructure service SQL connection timeout (sec):
E |

i) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

4. BARFP%, BEH0ELN, AREHWHEE

Enter the object name to select [zamples):

5. BAEMZBERMARS KA ZE,
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WEM Infrastructure Service Configuration =[x

Configuration Management

i

Load Configuration || Save Configuration

=

Network Settings |ESEEs=skemuan-8 Database Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | g Browse-—mg

Infrastructure service account password:

Set vuemlser SQL user account password

Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | |30 |
Infrastructure service SQL connection timeout (sec):
IUse cache even if online |30 |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

(& Do not help improve Workspace Environment Management using Google Analytics.

6. ZEF BAREHKREI.
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WEM Infrastructure Service Configuration = o x|

Configuration Management

&

Load Configuration || Save Configuration

I

atabase Settings | Metwork Settings [ Advanced Settings

Databaze Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | - Browse

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
| |30 |

Infrastructure service SQL connection timeout (zec):

Use cache even if online |3D |

Configure analytics:
i) Help improve Workspace Environment Management using Google Analytics.

{ Do not help improve Workspace Environment Management using Google Analytics.

7. EFAIEDE L, AR eRWTRHIRSHES, BAZNITFNEER, REREHRERE
AR
o XTF Citrix FAIIEARS 254, BAFIERSSBITENZTR. TLREHEE IP

Hitik,
« XJF Citrix W A[EARS 210, FIAIREOZ 27000,
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‘ WEM Infrastructure Service Configuration = I:'-

Configuration Management

=

Load Configuration || Save Configuration |

G i:._J
Metwork Settings | Advanced Settings | Database Mantenance | Licensing

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

8. BEH'RE

Infrastructure Service Configuration

0 Broker Service wil be restarted to apply setiings. Do you want to proceed?

e Ys 4 p M o

9. XHI"WEM EREEHIBRSSECE S A2 .

SR 4. REEEEGS

1. IEHRITLLTIZ1E | iB17 Citrix Workspace Environment Management Console.exe,
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| = | Workspace-Environment-Management — O X
Home Share View o
&« v A <« Workspace-Environment-Management » Workspace-Environment-Management R J) Search Workspace-Environme... @
Mame Date modified Type Size
# Quick access
Agent Group Policies 6/1/2021 6:54 PM File folder
> O ThisPC Configuration Templates 6/1/202 File folder
- - T 43822 K
=¥ Network &4 Citrix Workspace Environment Management Agent Application 43,822 KB
N Citrix Workspace Environment Management Console Application 60,636 KB
Citrix Workspace Environment Management Infrastructure Services Application 57,488 KB
5items == =

2. VAL, BETFT—F

ﬂ Citrix Workspace Environment Management Console - InstallShield Wizard x

Welcome to the InstaliShield Wizard for Citrix
Workspace Environment Management Console

The Instalshield(R) Wizard will install Citrix Workspace
Emvironment Managemeant Console on your computer, To
continue, dick Mext,

WARNING: This program is protected by copyright lanw and
nternational reaties.

cifrix

S e

3. AN TIE L, EEBERIFAMINRRER, ARREET—F
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Please read the following license agreement carefully. n

CITRIX LICENSE AGREEMENT ”

This is a legal agreement (" AGEEEMENT™) between the end-user customer {"you"), E|:|
the providing Citrix entity (the apphcable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Ciinx product (heremafter "PFRODUCT™) an
maintenance (heremafter "MAINTENANCE") determines the providing enfity as
identified at <https: 'www.citnx com buy beensing 'citn Ading-entities html> BY
INSTALLING ANDVOR USING THE FRODUCT. YOU ARE AGREEING TO BE BOUN.

BY THE TERMES OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS {
THIS AGEEEMENT. DO NOT INSTALL AND/OR. USE THE FRODUCT. Nothing
contained i any purchase order or any other document submitted by you shall m any
rrrans mndifr ne add to fha teeme 2nd sanditinns cantsinad in thic A GREEVENT

(®) I accept the terms in the license agreement:
() I do not accept the terms in the licence agreement

Installshield

4. BEFAERTEL, BAREER, ARREE T

Customer Information
Please enter your information.

User Mame:
[

Organization:

InstallShield

32



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

Setup Type
Choose the setup type that best suits your needs.

Please select 2 setup type.

® Complete
All program features will be installed. (Requires the most disk
space. )

) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

6. EEBRREREFTIHL, BHRE,

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your nstallation settings, dick Badk. Clidk Cancel to
exit the wizard.

InstallShield

7. BEHSTRRLLR RS,
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ﬁ Citrix Workspace Environment Management Console - InstallShield Wizard

Instalishield Wizard Completed

‘Waorkspace Environiment Management %

The InstalShisld Wizard has successfully installed Citrix

Workspace Environment Management Console, Clidk Finish to
exit the wizard.

[ show the Windows Installer lag

S5 ifEilESE
1. NFRBREEITH WEM EBHE, AR EERE.

Citrix Workspace Environment Management
About

Welcome!

Workspace Environment Management is a lightweight user environment

management solution designed to let you deliver the best possible workspace
experience to users.

{) Disconnected

2. EEEMENRSHEREOFR, LEER, ARRIERE
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= g

o WFEMEMRS BB, BA WEM EMEMARSSHRITENRIT. T2REERBTK
IP ik,

M 3¢$§i¥ﬁﬁu, ?ﬁi}\ﬁ#ﬁmﬁ 8284,

Administration Port

8284 |

Actions

||CCI'I'I=_'EI|| v Cancel ||

3. EETEMFHINEEX £, REAIBULIREES.
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Citrix Workspace Environment Management

| Ee e Configuration set | Default Site - EQ Delate ‘2 Backup |
|e Create | % Restore
5-—!_4 g — =
Fi= Disconnect @ cdt [} Refresh || _ Urels
I Se = =)
B Action Groups
[ f Group Policy Settings
| Applications
2 Welcome!
£ Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace

experience to users.

| Actions 1

| Filters

[ Assignments

[ | system Optimization

[_| Policies and Profiles

|;| Security

[L} Active Directory Objects

[ | Transformer Settings

|:| Advanced Settings

[ | Administration

[L} Monitoring

@ Connected to : locaho € Current access level : Global

4. EREREREOP, BALHNEESENRIMIEDL, ARREE BE.

E Create Configuration Set

[ General l

Display

MName

Description

State

Actions

|| QK || || Cancel ||

5. EIEEX L, £ BRESR T, &t ES.
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Citrix Workspace Environment Management

About

e

M
= Disconnect

e Configuration set

a Create
@ Edit

Default Site - W Backup
Defalt Site ¥ Restore
[y config set ) (5 Refresh || o) vigrate

ols

| Applications

Eﬁ Printers

[_ f Group Policy Settings

5S¢ Network Drives

[E—

B Action Groups

|rl:|

Actions

Filters

@

Assignments

[[ | System Optimization

[_| Policies and Profiles

Security

[L} Active Directory Objects

[ | Transformer Settings

;1 Advanced Settings

Administration

@

Monitoring

Welcome!

Workspace Environment Management is a lightweight user environment
management solution designed to let you deliver the best possible workspace
experience to users.

€ Current access level : Global Full Access .2

6. EIREX L, £ & T, BE &R, EFERER ™S
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Citrix Workspace Environment Management

About

(—— - e Configuration set| My config set

a, Create

M
= Disconnect @ Edit

=)

| Actions.
B Action Groups
[_ f Group Policy Settings

I Applications

Welcome!
& Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= - experience to users.
Iir ..-_ Actions |
[ | Filters
i Assignments

System Optimization

BB

Policies and Profiles

!

r
L4

Security

i

Active Directory Objects

Transformer Settings

BB

Advanced Settings

I

Administration

Monitoring

€ Current access level : Global Full Access .2

7. EEFERRNIAR TIE L, &% %8, AREE T,

38



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

EH Restore Wizard

Select what to restore

i) Sequrity settings

Actions

Previous Mext | b Cancel

8. E“Eﬁsﬁﬁnﬁﬁt7 $$ -F_ijo
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EH Restore Wizard

Restore settings

Welcome to the Settings Restore wizard.

This wizard will guide you through the required steps to restore Citrie Workspace
Environment Management Setiings

Flease dick on next to continue

Actions

Previous I Mext |i i Cancel

9. IR TIE L, B MK
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EH Restore Wizard

Source

Restore from folder

I Browse

Setting Type Selection

Select setting types to restore

Actions

p Previous
10. ENEXHFREOS, MR RIAHEFIZE 243k (B& Workspace Environment
Management $&flt) , AEEE BE

Browse For Folder -

I- ). Agent Group Policies
4 |, Configuration Templates
. Default Recommended Settings
. Emvironment Lockdown Sample
. Sample Applications
- Windows
b <3 CD Drive (D) n
I & Libraries
b € Network |
i B Control Panel

| Make New Folder

1. EORTELE, EFRARGGE . “RELEEBRE N RELTLE", AREEH T
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EH Restore Wizard

Source

Restore from folder
. \Workspace-Environment-Management-y |r Browse

|C:‘|,

Setting Type Selection

Select setting types to restore

[#] System Opiimization Setiings

fings ¥ Agent Configuration Setfings
[¥] System Monitoring Settings:

Actions

|r Cancel

12. A RRIKELE TTEH ENERIKE T, BHERIEE
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. B&HE"

Confirm Restore Operation

4 I\ All settings in the current configuration set will be replaced. Are you sure you want to proceed?

|‘ Yes 3o Mo ]

14. BHSER
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EH Restore Wizard

Restore settings processing
Processing System Optimization Setings...

Processing Agent Configuration Setiings...

Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SR 6 | AMMARERRNR (FI3%)

RO LUEREC B KR, WEM RIZFEF Ehig iy REBASKE SEERAN T BV EESE
B&o

1. & WEM ZE SR ERARE X4 3< § §F WEM 13#EHI28,.

2. 7N .admx X5,

a. ¥3| Agent Group Policies > ADMX X 43,

b. E#IXFE MM (Citrix Workspace Environment Management Agent Host

Configuration.admx 1 CitrixBase.admx) o

c. %] <c:\Windows>\PolicyDefinitions 343, ZAISFENESI 1,
3. 7N .adml X15.

a. %% Agent Group Policies > ADMX > en-US X {43,

b. E#IXFE MM (Citrix Workspace Environment Management Agent Host
Configuration.adml #1 CitrixBase.adml)
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c. %] <c:\Windows>\PolicyDefinitions\en-uUs X3, SASKLMLXLES 4,

4. FARREERGER EOP, F3 IHENERE > KK > EEER > Citrix £ > Workspace
Environment Management > REBIEHEE, SASENT BRILEHARSSS,

File Action View Help

e nm B HE T

5] WEM config —I

4 Computer Configuration .
= P 9 Select an item to view its description. Setting State

“ Polici
4 '__;‘ .j? I;:‘:ware Settings 12| Infrastructure server Mot configurer

B [ Windows Settings
4[] Administrative Templates: Policy definitions (AL
a [ Citrix Compoenents
b [ Profile Management 1iz] Citrix Cloud Connectors Mot configurer
4[] Workspace Environment Management |i2] Agent proxy configuration Mot configurec
‘:‘I Agent Host Confi i 1] VUEMAppCmd extra sync delay Mot configurer
- | Control Panel
B Metwork
71 Printers
1 Server
] Start Menu and Taskbar
O System
[7] System Center - Operations Manager
b [ Windows Components
[ Al Settings
I | Preferences
4 2, User Configuration
I [ Policies
I ] Preferences

|| Agent service port Mot configure
1| Cache synchronization port Mot configurer
|| Cached data synchronization port Mot configure

W

<] m Extended /{Standard/

5. BRSNS EOT, EF BEA, AREEINT, BARE T BRMEMRSHITE
B9 1P sthik, PASFERE A M R,
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i

A Infrastructure server I;‘i-
E Infrastructure server Next Setting

() Mot Configured Comment:
®) Enabled

() Disabled
Supperted on:

Opticns: Help:

Infrastructure server Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer,

HERIEEN, FTHDSI1T, AR A gpupdate /force o

=N CMD

dows [Version 18.
osoft EDPpDP::lun_

update /

could not be upd i ol ¥ The

following errors

Group Policy failed. Windows could not determine if the use
are in the same fore Ensure t user domain name m
trusted domain that resid

in the same fores e Co

the failure, review the event log or run GPRESULT /H GPReport.htm
command line to access information about Group Policy




SR REAE
ERRR .
BT E GRS 88 E =R WEM RIE,

1. EIERIHEN_LIBT Citrix Workspace Environment Management Agent.exe,

| = | Workspace-Environment-Management - O X
Home Share View v o
“ v <« Workspace-Environment-Management » Workspace-Environment-Management R Search Workspace-Environme... 0
~
MName Date modified Type Size
> 3k Quick access
Agent Group Policies 6/1/2021 6:34 PM File folder
» O ThisPC Configuration Templates 6/1/2021 &:56PM  File folder
. I? Network &4 Citrix Workspace Environment Management Agent /1/20271 5:49 AM Application 43,822 KB
Citrix Workspace Environment Management Console 6/1/2021 5:49 AM Application 60,636 KB
Citrix Workspace Environment Management Infrastructure Services 6/1/2021 5:49 AM Application 57,488 KB
5items

2. 7F RARTURMNSENS, ARG 2%
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&4 Citrix Workspace Environment Management Agent Setup — *

Citrix Workspace Environment
n Management Agent

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service covering the
Citrix product(s) and/or service(s) with which vou will be using this component. This
component is licensed for use only with such Citrix product(s) and/or service(s).

CTX_code EP_R_A10332779

Yerzion 2106.1.0.1 1 agree to the license terms and conditions

E;'Install Close

3. AW TE L, BEHTF—F%

ﬁ Citrix Workspace Emaronment Management Agent Setup - b4

LR B Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard wil install Gitrix Workspace Envirgnment
Management Agent on your computer, Cick Next to continue
or Cancel to exit the Setup Wizard,

4. EEMXHFRNEL, BFT—%%
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ﬂ Citrizx Workspace Envirenment Management Agent Setup — >
Destination Folder :
Click Mext to install to the default folder or dick Change to choose another. n

Install Citrix Workspace Environment Management Agent to:

IC:\Prngram Files (x36)\Citrix\Warkspace Environment Management Agent,

Change...

. TEEREBAETE L, REFREAMERE, ARREHT—F. HRAIF, EEFEE

ﬂ Citrix Workspace Envircnment Management Agent Setup — >
Deployment Type .
Select the applicable type of deployment. u

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.,

(@ On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. T BAZRRSERE NE L, ®F IRERMRMIRS", BARMIERGARSSH FODN B IP i
ik, ARBHTF—E

p=3 g
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M FRERSmO, AiAmOA 8286, WTFEFHIERT RO, iAimH/ 8288, B X
FAER, BBRARORES.

1) Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Specfy the infrastructure service to which the agent connects. n

() skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216.14

Agent service part (default 8286): 3286

Cached data synchronization port (default 3238): [|3283

| Back ” Mext | | Cancel
7. TRAEE AL, BET—H
ﬁ Citrix Workspace Environment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. u
Alternative Cache Location (Optional)
Spedfy an alternative location for agent cache:
I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specifies how long the agent application lzuncher (YUEMAppCmd.exe)
waits before published resources are started.

8. EARRETHL, BHRE
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9. BH“FENBRHZERSR.

SR8 . FAEFNBIZ BN ES

1. WFFER"SEamh, FTFFWEM BIB2EIA", g E“Active Directory W&, SAGE L FRIN,

& Create

= &2 Configuration set

- [[| System Optimization

- [} Policies and Profiles

{5 security

T— {

ﬂ Transformer Settings

- [} Advanced Settings

- [} Administration

- [ Monitoring

2. B EFAPRAEAFR, BALY, RHRELN, ARRLHRE"

Select this ohiect type:

|Uae|3 or Groups

From this location:

==

Enterthe object names to select (2amples):

3. BEHHEN

51

@ Current access level * Giobal Full Access -



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

[ Assignments d
- [ System Optimization i

- [ Policies and Profiles i

L security '
T— |

ﬁ Transformer Settings 1

[ Advanced Settings i

- [} Administration ||| Actions

P — J fporefren | | oaddou }momecti_h Edt | | Deete 4

@ Current access level : Global Full Access _:

4. FEHEHETF £, BEFRMN OUs ARIINR LU ZEEN I BN EEIZMEES.

52



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

RFENR

IR

NET Framework 4.7.1 SiEFhRA, It4AH 2 Workspace Environment Management {XIEFT AT
B, WIRHARE, WREREBREREBHNRE, B2, RIENEELTEREBZHIFITEL
SR, BN, EEBEHEDITENFTEEBERENRIE, HEAEEEREKNEFEETK.

Microsoft Visual C++, ILZE{F 2 Workspace Environment Management™ I2FRASERT, RN &
R, NWERIBLERE BoHZE Microsoft Visual C++ 2015-2019 aJBA1T4AH M

Microsoft Edge WebView2 Runtime hfitZ 98 S E=hiA. Itt4A{4= Workspace Environment
Management RS HIEFIHNERN. NRERZE, WERERERREBHRE,

b=

« HBEMRAE 2209 RESRAFFEILAH

« BRFHZE Microsoft Edge WebView2 Runtime, B2 HF Internet 151 R.

Microsoft SQL Server 2012 EHFhRZA, Workspace Environment Management 25 Z 3
SQL Server £HIEE sysadmin iLRINRF ECIZEMIEE, HEENKEEEGIRIELIR
WRRFEEFERT. EHIEESLIZERRE, Workspace Environment Management 83—
SQL BR%, AEREEERFPIGTAMEIZERG. AP EaHRS N8R EN /B IR
BPR. SQL Server EFINTERARX DA/ NEWEEFEFNM. BN, HIEECIZSFARR[E
18

p=—

TEAENBERT, BITENUERESR sysadmin frS52EAEBRIBFK,
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Microsoft Active Directory, Workspace Environment Management EEEX} &8 Active
Directory EFIEBUATRIER, UERBF#XREEENIZE.

p=—

« WEM NERRRAIIINEEEXRR, ZRRFHEMTFIE Active Directory XFRAVE!
o Bk, ERAEREMXRER, HIIAEEXR.

« WEM BARSZHIMZ B R RMEEX Ro

Citrix License Server 11.14, Workspace Environment Management 2 Citrix ¥ AJiiE,
Citrix ¥FRIIETE Citrix ¥ AIIEARSS 88 L # 1T E IR F &,

Citrix BB AMSE®E, IthRAH Workspace Environment Management 2 Citrix EEEIN AR
Citrix R ER ISz HaAR A,

ERF windows B Citrix Workspace™ N ATERF. EEEEIE M Workspace Environment
Management EIE#ZEHISEIER Citrix StoreFront™ NAEERR, TS EZESSITENMNK
A EZEERTF Windows BY Citrix Workspace N TEF. LU ThRA :

- EEEZFISHENL

o 3&FF Windows B Citrix Receiver fik A : 4.9 LTSR. 4.10. 4.10.1. 4.11 #1 4.12

o 3&MATF Windows Y Citrix Workspace N FAFERF 1808 & E S hRA
- EREEMNL :

o 3&FF Windows HJ Citrix Receiver iR A : 4.4 LTSR CU5. 4.7. 4.9. 49 LTSR CU1 fl
4.10

o 3&AF Windows Y Citrix Workspace N FAFE 1808 & E = hRA

3 FE B Transformer 5 288N, BANEEEHRF Windows B Citrix Workspace N2,
HERREAER, UNKKEBEEESMNRIE, B XiFHELR, 1HBHCitrix Workspace [ FF2F X1,

BIERFWEFRMN

Pz
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Workspace Environment Management 8248 % LA 4R IE H & S 2 1AV IRIER TR A L2 X1
RO e R EMNRIER ARSI B,

BhhEHARSS
SERHIRIERY:

« Windows Server 2022 #rAERRFIZIE Ok
« Windows Server 2019 #rAERRFIZIE/OhR
« Windows Server 2016 #rAERRFIZIEA Ok
« Windows Server 2012 R2 #RAERRFIEIEH/ORR

p=3_ g

THRHEEEFERERFRANRS 2/ (BiEWARSES) L3517 Workspace Environment
Management BERLZE1GARSS . EAREMEMIRSENRIERS, BFEATHRERANS —
BitEN L REREMENRS, FRERNEMEMIRSIREFIEEE, REHH R Eit
LEMIARSS BRAVIERE,

ERERS
SERHIRIERY:

« Windows 11, 32 {ii#ll 64 {i

* Windows 10 hr7As 1607 RERARA, 32 {uA] 64 fi
« Windows Server 2022 #rAERRFIZIEA Ok

« Windows Server 2019 AR ERRFNEIREA DR

« Windows Server 2016 AR ERRFIEIREA DR
 Windows Server 2012 R2 #R#ERRFIEEE O RR

=
IR RS |

o Windows 11, 32 fi#l 64 {iz

« Windows 10 kA 1607 REShRA, 32 iIF0 64 fiI
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« Windows 8.1 Professional 1 Enterprise kx4, 32 fi#0l 64 i
« Windows 7 SP1 Ak, {RJVARFNGEARRR, 32 fi#] 64 fi

« Windows ARS338 2022 HRHARFI IR A ORR*

« Windows AR5528 2019 AR #ERRFIEE U ORR*

« Windows Server 2016 AR ERRFIEHR A OAR*

« Windows Server 2012 R2 #5AERRFIEHEA Ohi*

* Windows R385 2012 #RHARFIEIE A ORR*

« Windows AR558% 2008 R2 SP1 ATUfERR. (B ARFIZHE ki

* Transformer NEETE Z RIFIRIER A L AT T H,

£ WEM 4.4 B, £FF Windows XP,
AE

£ A Microsoft BNEIS N FHZIAE (DFSS) B, EZRIFIRIERS LIB1TH Citrix
Workspace Environment Management fXIETC/AIE 83517, B * {22 F DFSS ME R, 15
B CTX127135,

SQL Server #2342 0] FH

Workspace Environment Management 3z 35&F Microsoft SQL Server Y Always On aJF144H (B

AMBER) , ULHMBIEES A, Citrix® EfFH Microsoft SQL Server 2017 33 tbi#17 7 M

o

N8R F SQL Server B H SR EMIE, Always On A AR FEIEE Boh#iTRERE, M

MHA1R Workspace Environment Management 24235 FEAIE T, Always On A] 4R IhREE K

SQL Server LFITFEETE Windows Server i[85 5% (WSFC) T £ BXIFHAER, 175
<https://docs.microsoft.com/zh-cn/sql/database-engine/availability-groups/

windows/always-on-availability-groups-sql-server?view=sql-server-veri5> ,
¥ Workspace Environment Management (WEM) 5 Always On A B4R SR ¢
1. TF WEM Database Management Utility, SA/S6I3E WEM B3EE

o« W{RIZIR“Set vuemUser SQL user account password*”3%&I0, F7 vuemUser SQL A1k
FRARWE, SEIEERNNEI A RMSAN, BRIz,
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« JFF“Server and instance name”, A E SQL Server B #5,
AR
WEM $3EZETE £ SQL Server LA,

2. ¥3]E SQL Server, REHEHECIEN WEM BIEE,

« E7f Add Database to Availability Group > Select Databases T1{E_Ei%#F WEM $3EE,
TRTRARE (E5E 1 PEIENERE) . Alk, EEREEH Password FHHENIZEH
IZER: %EA%E%; %EEEE Refresh,

o NEIREESMERE Full 8 &R,

3. 7£ SQL Server £, i WEM BUEERNEIATAMA, AREERBMEA TS,
4. 33 WEM BREZMARSS T EA, ARFTH WEM ERiRMRSERESARERF.

-« BUERERRSS B MLA, AR BMEA TR BT,
- BUEPFRERBARS SRNSEA. B,
« BUBEERFF. BABUBERIRT.

B o R

HAlZeHpRSS © 4 1 vCPU. 8 GB RAM. 80 GB FJAAR(EEZE 8], A X BEAZIMARSSBIMER K/IvE
EEI, FERSENIEMAIVEEST,

BEEITHE | RENRLIESS, 2 GB RAM, 40 MB Bl ARAAIZEE] (Z2EHAE)/ 100 MB)

AE : ¥ RAM JHFEAN 10 MB, BAZEIREN, BiIIRH 20 MB, 40 MB ATFREERZE 8] (ZEEHA
18]9 100 MB)

BUERE : Workspace Environment Management #iEEZE A EE 75 MB B BRLERZEE],

AR S5 1R

Netlogon, f{¥EARSS (“Norskale Agent Host service”) B IN%EI Net Logon #kEHINGIFR, LR
BERSEBRZEHETT.
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% [FSE==3 ﬁl \Iﬂi

ZANIB R T, Workspace Environment Management XEEFERZEMARS RERIU T X 43 ¢
o {32
o C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (7
64 (IIRIERFZ L)
o C:\Program Files\Citrix\Workspace Environment Management Agent (7f 32 fii%

ERIE L)
« BhihigrEiksS

o C:\Program Files (x86)\Norskale\Norskale Infrastructure Services

WA R X AERRYEE N Citrix" R 2 X 4 K LU B fiti 12 7 Ak 55 HY BN Norskale" % 3 X {4+ K Y% 15 18] 13
Ho WMRTEMEIX—=R, WAIUFLATHIZNZIA PP

FEMIS RS TR 4R
 Norskale fVIEARSS.exe
+ Norskale VIEARSZECE T E exe

+ Norskale ZIEEEIETE exe

FEREBERIEN RS
- RIZEEREES.exe
e AgentCacheUtility.exe
» AgentGroupPolicyUtility.exe
e AppsMgmtUtil.exe
» Citrix.Wem.Agent.Service.exe
» Citrix.Wem.Agent.LogonService.exe
* PrnsMgmtUtil.exe
* VUEMAppCmd.exe
* VUEMAppCmdDbg.exe
 VUEMAppHide.exe
* VUEMCmdAgent.exe

* VUEMMaintMsg.exe
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* VUEMRSAV.exe

* VUEMUIAgent.exe
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TERMECE

TREMECENTANG -

o EAHZE#IBRSS (/1zh-cn/workspace-environment-management/2305/install-and-configure/

infrastructure-services.html)

« BIEFESHS (/zh-cn/workspace-environment-management/2305/install-and-configure/admin-

console.html)

« fXIE(/zh-cn/workspace-environment-management/2305/install-and-configure/agent-host.html)

EhiliehEARSs

E— Windows Eili&HEARSS - Norskale EfligiEARS5 (NT SERVICE\\Norskale Infrastructure
Service), EEIE Workspace Environment Management (WEM) EiIGHERS . K -
LocalSystem S(7EETEMIG RS RS R LB T EER AP ANIEERFPIKF,

RERENMIRERSS
EBRT

o ERISHEIRS TAREEIHIERIZR Lo Kerberos S1450IE R E LE B BISHEARSS T LT
RHPIETT.

o BNTERET Delivery Controller™ BIfRSS 88 E ZEEMISHEIRSS -

EREREIREEN :

o ANBERT, EigERSEME WEM FERBERNERZOHEEE, F@id HTTPS 1L
BN E % 3%F Google Analytics BRZZ28. EIBWER S Citrix PaFAZREE,

o« BNBRT, EREFALEMISHIRSNSEREIERSE, BEZREH, 5E WEM &
BHIEHEAR S EC B M HEEMN BRIGE XM £, EFE“FEH Google Analytics #EBhZuH#

Workspace Environment Management™ %10,
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B REMISHARS , BEENERM RS 85_£i51T Citrix Workspace Environment
Management Infrastructure Services.exe, “TTE"ZiERINEIAZ 2L PowerShell SDK &
Re EAIERBENTEIXTRMELE SDK BEFHFRTEXHF, BINBERT, EMighE
RS ZERL TS ¢ c:\Program Files (x86)\Norskale\Norskale Infrastructure
Services o #AIAIE/R T, PowerShell SDK HRIREZLERILTXXHIF ¢ Cc:\Program Files
(x86)\Norskale\Norskale Infrastructure Services\SDK ., &5 % SDK X4, 5&
Citrix FF & A 53X 15,

EAUERAUTEHBEENXRE !

AgentPort : BRLIIEARS ZEEFRTIT—THIA, ZEARTEAMITAR AR, UHBERAER
HRETHIEL. AgentPort BEITIFRECEF T AW MHN. FRINKOE 8286, ERBEMIHAHZE
IR RE,

AgentSyncPort : BEiiGHERS ZEEFRITT—THA, ZHAREAMIT AR AERE, UHAR
RIBMLZREARHKE L, AgentSyncPort BUTIFREEEITHM N RO, FKINGORE 8285, A
Wim OB HEZHE,

AdminPort : EIgHRS ZEEFRTT—TIA, ZEATEAMITARLAERDO, UBERRE
M RER WAL, AdminPort BEITIFRECEF T AWM M. FAIAIHORE 8284, 1EfAIH MmO
EAEZRE,

XEERRBSHRAEEN

"path:\\to\\Citrix Workspace Environment Management Infrastructure Services

Setup.exe" /v"argumentl=\"valuel\" argument2=\"value2\""
BRI LOEFR IR E AR AN IR AR SS . 1EAWT ¢
 .\setup.exe /s /V\"/gn CLOUD=0\""
o setup.exe o NFETFHHBIRNRERERFIIBT.
o /s o RINFREAMRI
o /V o TFBEUTIELE msiexec,
o /qn o RATEHBIAEREFAHE.

o CLOUD=0 , FRRAHIERE,

« fgn -
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o .\Citrix Workspace Environment Management Infrastructure Services.exe /s M\™"/gn
CLOUD=0\""

SRS EFA T
BEERR .
o REAMTFTE—MEEMIFEIEZ MRS KR (SPN). IEHRIFRA BMIZEMARSER

WIfE R ERIBYARSS K 5E1T.
- HIEERARETEN, SRS HIPAE SEOIECIERBRNARS K GInHITRE

MECE,
* Windows SRR AD #Y SQL SRR ESMIIES E. 5—MHEFERHA SQL
KA o

RREFTAE, NEMEEARSEIEZE SPN. £ WEM 1, IR, EZeMARSSFSEH R
Z BIHEZFNEEEd Kerberos #1TH A %0IE, Kerberos BAIRIEFER SPN RS LA 5
ARSZE RIKF X BAEER, W IIEERZRMIARSS SEAIRVE RIKFP ALEME) SPN AItKF ZBlECE
tbx%R. HLt, ATHRE Kerberos FRWIEEK, EFERESEIMERNHDEE WEM
SPN, RHES5EH AD M X B :
o MREFREER Windows BAIIES & TE, BEAUTHS !
setspn -C -S Norskale/BrokerService [hostname]
Hrf hostname EEMZEMARSIZRHZIT,
o« SNREFER Windows ERIRIES AR TE (FE Windows H5IRIE) , IFERU TGRS !
setspn -U -S Norskale/BrokerService [accountname]

Hrh accountname ZFF Windows S1{3I8IFRHIAR S MK BT,

SPN X3 K/hE,

PIEEARSS KA

1ERI LU WEM SEREZEFEERRSIKF (QMSA) BERTSER, BT gMSA BRAZE, BILINEEY gMSA
FHEEBERS, HFERIEEER Windows 22, BXER, 1BESIR <https://

docs.microsoft.com/zh-cn/windows-server/security/group-managed-service-accounts/

62



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

group-managed-service-accounts-overview> o 2 gMSA B{EARS £ 1KY, Windows 2{EHR
RBIEKFED, MARKHEERREE, XFMERTUEERIKFARIEBE, FEEHNE
BH£EMIARSSECERY Windows ik P AR 11& B IR,

E N WEM 325 gMSA R AR, BIREBUUTH BIRE
1. MNRIEEEMER gMSA, BFRITUTIRE :
a. ERUTHSIE Citrix WEM SPN Stk 48%E -

e setspn -C -S Norskale/BrokerService [gMSA]$

Hrf gvsa =2 gMSA ik Y& #T,
b. ERAUTRSIEX TENRMEIKS -

e Set-ADServiceAccount -Identity [gMSA]

-PrincipalsAllowedToRetrieveManagedPassword [hostname]
Hrh BEAMEMARSS 8RR
2. WIRIERAE gMSA, IFIRFEREZHIEE, CIE—", AR Citix WEM SPN SH4E, £
e -

* New-ADServiceAccount [gMSA] -DNSHostName [hostname 1]
-PrincipalsAllowedToRetrieveManagedPassword [hostname 2], [hostname 3]
-KerberoseEncryptionType RC4, AES128, AES256 -ServicePrincipalNames

Norskale/BrokerService
Hrh 2 DNS RS 2589% 5o
Hrh | BEMEMIRS I

BXE gMSAEZEE, 15814 <https://docs.microsoft.com/zh-cn/windows-
server/security/group-managed-service-accounts/getting-started-with-group-

managed-service-accounts> .

3. FHhERE gMSA.
a. BRALLIKF LUARIEEE,

i. 73 SQL Server £, Sfi¥ Security > Logins, A% & Logins, FAFIERE New
Login,

i. £ Login - New ZOH, B Search,
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iii. 7£ Select User or Group B, M TAHAREEIRE, AFET OKBEHZE,

o FERAEE, {ViEIE Service Accounts,
- I, ¥%#* Managed Service Accounts,

« WRET. BATETR 1 PEIZRIKA ST

iv. 7£ User Mapping TUELE, ¥EEERIA gMSA HISUREE, SATEYESE db-owner (EHIZEL
BENAERRES R,

v. 7f Status TIE L, IIEEE Ei%F Grant 1 Enabled %L,

vi. B OK R Login - New &,
b. FERERINMARS K B 5h Norskale Infrastructure Services

i. EEMZEMIRSE: L, TH Windows RS E1E2s, BT Norskale Infrastructure
Service, FAGi%#E Properties.

i. 7 Log On D1 £, i%#%F This account, £ Browse, AFRBSE 3NE=1"FF
Bt EIRE.,
iii. 2 #E BH Norskale ERIZEMIRS B E .

iv. £ Windows IRZEIE23H, E|HEnH Norskale Infrastructure Services
p=—

59, ERILUER WEM GUI EBEKF. 550 G52 WEM #3EE M EcE 2SR

o

BT
R’

3 Citrix ADC #1751 & T8 —SOFMAN A T WNAESE Citrix ADC IRF IR B WEM BEIE
£EHIEF WEM RIBRYE AIEK# 1T H T4,

EERMHTEIRSSEE WEM :

1. 3 WEM EhhEEHARSS 612 Windows EREEEMIARSSIK, , UEEREE WEM BiEEF.
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2. B WEM BURBEEY, & “fEA Windows B KIE#{ TR SRS BIREERE 1XTHIEE
HHSEMRS K . B X1IFHER, 1321 €& Workspace Environment Management £
1B,

3. M T EMEMRSEE AFER Windows B2 IRIETAE SQL BRI EREET) SQL BUERE .
B A Windows P ERIMATNF IR EMEMRSKAZE, BXFMER, B2H iEE
ERhEEMRS

4. ECE WEM BEREEEHIARSSHY SPN LUEREMEMRS K, 2. BXIFAER, BSH CIZR
5 E K%

EERTR:

EEBE WEM IIRZHI, IHRERERRSKPEZITENIKS . WEM IREERER, T
AURER, Fa0, MREFEERTENIKS EERENE AGKETAHTFE, WLhsE
R EAKA mA RS K

5. RIE—NERLIP ik (VIP), ZMIEREEREFLET VIP CENEMEHRSEZSNE, SREE
EE VIP BY, VIP IRERIPTE RS ARSE 28R & &1

6. ECENEEANEE GPO i, FEMEMARSIHKEIREN VIP, MAZERBNEMLEARSS
=AML, BXIFAER, B2 REMEERE

7. EEZF e 5EEMENRS CERNERFTERETAMN. (RESEMENRS ZBINRIERA
MARUEN, ) HMNEWERENEELH oERERRBUMENRS RS, MAZER
VIPo

BT XIFREESIRRE
R

IRE B LUE R WEM PowerShell SDK ##3REIZEIBZE. B X SDK XH4, iB5&IH Citrix FFEA
531,

Pz
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o WNRITIETEN SQL Server fEF Windows F1R50IE, 1B57EEE sysadmin I RAIF D iz
TEUEECIELBRER.

o Citrix B WEM BUREMEXH (mdf X&) EEEAZRIAKI 50 MB,
£/ WEM $iEEEELREFCIEEIEE, L AEFEREMENRSZETERRE, 7
ELEIIENE D,

1. NRBIEEEELRAREFERITH, BN FIR 2 iEEFE Citrix>Workspace Environment
Management>WEM Database Management Utility”,

WEM Database Management Utility

Database Management

£ £

Create Upgrade
Database Database

Database Creanon pdate o

cifnx | Workspace
Environment Management

2. B REBHRRE", ARBEE TP
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ES patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Loq file

Actions

- Previous || Mext

3. BAUTEIEERER, ARBEHT—%":

- RESBNLFABI. FTEBIBEN SQL Server #ilik, IEihbRIHES NERNERHIIRS 2SEA
Hit e —5, MRSH[BNLOBIHRANTEN R, T2RESHRD P ik, F57E8
SoithitFEE A serveraddress,portllinstancename, HIRKIEEHRO, MEERZIA SQL
1% O5 (1433)0

o BUBEERTR. E6IEM SQL BIEER%T.

AR
BIRELHPARRIFERETR (1) MRMT () ERFHEF -

o BUBESIH : SQL Server + .mdf XA BRI,
o BENXM : SQL Server L .Idf XHEAIBRIBRE,

Pz

67



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

HIEEEIELBAERTET IR SQL Server LUREVEIES 4 H EXHBIBIAIE,
TA1EIAA MS SQL Server BIAREMRINE, IEHERXTNFERFESEN MS SQL
Server ZEEIERAPLED, 25 NIBHERE BT T2/ LK.

EH patabase Creation Wizard

Database Server Credentials
|Ise integrated connection (Windows credentials)
Login
Password
Actions
|| Previous || |i .......

4. REMSAUATIRBIEFENEEFRSHREE, AREE TP, XEFEMIT TEMEN
RS EBIEECZE R TERBEEFENERE. Sl a®F#E.

HINERT, EPERAKEER ED, ERTFRSERESITRRRNEAE Windows tKFZE
S| SQL HelEHIEZE, wRIEL Windows 1K %E BB IRFCIEEIRE, Nl UUEER
IBANPRAY Windows T PSS THIBEEIRSLAER, WELUBRILIEMHIRHE SR EBIRRY
SQL 1P,
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EH patahase Creation Wizard

YUEM Administrators

Initial administrator group

Seleck

ETE | | ................................

Database Securiby

[F] Use Windows authentication For infrastructure service database connection

Infrastruckure service accounk

| Seleck

[7] Set vuemlser SCL user account passward

Passwiord

| Display password

Ackions

|| Previous !l || Mexk !| || Cancel !|

5. A VUEM EERNBEELZ2FAER, ARRHT—F" LA RHNTIREREMEHRS
BT ESEEFCBRERDBIERE, eI FEERIEES.

- IMEERYA, WAFATRENEEESENTLIHRNREER, REEEN
Workspace Environment Management B2 G AP F R IFERERIESIS, BE—1TEN
MARFA, BNERTEEREEESS,

o WNEMEMIRSBIRREEREMER Windows BRKIIE, JERRLIGED (FIALE) B, BUEE

SEREMEMARSZE A vuemUser SQL AP Ik P IEZERIZBEEE, vuemUser SQL FAFTKF
R R0E, XEKRAN SOL LAIEHEESERZMHIILE,

PERRIIRINEY , #iERE R ESREMEMBRSSEA Windows K EEEI#ERE. EXMERT,
1EERER Windows tkP RNFETE SQL R LIBBEER %, BAIENR, EReERRATEIEEUE
FEBYE— Windows B 1 TEANEEMIBRSS o

EERE gMSA, BIRIRER AD AP RIEES BIR(E,

+ %8 vuemUser SQL AP &R, ZABERT, vuemUser SQL kP 8@ =FERA—
8 NFRWER, ZEBIEENNEFTH. HFMirafs., IREEHABCH
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vuemUser SQL #KkF&ES (Fl40, aNSRIZRY SOL REREKRE & #HE) , HEFIE
Tl

BERT

« WIRITHTE SQL Server Always On AJ 4 LAHERZE Workspace Environment
Management (8%, MAIIKE vuemUser SQL P K- 253,

« NRFLMSEF, FICEEEEEMSHRS I EERRNER,.

6. ERHEERT, BEEEXFNIRE, WIALTIRERTCIREERE.
7. SRR BEREECIZ R INTT R BERIEY, BE el RHAS.

MREHIEECEIREPLERIR, BFRTEMENIRS ZEE R EEXX M4 Citrix WEM
Database Management Utility Debug Log.log".

B RS HIARSS

"R -

1&3&B] LUfEE A Workspace Environment Management PowerShell SDK &R Eg & At £E M AR
£, B X SDK X#14, i&E&% Citrix Developer Documentation,

EEMZBREIRSEIT A, R WEM EitiZRIRSECESSAIEF X HH#ITERE, A
P

1. MFFRASE B h%$E Citrix>Workspace Environment Management>WEM EREZEHIARSS Bo & S2
RERF.
2. ERIEEEBEETFHRMANTIFAER
o BUBEERRSSBBMSEA, £E Workspace Environment Management #3EZER SQL Server 52
BRI, MERZRMARS BRI AEBTLIRBBANARIA R, L EME

TE A9“serveraddress,port\\instancename”s 1R FKIgEHO, NEAZKIA SQL ImOS
(1433),

- BUBRFHERBIRSBV/ALH, NREEEERBIEERE, BEIAIEERELBRS %
Hust,
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« BUBRETR. SQL 32/ Workspace Environment Management 23 ZE BRI #5.

WEM Infrastructure Service Configuration

Configuration Management

B

Save Configuration

Ll

Load Configuration

L

T

el =t ork Settings | Advanced Seffings | Database Maintenance | [icensing |

Database server and instance:

Database fallover server and instance:

Databaze name:

|
3. EFMGE LT £, FARMEMRSERNKO :
- ERIRCO, iKORTIEZEHE AT IEEREMZEMRS,
- RERSHO, isORENREZNRTFEEDEMEERS,
- EERYEO. EORKERSBTFFEEEFESEMEBIRSEY,
« WEM 1%,

71



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

WEM Infrastructure Service Configuration

Configuration Management

B

Save Configuration

L

Load Configuration

P

Ta

| Network settings |ERENE A

Database Settings

Administration port:
3234

Agent service port:

82306

WEM maonitoring port:
8287

Cached data synchronization port:
8288

4. ERERKEXTFH, WARLANBERIFIRE,

B Windows IFIRElL, FINERT, HETRFREFRE, EMZEMRSERESE
NEMIEERIBIEE (ERBIEEFCIZREICIZER SQL #KF vuemUser) o SIRIEFEE
TEEECIZHAENERR T Windows EAtZRMIARSS KA, MAIUEE IR H+EERERY
Windows 1K/, WA{EEMZEMARSEEREREIHI TR, LOEFIKF SR EMIMARS
#r ERIAHIETE 5,

EiEE gMSA, 15 EE51%EE AD BFRFEREINS E,

* I%iE vuemUser SQL AP IKFEWE, SIFERANEAMIBEMARS ERIEECIZAE
vuemUser SQL BFECERBENXNE, XIEERIEELIZMERM T BCRERNF =
2] Srin i

- EMFEMRSEFRIFEER, EMEMRSEIFEEZE CANE (U AEA) . R
BhbZRMIARSS TAEREE SOL, NIERETR.
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- BEIZEMARSS SQL REEMEFIER, EMEMIRSERZ11118 SQL AR 28 2 iE/AYATE]
(URREBAD S

- ERIZEMIERSS SQL EEBN, EMZBEMRSESIRE SQL RS SEILEENEFMATE
(U AL , BT ENFRIEEEHER IR,

- EAARER. WREA, EMEMRSHEENIFARSTICRIER.

- IMEESMERET. WRER, EMEMRSBARNEEFRIEILSIEE,

- ER%REMRIL. DIFEEEENREBEHEBIREHRE (BHAR 200) BHEHMIILMERE,
&k, B EEEH S EEDEMZRMARS P ERIBT IR E S,
o BDTIERER, BB MREVENTD TIELIEN, HILELREEHILER

30-3000 SEE, RIEEENRIBEHERTE. BINMBERT, B2 ITIELAREEN 200,

o RVRYT 110 HEH. BELARRBEFTLENRDVZY 110 L2, #7T 110 LEHIR
B9 30-3000 SEE, RIFEZNAEREREE. RIABERT, RVFED 110 Li2EA
200,

BEERTR

SR BRI QR it S B 2R M AR SS U EIERT, tThEets R E Ao

pz

E BRAMERMLFERPIZREREEHE KA BN RS BT EIRLIZCIEMERN
BiEZEER. BXiIFEHAER, 18218 <https://docs.microsoft.com/zh-cn/
dotnet/api/system.threading.threadpool.setminthreads?

view=netframework-4.8> #1 <https://support.microsoft.com/en-sg/help/

2538826/wcf-service-may-scale-up-slowly-under-load> o

- {#f Google Analytics #BhZi# Workspace Environment Management, f1Ri%Ed, &
RHZEM AR 3 2 E L D B3R & X% Google Analytics RS 28,

« RfEA Google Analytics #FEBIZU# Workspace Environment Management, #1Ri%EH,
BEHZH RS AR E R DR AXE Google Analytics RS 28.

BEERR .
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M 2212 FF4A, Workspace Environment Management BBt & B R 22/ AR SS O+ BANFR
XI5 E BRI, WRITBEVAITIERUNXIE, MEFEE—MED. NRITE
AIFRUNXE, MIEFEZNMED, ITHGER TR,

WEM Infrastructure Service Configuration

Configuration Management

L

Load Configuration || Save Configuration

Enable Windows account impersonation

Infrastructure service acoount: Infrastructure service account password:

| | || Browse || |oooooooooooo

[7] Set vuemUser SQL user account password:

Infrastructure service cache refresh delay {min): Infrastructure service SQL state monitor delay (sec):
15 | |20 |
Enable debug mode Infrastructure service SQL connection timeout {sec):
[7] Use cache even if anline |3IJ |

[7] Enable performance tuning

Configure analytics:

(@ Help improve Workspace Environment Management using Google Analytics.

(™) Do not help improve Workspace Environment Management using Google Analytics.

5. (XA LA FRBUR R AP A T R EC ERUE 447

- BRIMRINEEESP. WREA, iRERTEIHMNSIEEFHIFRIBHSITER.
- FIHERRER. BEAFMNAESITEENERENE. FRIMER 365 Ko

- RAEERBH, BERAMCSIHERNRENE. BIAMEN 90 XK.

- REERER, B REIMBEERIEFEFIRERE. FIAMEN 1 X

« BITHIE]L. FATERITEIEELEIFIRIERIETE, RAIAEDY 02:00,

"R
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FARIESSE, BfTENERBITRIRVEIREELER, LUBNEHREEAR/NFRIRIEMRE,
SOREBN WEM ERFES M EMILIERSS, WXA—TEhigERSS S R ILtIhEe.

WEM Infrastructure Service Configuration

Configuration Management

|ﬁave Configuration

T

L)

Load Configuration

]

Advanced Settings l Database Maintenance l

Database Settings

MNetwork Settings

[~ Enable scheduled database maintenance

6. R LOUEEERIFRNAN-FEEMIE MRS ECBHRIEHETE Citrix FAIIEARSS 88 WMREFXIF
i, UETBEEHEEEEDFR Workspace Environment Management B3EER, fSNA7E
TR SN X A X FIEME A Citrix FlEARS 23 & B, EXFIE R T, Citrix o]
IEARSS 2818 B & F AT BUR E P RIMEEIE,

- 2RFANIRSHEBES. EALETAI A Workspace Environment Management /B
Citrix ¥ A IEARSS 288954 T, IEIE LA BEARYE 2 IFE = Workspace Environment
Management #3EEFREBBIEA Citrix FRHERS 2R 1E Ro
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

'y fa

| Nebiork Seffings | Advanced Setbings | Database Manienance |[JESI]

Global license server override

Citrix License Server name:

Citrix License Server port:

27000 |

I —]
EERBHRBEIHESE, 2ERERENREXERE, RERLESHRSRERR

|

== i

=>H

SEEHS

REREEZHNS
p=3_ 3
WNRIEFTE NEIBIEF SN Citrix StoreFront FE[EH A RHIZ R EC A Workspace
Environment Management FEINV ARRFRIES TN, IFHARTEEERZEG STENMACEEN T

B LEZRETIERT Windows B Citrix Workspace NAIEF. B XFMER, BEHRAE
Ko
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EIEMEIR R EH BB HiB1T Citrix Workspace Environment Management

Console.exe,

EAUERAXESHBEENRE

AgentPort | EIEZEHISREEFRET—THA, ZHAZEARMITAR AR, UHARAER
HEREAWMEL, ESHTFEREERITANKRO. MRKEE, WEARINRD 8286, #HZEM
BXmAE.

AdminPort : EEBZFI R EREFRET—THA, ZHAITEAMITARLAGRO, UBERRE
MERERKIEL, BB RTEEERITANGE . MRKIEE, WEARINKO 8284, EHRIE
el 3im L {E

XERZSHEVE A AR

"path:\\to\\Citrix Workspace Environment Management Console.exe " /v"argument=\

\"value\\""
BRI LU R EIREH| o RVFR IR T R B A R BAMT ©
 \setup.exe /s /V\""/gn CLOUD=0\""

o setup.exe o FIFEREBMRANLEEFBIT.
o /s o REHEAIRT

o /v o FEEILEL msiexeco

o /an o RNEREHAEANERAF R E.

° CLOUD=0 o, RRAHIERE,

L

o .\Citrix Workspace Environment Management Console.exe /s /\\™"/qgn CLOUD=0\""

SR ERNIRMIARSS ARk

EFAS R, HEIECitrix®>Workspace Environment Management™>WEM Administration
Console, FINERT, BIEESISUMAERERSER,.

EIREXH, BEERLGTAFTEEMRMIRSSREREO

77



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

E3 Mew Infrastructure Server Connection

Infrastructure Server Information

Infrastructure server name

Administration Paork

g2ad

Arctions

Conneck Zancel

WAMNTE, ARREEE :

HuhZE KRS 284 F5. Workspace Environment Management EAEZEHARSEZ 22L& T, EHAS T
BANEMTE—, HoNEEZH SR ERET,.

EEEO, BT o ERTEMREIRS RO,
BERERIFTEIEEN, BRBIUTER, EAFEKREEESERITFAIERN Citrix FEIERSS S -

License server configuration reqguired

l-.\ A walid license server with appropriate licenses needs to be configured befare you can start using Citrix Worskpace Environment Management

{68 ARV ATIEAR 55 A5 B B BB EF

BEEATANERSHFEBRIERE, BEEEEF SRS, SHXTF, ARSEEEEITAIERS
BRHMAER Citrix FRHEARS 8 ¥ 4HE 2o Citrix IFRIIEARSS sttt i M 54 A Rt ht e 2 —3,
H A NEERZER SR AT

B Configure License Server

License server information

Citrix License Server name

Ciktrix License Server pork

27000

Actions

Cancel
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SAREAMNILE

Workspace Environment Management @& XML XX, eI LUfERXLEXHFBEIE Workspace
Environment Management #3ERE, FEAFEIA, "TAFHBURREIE. XML XHAIF Workspace
Environment Management 2352 % @AY “Configuration Templates”X 43/,

BESAREAMKEX S, BEETRERPELEER :

| \ Citrix Workspace Environment Management = [ = e
| }
\g/ Home About
B Comnect @ Configuration set| Default Site - @ Delete ? Backup
@ Create
Fi= Disconnect @ Edit 5 Refresh ‘2’ Restore

Infra, Ser n Set Backup

EARMST, HEE, REBET—5,

[ Restore Wizard x

Select what to restore

() Security settings

ERREST, ERASPRATMIEE XIS EIF “Configuration Templates”, AEERFIEIRE

it

e

REEMECENE
AR

o BN EBZRMIARSS 28 £ &2 Workspace Environment Management™ (WEM) X2,
o BE7NER—aITEN TR WEM KRB EEES 2.

o MNRISITE NEIBEF ST Citrix StoreFront BEER AR RIEAN BREFHREAR D
BCE) WEM &, EHRFRESEZEHSMAEEN ELZE T EHRT Windows B9 Citrix
Workspace N EF. B XFHAER, BERRAEK,
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SIE 1 EASE (FHi)

& LUER{EF Agent Group Policies EIERRAMIEACELAREE, WEM REIHE LR,
BRXHED A admx XEFFETIEEMW adml X, BEiUEEIEZEE2S FEiB AR,

ENNAEENEERE, BRAUTHE !

1. ¥ WEM RS TR {HA Agent Group Policies X4 § HI131EH WEM 132525,
. NN .admx X5

a. ¥%%3) Agent Group Policies > ADMX X {43,

b. & HIXFNXMHE (Citrix Workspace Environment Management Agent Host

Configuration.admx 1 CitrixBase.admx) o

c. %] <c:\Windows>\PolicyDefinitions 343, ZAISFENESI 1,
//J\\m] .adml Y#Fo

a. %% Agent Group Policies > ADMX > en-US X {43,

b. & HIXF N (Citrix Workspace Environment Management Agent Host

Configuration.adml 1 CitrixBase.adml)

c. %] <c:\Windows>\PolicyDefinitions\en-Us X3, SAGHLNEST .

5 ARREREES CEEEUTIREN GPO :
= Group Policy Management Editor = | = -

File Action View Help
e 2@ HE T

[ WEM config
4 & Computer Configuration
4 || Policies
|| Software Settings
B [ Windows Settings
4 [ Administrative Templates: Policy definitions (AL
4 [ Citrix Components
[ | Profile Management
4[| Workspace Environment Management [i=] Agent proxy configuration Not configurec
| Agent Host Configuration =] VUEMAppCmd extra sync delay Mot configure
- || Control Panel
I ] Metwork
| Printers
] Server
] Start Menu and Taskbar
B[] System
[ System Center - Operations Manager
b [ Windows Components
[ Al Settings
- || Preferences
4 R, User Configuration
I || Policies
- || Preferences

~ Agent Host Configuration

Select an item to view its description,  Setting State
\=] Infrastructure server Mot configure
=] Agent service port Mot configure
|i=| Cache synchronization port Mot configure
|z Cached data synchronization port Mot configure
\i=] Citrix Cloud Connectors Mot configure

w

<] m Extended /(Standard/

7 setting(s)
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ERiZEMARSER. WEM EMiZEMARSS R0, BRARE T BARMARS BT B RIREL 1P it
tik,

RERS RO, RIEEZDEMZEMRSSHFED. AERSmOSASEEEMIEARSECER
B ANRERS RO EERNREOMEE. NRKIEE, IwORIAN 8286,

EEFHIERY MO, (GERT Workspace Environment Management 1912 RESARA ; BV
Workspace Environment Management 1909 & ERRARH EFEL GO, ) RNIBEERDSE
EERIEM MRS IR R E S EMBEMRSRRATNIR . FEHIERSHEONNEETEE
MZeM RSB HARIAEEFEHIER Ym0 (WEM EiiZEMARSEE > MEIEE) FBrimOE

Eo ZiRMAZAIAS 8288, X F cachedDataSyncPort fBITEH, E, EAILUE WEM RIE
IR ER MR TIATEE R . Flul

e citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000
Citrix Cloud™ ZE#%&88. TEHT WEM MAMIRA, FFREFRBHN KRB,
RERERE, F&HAT WEM BWARERAE, HRSEREN RECE.

VUEMAppCmd SIS\ES R, 35E RIEN AEFEN28 (VUEMAppCmd.exe) TEE T Citrix
Virtual Apps and Desktops BE&ZHRFELZFIFFNEN . XBFRVENREIFELTR. &
WAEA 100 | 200, ERIAER 0

SR 2 ZERE
BEERT

RE .NET Framework AJ ATERIBLZEH B Boi%s, ERNNZNERLZE=REZAFHIRE
Eo. BN, ERBEHEMTENFEUENELRE, HEARERRKHEFETM.

&7 LUTE A P IR EH5E1T Citrix Workspace™ Environment Management Agent, &5 ETLL
ERFERAMSITRERE. RIAMBERT, REBERTERIUTHFR—, EFBURTENIRE
R4

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (7 64 (IR {ER%
)

« C:\Program Files\ Citrix\Workspace Environment Management Agent (¥ 32 ii®{ERZ L)

EUREARARERE, BERATHE :
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1. EERITEN _EIB1T Citrix Workspace Environment Management Agent.exe,
2. EEBRERFAIERRMEG, AERERE.
3. E“X'XEHB_IEJ:J ga-:l-F_@:o

p=3 g

SO TIE AR E LB FRETR. SRIVMENGHTIEORENR, SHIILIE

1B,

4. EEMAXHFRNEL, BETF—%,

« RIABERT, BRXHRFERRBMEFRIANAREE, NREBFAELZEIHMH
*x, BFREEIUSMBZXHRX, AERRET—D,

- NREELRE WEM I, NBERXHRFERRBMEFRIE REXHREE,

5. FEEPEXETE L, HREAMERE, AREET—F, HIRAF, EEAEE,

ﬁ Citrix Workspace Envircnment Management Agent Setup - >
Deployment Type
Select the applicable type of deployment. n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service,

(@ On-premises Deployment

Agent will connect to your on-premises infrastructure service,

6. EBREMRSEE NE L, BEAEEEINEMELRS, AREET—%,

- BREECE, MRCECAARKEE TIRE, HEFIED,
- iBEEMEHRS. ITFTEIRAEMENARSSA FQDN BX IP il kA E B AR

5o
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- REBRSmO. RIANBERT, B 8286,
- EEHERY®O. BIABERT, EH 8288,

1 Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. u

) Skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216. 14

Agent service port (default 8288): 2286

Cached data synchronization port (default 8288): IBP_BS

7. B RARE TEL, BERENERISE, ARRET—F,

- EREEAME (A[i%) . RIFEAREBEFEERAME, RENNUSMESERX G
¥, HE, EOLUBT EMERRITILIEE, Ak, BEEFIZLE Citrix WEM Agent Host
Service, FARIEATEMERIN,

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\{tIEE 41
% #5: AgentCacheAlternateLocation

A I REG_SZ

B Z=

INBERT, ZENTE, RIAXHEFAN ¢ <wWEM agent installation folder
path>\Local Databases Set . WIBAHE, BFIREAANNHRER, BEEREMN, 7
E#E5h Citrix WEM Agent Host Service, BIREHEM, U TFXHFFHIMEXHFFH :
LocalAgentCache.db #1 LocalAgentDatabase.db,

p=3_
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RNEWRIEIMRAIESSETENE, AIEFEERLEIRFERS. Citrix TAR
IER] AR AR ERAER MR miERMS BRI, 158 1TAEERIMRFmERN
M2, TE4RIEEMRZAT, BSUENEMR.

« VUEMAppCmd SIAAEISEER (A13%) . AFEiEEREN ARSI
(VUEMAppCmd.exe) fEE &£ AR E IS FHE 8, RBIIERIBENENNRIET(E
BE5EM. ZRIAER 0,

xTE

ERFNET ERERAANELARKTHEFTENEL.

ﬁ Citrix Workspace Envircnment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: IU

The input value specdifies how long the agent application launcher (VUEMAppCmd.exe)
waits before published resources are started.

8. THEBTE TNHL, BHEREE.
9. BEHEFERLURHERERFo
gE, ER]LURERIRRE WEM 3, Alt, BEANUTHRIT !

e "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0

"R
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. HTFLEAM WEM SEFBTORE, BHA Cloud=e . HFIE WEM RSHBEIEST
E"J'T_EEE) iﬁgﬁ/_\ Cloud=1 o

- EARFBREFNAEXHEUFEREBZERH, RIAERT, BRLERELENFREE
ERNBEXHRTE BWTEMPY% FEIEE, EaJUfERA /log log.txt MHIEEHEXHH
RFALE,

TR LUMERS BITIETRIEE BE XS, XFMANUEREIREFEEXRENRAIR
Bo BXFAER, BB,

iR, KREBIERN Citrix WEM Agent Host Service (LABI#FJ9 Norskale Agent Host Service) #
Citrix WEM Agent User Logon Service i&1T. fRIELA LocalSystem MK iE1T. 1A 2=t
Fo ZRSBBEENFMRAERNER,

SR 3 EFEITENUSERZE

FoRFAFMEW

AR WEM REBIEE TF, RN TRRZAMEN

FoRGM
WIER T HEUTENX !

« Windows ARs5 System Event Notification Service B2 & N1EE IR BEHE .

« WEM 1{IEARSS Citrix WEM Agent Host Service #1 Citrix WEM User Logon Service B2 &
EEEEY BEET.

- REBEEFNRAREEERAMNE FRIFKAEZFUEARIZSEEANEEFRYE. 3%
BB EIREER. R,

BiY
BEEAT PR RINARR IS ENIE ¢
« IB7NFhiE{E Citrix WEM Agent Host Service, i, FREEREEHA, SIEHEFED

Citrix WEM Agent Host Service FHIZ{ERIEER T Netlogon fRSZEIETE, MMSHHEME
TR H IR,

- BIERERMAZE U RN CMD RIUAE, BN, RLINeErsETEAER Tk,
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REFEHT
- IRSE5HfE, Citrix WEM Agent Host Service & Bl EHINEE T 4ARIREER Cloud

Connector & &,

o NBREFHIRSEERERIIKESN, Citrix WEM Agent User Logon Service & BIE5h
Citrix WEM Agent Host Service, IttiTARIHARIEFGIERF RS,

« Citrix WEM Agent Host Service /2 &18Y Baht U FAMBIEEX HHITRE ¢
LocalAgentCache.db #1 LocalAgentDatabase.db . ISRELIHEFEC B AMEIEZE S 4
Sk B AR, NEHRRE X4 BhER.

- I Citrix WEM Agent Host Service ExiEY, EaBoiRiFRIEAMEEFEETERMNEN.
REGBEIR N EENEREFRASHEBERRESR, WIZEEPEEF. AM, RgHRIARIBERE
EFEIfE A 30 D, WREEFHETE 60 DAREFH, N7 Citrix WEM Agent Host
Service ErheRiIEIEY,

o ERESIED, WEM RIBLRERRFSTF Windows ARSS System Event Notification Service fg
BEHNBEl.

« WEM REZERFSE WEM REALTHEB5ESH Netlogon fRS.

REZEFLARERFER

Citrix WEM Agent Host Service BaMEIZERIFINEEZRYD . NEREILARFNEENRET &K
ENZEPERREBEELRER.

BRMSITEREBREXHFKPITIT AgentCacheUtility.exe, ZAIMITXHZEZUTHSITEL !

e -help @ ETRAFNSHTIR,
e -RefreshCache BX -r : AHAZFMIEIRIF
« -RefreshSettings T -s : RIFHIMLEEIIZE,

« -Reinitialize 3 -I !5 -RefreshCache EM—EEMAN, EFMRILRERE,
B XINAEASBITRIFARER, BERUTRA -
o RIFFAIEENIRE !
AgentCacheUtility.exe -RefreshSettings
« FERRIFFAEENIKEMRIEER -
AgentCacheUtility.exe -RefreshSettings -RefreshCache

- EFVIIREREEF !
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o AgentCacheUtility.exe -RefreshCache -Reinitialize

A
REFTPTIHETEENEY, NRIBIE N RIIIE A P,

KEBIGE
WEM RIBIRESIE .

* AgentLocation, SBIFEIEERELEME, BE—TEMHINXHFEEE.

 AgentCacheLocation, RIFEAREBRFIEETHAMLE, NREE, MEAMEFTXHFIRT
IFEEME, MABRIEBLRREXHEEHR,

« AgentCacheSyncPort, RIFEIEENIBEFES HZEZEDBMEMRSUNRIEEESE
htiZE AR S5 2R A AR o

« AgentServicePort, IFIEEE AIEEERE EMENARS 2rMiHE O,
« InfrastructureServer, SCIFFISE T TREMSEIRS VRS HIARSS 2589 FQDN ¢ 1P ik,

« VUEMAppCmdDelay, FtiFEIgE IR AIZFE5I28 (VUEMAppCmd.exe) TE Citrix Virtual
Apps and Desktops BEA R RE M AIERFHNE,. RRIAMER 0 (BF) . NENESERIE
[RBANEBEHARATHFTEEL.

EESMN TS

- NFBIHHITEEBIRE, WEM {EBLZEEFMEARLBENILZE,

- MREKRBIMBTERERE, FEFEUNRENRE, WEREEFFERUMEENLE,
- MREFBIMTITERERE, FRREUMBERNRE, NWEEEFRHERARIANRE,

RFRE
SREIHNXENRFIKEILE

 GpNetworkStartTimeoutPolicyValue, 7¥F{EERE LA E0IERN
GpNetworkStartTimeoutPolicyValue ERIAVE (UM RREA) . BBIEEARKET RN
SAIBRBRERIE]) S REMAE A B BET[E, ZBHER 1 (&/)) B 600 (RX) SEEIANEM
B, RIAMERT, LtER 120,

« SyncForegroundPolicy, 7CIFZERIEREHAEIALE SyncForegroundPolicy JERIE, LR
BRIGBRTEAHFRRVIEZRERYS, HSHNE 0. 1, NRKEBEZERIFZEREN 0, N
Citrix WEM Agent User Logon Service A RERER, FERAFPHARKIGENTEELIE, IR
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iz Ei&E N 1, N Citrix WEM Agent User Logon Service RIEIRE R, BEHFHAKRKIRE
WIBTER. BIMBERT, REHEIZEFRRER,

BERT

NREREVIBAFERIGE, N Windows Shell (Windows &HREIELS) AIRERTEFRE HK
REMETEZRIER. Flt, FEGETREERFPERNERNAEN. NREFLEE
BREXERMIERMEEREBIRE, BREREN L

« WaitForNetwork, 7OIFREDE R EHREI IR WaitForNetwork STMRIAIE (U AE
fiI) . EBHIEEREBEINEFNETLmRLF ] BrEE, Z88iEZ 0 (&/)\) F 300
(& K) SEREAMERER. HKRINERT, ERAN 30,

AI= TR AR WEM RIEARSS7E Windows BERBERHIMZAIE M. FIE =BT REHE
7£ HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
TElE, XLERAXRIHERAFPIMEEERFIREEMSEMWARS 25#tUE GPO, 7E Active Directory
IFIEFIRR AR S RN Z IBRIMEIF IR, ERFELI AT SEENNLIE B, FHiTE
WITS GpNetworkStartTimeoutPolicyValue ZiMEIGE NED 30 FREFEE LN,

« ServicesPipeTimeout, FRIFEEZE ServicesPipeTimeout JEMRIMAE, ZFPEREREE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control ~8l3&, IthFMRINETER
SEFRIEERETITRS WEM RIBIRS K ZFIRMNER, HIEREIE IEIEARSS TR 4]
bz BB R LERIERK, WEBBIEZERE, UV NEA, NRKIEE, NERRINME
60000 (60 %) o

=
NRFEIGSTERELTIEE, WEM RIBLZEREFELTEREFASLIEE!T,

BN
EAUERU T TITRIEEIRE !

e '"Citrix Workspace Environment Management Agent.exe" <key=value>

BN

o IER WEM IBRER R LD E T K%
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o "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0
- AFRBERMESFEHFIEIREN 60 #

"Citrix Workspace Environment Management Agent.exe" WaitForNetwork=60

EERNMREMA/NEETF

Workspace Environment Management™ (WEM) & A AFED I EBE MK, EiFE WEM IR/
ey B, BEEEELRIEEMRE. Active Directory I8iE. BAASEMNEE,

WEM Meli BN ETRENBFANHE, rBENEMZEEMRSSEE, WEM rl L ZF0RIEN A
Prii%, BRSBTS MEHAYE (SQL Server 1 Active Directory) SaiimsAtE (BIBHE
HEMRIE) [ 5,
RIGEITEMZIAR S 20T ENVER LTS -

« 4 vCPU. 8 GB RAM #1 80 GB AJ FR&#Z 2[4,

EAUERU T AN ERERENEMENRSHEE. ZANERESEEZ P B XIS
EFAR

o BHZeNIRS 258 E = (RIBEE/1,000) + (A #(=/3,000)
p=—

o TE1EH NTLM S5 IEIERHRES, Workspace Environment Management 2006 A 8 2k
AHIM T —LMEERIRL, /A Kerberos B30T RINERF X LEA) &,

« 7E Workspace Environment Management 2006 &2 E =k AR, RMEE] NTLM B4 50IE
# Kerberos S 1n3IE BN EREE =

o M WEM 2212 Ftn, REBEREN THIERIE, tIB5RINAERL S B HFEMEMZe0
ARSI KX 50%, IESFFIGTIEE, BITEWNEIFIEALS 2212 HESIK
K, UERFUME,
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FRERE

=T

AR

M WEM 2212 FHiR, RIEBNEFREN THEESE. IHIERINEE R 5E HFE B 2R AR
SRR HHEZIA 50%, FBRFIBINEE FITEWEFREALRED 2212 EFMRA, UE
RIFULR S

& A LU Workspace Environment Management™ (WEM) SR EAHREIEHA, MELELIS
BITEN RIS, XP A H R,

R #FM Workspace Environment Management 4.7 Z BiBVAR AT AR E b A 1808 3 E = ki
Ko ENEAXLERIRAFAL, BREFXARIINRAE 4.7, AEEARKIIBEITHRE, B XFHE
B, BBHETER:

M ES SRRt
4.6 NERRRA 4.7 =
4.6 RBERRA 1808 HEEARA T (EFARERIBIRRAZH,
BREARBIRAE 4.7)
4.7 1808 HE=ARA =

=3 g
« WEM £iEE. EMZEHIRSANEEZHI BN NL PR RE—hRA.

o 1HXIF 2006 ZEIHY WEM ZREFAKER] 2209 s E SHRAR, HICEUTEIN © ARG iuE
FEFREM, BHHLKE 2103, AEBHEKER) 2209 HESHRA,
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Workspace Environment Management 2842435 LU R IIRFF F+4%

1. BhZRMARSS

2. BUREE

3. EFECEREMIEMARSS
4. BEEEHIE

5. I

SR 1 | ARBRERMARSS

EF4k Workspace Environment Management EREZRHIARSS , 1BERMZEMARS 2R LiE1THH
Workspace Environment Management 2RSS ZEERF . ARSI EESZEIIEMER,

FHREMIERAIARSS AR BV R IER S

EAREMIMARS RPRIERS, BEAEFRERENS BN LT XEBMEMRS, &
FRHERNEMZERMRSIREFHECET, AR R BiiZRIRSIRIER,

p=—

F4&E] Windows Server 2022 5, WEM EMZRMIRZ AIsELRN, {EA—FERAE, BE
FRERMBEMIRS HIFEAR BN EED WEM BUEE,

SR 2 | AHRBIERE
BERT
BORETHBTIR A, ERAARTEL Y, AR RNIRESA,
T -

1852 7] LUE A Workspace Environment Management PowerShell SDK #&RA L EIEBE, B X
SDK X1, 52 Citrix Developer Documentation,
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5/ WEM BiEEEESLAEFERMERE., LXAEFTEMBEMRSTRIBPILRE
Workspace Environment Management EiZe#ARS5 25 £,

p=—

WNREFT SQL Server £/ Windows B2 3IE, BEER sysadmin NER B TE1TEIEE
R RER

1. MFFER"SZ8arh, 3%E3% Citrix®>Workspace Environment Management > WEM B E S22
BERr.

2. BEFRBIERE"
3. ABUEEALESFH, BAFREBER.

EH patabase Upgrade Wizard

Database Information

Server and instance name

Database name

[F] Infrastructure service uses Windows authentication

Infrastructure service account

Database Credentials

IUse integrated connection (Windows credentials)
Login

Password

Actions

..................................

o IRSBERMEFBTF. FEEHIREN SQL Server\SLHIRIME, HMEER MERZRMIBRSS 2845
BRI AT A Byt
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- BUBRERTN. EARBIBIERENST.

- ERiZFHIARSSEA Windows S4IE, BINBERT, ETRES, EXMSERT, it
ZEMIAR S fEA vuemUser SQL AP K P IERRIZIEZE, (vuemUser SQL AP KPP BE R
TiR2HeERN, ) WIFRE N SOL EAIEA T EEERZHIWIL,

e, BEMZEMARSISER Windows K IEZRIHIEE, EXMERT, SIEFEN
Windows tK P AEEE SQL LA EIREER%. RAEN, BE/NERRTRIEBIEENR
— Windows 1 SRz { T ERMZRMARSS

EiE gMSA, 15EE51%EE AD BFRERENS R, MR gMSA EBHIEER db-owner &
B REE

- ERAKMERE. RNERT, WETLAFEFRES, WERADTFRSERSTRASHS M
Windows P %R SQL Server HEIEEIEE. 20RIE Windows K% E E MBI R
BIBEIERE, 1BUEE BHBAPRA Windows 1Kk FE1THIBESIELRIER, NEBMRILE
I EAESR BHEINRN SQL tKF,.

4. BEHEFRUAFRBIEEARIIZ. BEEFEARMITHRE, BEHES.

MNBEFIEEASIERLLESEIR, BKZE Workspace Environment Management 2R ZEHIARS &
R HFPIREN VUEM BUEEEELBER BEX M.

SR 3 | EFECEEMZRWIRSS

fEF WEM Bt ZRMARSECE S AR F EXECEREMRIIIRSS. BB REEEMERITIRSS.

SR 4. AREEEHS
PRl BRI S A BRI Workspace Environment Management i& B&RFHETEEURES, FHEFH
RHARIB)RES,

BRSNS, WETEREN S RRTRT, R BRI,
LSR5 ARAE
BEER

- EAEAREZE, BRRRKEAFRER. XATRERAFRIRZAILESIZITEN LB,
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« WEM EhZEMARSAIRRA M INEFam T WEM IERIARA, Citrix ZIIEFRIEA LK
BAThRAS, LUEER]UER &6,

BARAE, BEBRHTEN LSITHINRERTEATHRIT 4
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P {ELE

- A

B EEEH S

1. M “FFER S AR Citrix \> Workspace Environment Management \> WEM
Administration Console”s FINERT, EEREH o U EEIRSER.

2. EEBEF SRR ER T EE .
3. AERBMEAMRSHFEREOFR, BARMSMIRS MU, ARREEE

OB RS

EEEERES

1. BEATHERPNXED, UEH EANERPETETFED.
2. BEFEABUAERAEANABETEE X,
3. RIEFEENEE, AXAEANKENERSER, BEHRAFREESE,
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IR FEHESE

ERUTYERITRERES !

« TheEX

.« 1M(E

. JmidkEs

- e

« R

« RESFECENH
- B2

« JEENERIR

« Transformer i&&
BRIRE

- BIE

o 510

TheeX

FTLETF
FRER D ST

Eik, HEEEFOERIIEENEMEORSS. THEEBMERRSSFERNEED, B5E

- ERIZBMBRSS AR, EEEEMNEMMIZMARSS 2RI % .
- EEIRO. SEERIEMEMIRSHEO. FRIAE 8284 EFUETE,

EERR, FEEZESS5 SREMRMRSEHTER, XNTFEERBIHRAS— M IRSHER
HEZRS—TIRS, ATARENMZEFI S EERS P EMMERMARS.

BoEB&E., M— Workspace Environment Management™ (WEM) it (BCEE) t1#BISE—1,

eI, I CIERER EN. RWEEKESZ T WEM itR (BESR)
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- &R R (BEES) &, EREERPEESRSIXRTF.
o fh, R (BCER) i, BREimmEENF.

« BRRE. ViR (BKEER) B EBRAERERA. H'EXAN, WEM RIEETAEEE
ihm (BEES) -

HiB. I REREREN, HkmE5 eI@iEERE O30,

MiER. MERiE=m (BCES) o EREMREIALR", EAN WEM EESTREE, B, ErIUE
CEEZN

R RS (BCE&E) 7%k,
=3 g
UNRREERZEHI S @ =, FIRARERIF.

#7. 1TAEBNS, HHRENENEIARED WEM EIREFIS1TEN. ErIUEMDE
E. IRE. ZLIREM Active Directory (AD) 3R,

o BfE, FMEEH WEM 121E, SMERNIRERSH AR XML X4,

o KB, FMEEHN WEM I§B, SMERIGEEHS HHEIMAY XML X4,

- BR2IGB, &1 22 EMFLNAEIRE. SMHERNMNES HARMEY XML X4, ErIX
HMERES XBHUTIE !

> AppLocker Mg E
- WEREAIE

« AD X%, &1 WEM BIEMNAF. T8N, AMARLEM, FRRASAFTIEEEEHH AD
MR, AD WREMMAER !

- BF. BTAFMARA
o BN B MHEN. iHEALAM ou

- RBELR, SMEEEN WEM ELES, SMERNERERHTH NIRRT XML X, EHEE
PERRES, EAUENSRESEXKIUTIHE -

o HR1F

o AppLocker
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- HE (SRERRIEAIERX)
. T
- AP

o RE (WEMIKE)
BEEEMUTAR :

- SIBNMEXEAD MR (BEHEN. HEHILAM Ov)
o WPEHHE (FITHEEMIRS)
- BIEMEECESRNE

BR, THAERAES, WERRBIUFIEMHM WEM IRESEBRA. BIIRRE, £RaSEHEIA
(XML X14) B9ERHE5,

- REIGE, TR Z& &+ LA IRE. &EHXHEPRIIRERELYmECESETHINEIR
B HIEUNREERIFFESETFE, MR TR BREFZEMM, XEANRF B shi
fR. EMFREMNFIERS S, EALRERESHEZKRS. ERASTITFEEEELRERNA

o

5

o AppLocker MN&E
o WPRIEFIGE

- BRUAIRE, ZEHTEAEPRNELESMENRREAIRE.

AN ARFRZEMNSEXFER, ERRABLUIERERELRRRASNAVLIENAEF R
RN DE

o MNREFRE, FRFZHFRNSEERB) S RFRBAFANAFRH, XESNHIAR SR
PEFETHALEREAD F8Y, DT . ERAFEEMNERERERRRD
RS, FRE(MPIERSIEER, ETLUFHESHER Csv B

o WIRIERE, BFMPHPFAEMNERER, EFRROERtRFRIRARMNAR4H,

« AD WR, HEME AD HREFEFMNEI S, BERSALENES AR AD X RFITHEMIE
Hll, EEFEERFEN AD WRIIE L, EBALUEEEREN AD MRUNEEES (BiR) WE
WEM AD %,

- lBER, HEMNEESRERSE WEM, B—RRgeERER— 1 EES. WEM EEZFISrES
B-ENEFRRRIETRNVEES, BEEELRNERES, BNINEXKPREESR KRRk
FE. EREEEEN, MREFERREES, WEM EIFEES®N <configuration

set name>_1 o
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= g

T RAVE R 7R A ik = 1R E
k& RgER EA A RIRE.

RS B9 AD MR FNEII AR AD WMRPEANEILR AD R, BEEBURTER
BE TR RFHAD MR TUHFER T BRI

INRIEER T BSERN, WERRIREF 18281, FIAIE AD X REBIFHRMIER

TR, TATRAS, FAKENR (GPO) B zip 12T E) WEM.

BERT

o EREFTRE WEM ZHEFRIEE (GPO),
s BIEEFEIRSRECRENNEIRE,

BEHITU T ERER GPO !

1. FTFARBRERER 2.

2. FARBEESEOS, ARSLHEENH GPO, AEERER.

3. AERMAEARBIUREOFR, BEEREFEMIUE. ERILOEENEMRMITRA,
4. BEEHFRED, ARBEHBE.

5. RMEIENXHRX, REFEES N zip XiF.

= g

WEM EZFEB a3 %1 GPO &1 X 43R/ zip X1

FRIh&1R GPO fa, REHEERF GPO THEI WEM. AEIBRNXMHIIE L, 2EHENRE, RS
SHNBIAER o

- BE. SEEPEEN, BEIE WEM IZE (GPO).
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- B, FEWN GPO HikIEETFA WEM B XML X4, HNREFLENESANGEHITIEA
PER, ISERILETN, RRMIhTEE, ERERRAFFEHFA XML X

p=3_ g

TR M an it XXk, B EEIEE B RTFRINAFRI BT

X FiEm-F

“X RIS TS

BCEBYFRAIEARSS28. SOIFEISTE Citrix FrlEARS 2389E, MR &EZMUL, SEEFEHAHF
IMERERNEE, &, BAILUEA Infrastructure Services Configuration St TR AV ENE+
RIBEXLEEE, EXFMERT, Citrix FrERS 2818 EEEMEERIBEFTNE—(IE.

RENFERD, 7 Web XIS 238 O HFTFF Citrix 7= mm X A%,
ET, T BRI ST THEE, XL ETUSE T It SRS By At 524,

- BREERER, NMRER, EEREFISREEN B EES EOERINEREIRS.

- BRAREEKRN. AEERZFEERFAREIER. BEEHFAA UsersXHRNIRE R E!
2o

o ZHIEAM. RN ERZR S EEFEZTAT,

- WOS, RITFEEEXEEREG o EETEMENRSmO. isOXnEBahEMmRSEE
HRECE RV IR EPRAC.

XTFo FHEBZRI SR HRIARAURIFA (FrNESE. EMMITE) MERER

R

Workspace Environment Management™ @312t 5 FERARVIRIEREC TEX BT TR, XLig
EIEEIENRERF. FTEINL. MERRnes. NAERESSE. S ERDERERENBAA TR,
Workspace Environment Management iR igfitimikss, ABFIRIE LT 3EAREN D ES.

- BIFEEEE

o #R1EA
o HRBRIRE
Eid

o NF3TE
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o FTENA

o MLRIRTHER
o EBIIKEHER
o JEMERIN

o IETE

o BRI

o Ini X1

o NERIESS

o NFRGIRIE
- FAF DSN
o N XEX

shfEH
hEAINEERIFIEE e X —AmfE, ARTE— T BREEATREEXNEDECLAF
RBP4, ERILIEE, EFBFEZNT DR FERPFENS T ofF. Eit, EAUE—TTE
ROECZ T EIF

"R -

IEAI USRS S 3B Workspace Environment Management &ifE, {EEINAEERA,

sh{ELETIR

ahiEH
ETRIASFANTIR, ERERERIN. BRBIaEiEniHEsR.

B1F

EERTR

101



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

- MFANIEBNEIELES] (NAERF. TN, MERENES) PEFENEF. F
o, FRIFEER MNAEFFIRETF ERINT NAER, SN EEARIR ET-+ B
AR R EREMAEEE NARE T O RN ARER.

- WIREECE T EDECHFAPEIEEI EHIEATIR > 4% > BEE) , NECERIEDR
NI EC T EAR AR,

“BIfE"ER D BN A BRI R, &R UBUATIATR(E

« BN, RVIECIRA BN AP A AP A SRR RN R,
- “YREE. VFIERREBIATHIEA,

« “EH. RWFENIBIELE FI—DEhtEH,

o« “BER. RIFEMIBRINA NIEL,

ZoIEEAH, BIRBUTIBRIREE,

1. £ EREFS >z > ZhE4H > BiEATIR AT F £, BT
2. EFEEBEHAEOD, BAFRERER, NTHIIRPEFERER, ARREHWE"

RURIBIRIEAH, BMIIRPIEFERA, ARRERE

EnfRRFH, BERERENE, ARREEF, 515, BEE 88 EcE8tIERME, =i
WA RIBIH T ERE-Copy’s TR U T 4RI KE LK.

= g

REIR(EAER, SMATEMIREDER XKIIRE (WRE) Aoz, RIFERTESE
SREPARTFREBRSER LT, EERIZED, FEIBRIRE > BE > 26 81%E £
+o

ZMFRIRIEH, BMIIRPIEFRERAE, ARG MR

p=—

SNRIEMFRERIEC D ECHVIRIEA, EFMRRIESN R0 ES T X ANFRERF.
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TR
B BRIFANETRRN, REATIRFFAT.

fid, SIFIEIEER X RFANEMER,

BREARS. ETERNEZERRSZEIHIR(EE, BAEKN, BEENZRIEADELBRSAR
H, REEAILNBRELAPIZHIRME

[
RIFEERESENERENRERIF. ERERERAM. BERAaH:DmiEiE,

AT, XEZERILIANNEIFT e 2R EA PRI RIR(E

BHNS AR E RIESER TRYRIE. WEEMEFRR T TR A DB EUE D B %% Fo
Pz

o NREFHRERNNRIEDECL B RRIEA, ZRERBEM DL XERF,
- NRIENEDECS B A BRIEADRIBRIENE, ZRERBEMNXERF FEUE 2 E,

BiE. XEEENRLECIENRIFARNIZE. ERUBFREMEEUNEHITRE, EE
A UERES MIERIENED ; fla0, NARFRESMUE. FRINTEY. RiEsF.

g
=

INREREDEETN FH EDECERPEE S 2 ECRFAPRRIEED, NEBRIENE
MM EC TR EAR AR,

TR > 2(FA > BIFATIRETF L eRUR(FARIRFECESR, SRR EREERNRIED
EaERNAFREARYE. Mit, m%UﬁE>&ﬁﬁE>§¢ﬁEﬁﬁ%oEﬁﬁﬁ%t,
REAFPHAFREUEEAAERTIREA TR, ERIIECIZAVIRIEH, GRS
HREA T RELHINSUEEECIZREE, WHRFHS R I KIRHAU D ECEUH
NEE. DERIEN, RARRREOERER TIZIREBERILBIRN,

BXNEIFREMNFAESR, BSHDE.
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DECIRIFAR, FEEIRUT/UMER !

« INRDEIRIFA, WEALSHFRERIFERFR D EC.

s RS MREATRERERREEATES. WTESIRFE, KELENARERRFELE
BI4H,

o IESTIREARRVIRIEE, BERDESS — M REATRRFEERNERE, EXMBERT, X
DENRFRERRFLENEE, SERBRLENRERDE. AR FRFFAE.

TR

Flan, BEERIRIEAINEE— RN BIER (iexplore.exe # calc.exe) DECLEEF, BRBIULT
L BIRE,

1. BIEEEHE > 8E > NAERF > MAEBRRIIRET £, AERINNBIZR (iexplore.exe

calc.exe)o

......

S9* Network Drives

we# Virtual Drives
&) Registry Entries
ﬂ Emyironment Variables

- | System Optimization
I ﬁ Policies and Profiles

[ security

|| Active Directory Objects
ﬁ Transformer Settings

. [L Advanced Settings

L Administration ||| Actons

[ Monitoring

© Current access level : Global Full Access

2. HIEEEEE > BF > BFH > BEATIRET+, AERERMUSIEIZIEA,
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S Network Drives
W Virtual Drives

&) Registry Eniries

ﬂ Erironment Variables b

- [ Filters |

| [ Assignments

- [ System Optimization
. [ Policies and Frofiles |

[ security

- [ Active Directory Objects
-iTmnﬁormerSettlngs

| [L) Advanced Settings

| Administration i

- [ Monitoring

Action Group List

Action Groups

Action group 1

Actions
Configuration
| S
| Available: Configured:
| >
<

@ Current access level : Global Full Access -

3. ERMEATIRETF L, WHECIENRER, UE AR BEER B ERREIIR,
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S¢* Network Drives
W Virtual Drives

&) Registry Eniries

ﬂ Emyironment Variables

- [ Filters

| [ Assignments

- [ System Optimization
- [ Policies and Frofiles

| [ security

- [ Active Directory Objects
-ﬁTmndormerSelmgs

| [L Advanced Settings

- | Administration

| [L) Monitoring

Actions

Configuration

Il Avaiable:

I+ Appications
| Printers
B Drives
| Network
LS Virtual
| Registry Entries
- Environment Vanables
o Pors
L IniFies
-~ External Tasks
-~ Folders and Fles

v

AR B ERA R SRRRITIR R

4. EHRAERT, NEETNAREFLUFEZ DD BERE SR
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Iy Applications
{3 Proters

%9 Network Drives

W@ Virtual Drives
] Regstry Entries

&) Environment Variables

Actions
@ Ports
B e focooy o foadd o o Bt o Dok o
T External Tasks Configuration
S— | Jlrna | cen |
||| Avalable: Canfigured:
pibGac e | [Formm o
= 2 -~ Printers : @ Caadator
5 ssignments = Drives 4@ Creste Desktop
f R |~ Netwark "4 Create Quick Launch
[ system Optimization S Vil b < i goem Start Menu
| Regisiry Entries : Pin To TaskBar
| [ Folides and Profiles | Environment Variables @ PinTo Start Mer =
. | Ports @) Auto Start
A Security o
-~|_ IniFiles @ Internet Explorer
— . | External Tasks & Create Deskiop
[ Active Directory Objects | Folders and Fles 4 Create Quick Launch
-~ User DSN -4 Create Start Menu
| [L] Transformer Settings -1 Fie Assadations & D To TaskEs
- 4% Pin To Start Menu
- [ Advanced Settings i @ Auto Start
= i~ Printers
i Administration = Drives
[ Monitoring .

5. A BREERD, EESTNARFRED, EIRFAH,
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3 action Groups
2 Applications
§¢ Printers
= Network Drives
wwe# Virtual Drives
@] Registry Entries

&) Environment Variables

Name

Description

State

BB RIR(FA.

Actions
@ Ports
[ InFies o Coov o | o fpoEdt o [ Dkt
E] Extemal Tasks Configuration
| o red J|ocier
- Avalable: Configured:
[ Filters = -
A B B Appicatons lad
. A2 Printers = Calauiator
nts
[0 Assignme =1 Drives @ Create Desktop
|2 Netwark "4 Create Quick Launch
[ system Optimization 12 Vet b < -8 Create Start Menu
| Registry Entries % PinTo TaskBar
[ Policies and Frofiles &8 Environment Varisbles & PinTo Start Menuy =
B h | Ports [l Auto Start
Security | IniFiles i - Internet Explorer
i L= External Tasks i % Create Deskiop
[ Active Directory Objects | Folders and Fies ) Create Quick Launch
| UserDSN 4% Create Start Menu
[ Transformer Settings | Fle Associatons -8
& PinTo Start Menu
[L) Advanced Settings
v
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(& Modeing Wizard

- [ Actions

- [ Filters

- [ System Optimization

- [ Folicies and Profiles

[ security

- [ Active Directory Objects

- [ Transformer Settings

| [E) Advanced Settings

- L] Administration

- [L] Monitaring

Priority

Assignments
| “JFd || dear |
Avalable: Assigned:
[E-|_ Action Groups ¢ Action Groups
ul---:j Action group 1 | > =1 Actions
= Actions i
(¥ Applcations i
| Printers | <
[#-|.0 Drives
| Registry Entries ‘| Envronment Variables
| Environment Variables |2 Ports
L2 Ports 1. IniFiles
L Tni Files 1 External Tasks
| External Tasks 1.2 Folders and Fies
| Folders and Fies L4 User DSN
-~ UserDSN ey | File Assodations
“| . Fie Assodatons

o EBRILOEEFIRIFA, ARBERATSKKIITIHRF.
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(& Modeing viizard

- [ Actions

- [ Filters

- [ System Optimization

- [ Folicies and Profiles

| [ security

[ Active Directory Objects

. [ Transformer Settings

| [ Advanced Settings

- [ Administration

- [ Monitoring

8. T pEcimikdR EO T, EEWEN True”, AFRLHE"

Assignments
| “Jlrd | der
Avalable: Assgned:
[=1-__ Action Groups | Action Groups
o [T > | = e
=1L Actions . Appications
[#-[ " Applications {4 Printers
-~ Printers | < 1
[#-[ Drives :
-~ Registry Entries i~ Environment Variables
| Envirorment Varisbles (12 Ports
| Ports 4. IniFiles
| IniFiles i~ Extemal Tasks
| External Tasks {12 Folders and Fles
- Folders and Fies I~{2 User DSN
- User DSN ‘- Fle Assodations
| File Assodations
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‘ Citrix Workspace Environment Management =-|0] X
" h Home

o ... | Confaratonset|Defat stz

'|ﬁ!"a=|ph= ¥ Badwp
5] Refresh || & Restore

nhauration S ceup

¥ Action Assigrment |

Assignments
Selected Fiter
{Always True v|
Avalable:
=1 Action Groups Jtion Groups
| Actions 42 Acton grof  AEONS tions
[=EFS mons ! oK ! h Cancsl 4 Applications
E'—‘ Eilters - Applicationg Printers
| Printers < [ Crives
@' Assignments %~ Drives
1 | Registry Entries | Environment Variables
—o —— |__ Environment Variables ]
|2 System Optimization 4 perts
. -~ Tni Files
[ Policies and Frofiles |~ External Tasks Folders and Fies
=i . +~|__ Folders and Fies L. User DSN
i Sec_ilnty — [ User DSN i~ Fle Assodations
- | File Assodations
| Active Directory Objects
[} Transformer Settings
[ Advanced Settings
| Administration

0. HIEERFS > BE > A > HERED+, ARG RIHF
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Config.
Statistics
@ Administrators et Semay

& Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hou's Total Agents Last Month

24 agents I | s | [t | [ |

Agents History

| Actions

[ Filters

[ Assignments
- [} System Optimization
[ Folicies and Frofiles

[ security
[0 Active Directory Objects
[} Transformer Settings

[L] Advanced Settings

10. ARBELARE, ARELTEREFIEZFRIF Workspace LI’
11. EETREIITEN L (RIEEN) , BIEERENRIERSEN.

FURAF, IR INARFERNDESREEN, HEClNRESAENMIZFISEHEER)
E51=,

4R RERIS B
BERER:

WEM Hai{NZEFRINM%EES HKEY_LOCAL_MACHINE F1 HKEY_CURRENT_USER FEREC
BE T X BXAAREISE,

EUFINMRAAF, EHEEFAREE IR (GPP) T E) Workspace Environment
Management (WEM) 1, B XiFHER, 1FEIR Ribbon PERESHIRA. TE, FEAIL
THAREIZE (BT EMERMNIEE) SAE WEM A,
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SARER, EAUEESE GPO XEKINKENIFARESR, RAEHRAEDEH T GPO, &AL
£ GPO ZECLANERY AD 4B, BRI ECHMIEF—1F. MREREFT GPO DELRETAF, MIRE
ARER. —THAINUSLZHEAMITEN. MRBXHENETZE, WitBENRREER. R

HRIAF BT %A, WAPRKEER.

"R -

BETENBKILEILENER, IBEHEB Citrix WEM KIEBENRS . BEEBFPRIZEILEE
X, BREITEHHERER,

ARG E
xE:

77 € WEM FERIEMMRARKIGE, BRIEEEREEHE EEHR Citrix WEM AR B RAR

o

BRARRIGELE, ZFHIEREER WEM KLEARKIZE, FRINERT, HEmLTFER
RS BT !

« BLEREBARRKRIZE,
- BfEERRISEEDEICLRAFSAFPYE, WEM EREE .

HIRBEIRIIFR
ERIE GPO MFR, ERAEHIRRIFEHELIHIES] R,

° ﬁu%?o ﬁ'J%ﬁ GPO 5']13—‘%0
« A, FTASALARRIZEENS, ZASAFTNALRKIEES AR WEM A,
- mi8. FEEEIE GPO,

« MR, MIFREEER GPO,

SAHERIGE
TESAHLRIRIGEF, BTEHESSR L& MNARIRIGE :

1. FTFFERBEEERER 2.
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2. THARREREOFR, ARPETESMHH GPO, AREEREH"

3. HEMARBMREOR, HEBRFEMIMUE, EALOEENENRINTA.
4. BEERFEER, AERREHEE .

5. SMBEIENXHRX, RAEFEESEN zip X+

AR
WEM £ #HS A S S GPO & XHEFM zip X5

ESAHARKIZE, BRRUATHE .
1. FF WEM IRSB“EBEEM-F3 BRI B IhEE, ¥ GPO B zip X4 Lf£F) Citrix Cloud 8
BRINZ 1K,

2. SMEEEREGS > #(F > ARBIGE AT F, 2 BERARKIELE, AERHT
N LFTASABF.

3. AR ARSHNESANXH TIE L, BENE", AENIIRFEEEBIINM. EHAILIE
AX 4, REEHEEHRUREITE,
- BEURISAN GPO, ZEHERERIE GPO,
4. BHFHRESAN UFBEATE,
5. SATHE, BEHTR . AN GPO HERTARIRIGE EI+ L,

MEMRXHFSALERIGE
RO LUSHE A Windows SEtRRIERR S H AV FMREIZIRN GPO, UEHITEEM DAL, WNRE
K AR RS A GEMRIXMED, NILINEEER U TR S ¢

o SOUFIRTE HKEY_LOCAL_MACHINE # HKEY_CURRENT _USER TS AFMER(E.

o RIFIEE A REG_BINARY #1 REG_MULTI_Sz ZERHIIAIR(E.

o ZFREMEEE reg XMHHREXBEMRIAE X BXAVMIBRIZIE. B XA reg SXHMIFREA
KRINAMERER, 1525 <https://support.microsoft.com/zh-cn/topic/how-to-add-
modify-or-delete-registry-subkeys-and-values-by-using-a-reg-file-9c7f37cf-

abe9-elcd-c4fa-2a26218ala23> o

Friazan, FERUTED !
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o M zip XHFEAIREN, ZXHTUEE—THIZNEMR S I5HERBES G ARNFE
i 30 Mo

o B reg XHEFERN— GPO, ERILUFENRIRGH GPO MA—EFMRILE,

o BB GPO NAFEIBIEAENM reg XHERNBIERN. =F : W08 reg XHERZFR
7 testl.reg , MEZIREFH GPO WBITA testl o

- B[ER GPO Wi AZE, HREMIUNEERAR (8EFICENR) o
ESALRBIGE, BTRANATTR

1. EEEERaH, HIEMF > AKKILE, SR BERAREKSELNE, SHFASUNRT
fisk, AREERSATERERXM.

2. FHEIMMESH, FEBEMRER zip &5
- EEME GPO, THITEREHEREEBEME GPO,

3. BF FHRSA.
4. BATHE, BiF Tl. MIEIMRXEREIRM GPO B/R1E AKIRIZE .

SRiBLE RIS IE
WEHHERPH GPO, UBEBHKENFAEEHETFTENREIRE,

E5fE GPO, BAERE GPO, AEMREFEE &5, B4 8% /5, HEMEIERRE. =R
MR R INH H LR -Copy. "EAJIUER HiE KEIL.

BT RIE S, I RIBASERERNR B,
%%, GPO 7£ GPO FXRHFEREEFR.
i, FIFEIEER * GPO MEMER, XEFEEMERTE GPO FIEH,

AMERBEIE. B GPO AEEMKRIENF.
TS
BixtmiE. ANABERE T EMREONKEF RS SBURERA P MERAER,

o A FUVFIEAIEMRD
o iR, UIFIERIEEMERIL
o« MFR. SOIFEMIFREMRD
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EMNNLEMR, FREAMBY F. U TREAA :

o IBFF. FIFIEIEEEMERIAIEREINF
o BE, RIFIEIEEEMERIAVIRIEAEL,

o IREBE, DITFENEMRIUKEE,

o MIFRME. IFERBREMERIBIE,

o BB, SUIFEARIEARTN FERIZBVAE S OIETL
o MIBRIL, JSCIFIEMIBRIEMERIT FRIIL

o MBRFRAE. IFERIFREMRI FRIFRE E.

o I, ¥FHY{E . HKEY_LOCAL MACHINE #1 HKEY_CURRENT_USER o

o FRFE, FEERMACTIMERINTTERE, Fla0, 0R
HKEY LOCAL_ MACHINE\Software\Microsoft\Windows Z;EFRIMAITZELERE, M

Software\Microsoft\Windows Z=FI&ZE,

o B, RIFENEMKREREST. TEFNREERMBARZ— N ERKRE,

Mame Type Data
I REG _SZ {value not set)

- A, RIFEIEEENEIEREE,

> REG_SZ, IhZEERATFRTAEMEXAENITAFTS,

> REG_EXPAND_SZ, IW3RREAY BEEF &, HPILES—1LE, ZEETHNAE
AR E R, fa0, WNFTUTE, FRIH%SystemRoot% R E RN IFIFRIHFX
FRAYSEFRLIE,

o REG_BINARY, ERIFIAY Z#HIEIE,

o REG_DWORD, — 32 =, WHEEBERFHRE. A, ‘0RTEM, “I'KRTE
Fo

- REG_DWORD_LITTLE_ENDIAN, —RAE/NHEEREY 32 AT

- REG_QWORD, — 64 =,

> REG_QWORD_LITTLE_ENDIAN, — N EA/NHEIVAY 64 (I EF,

> REG_MULTI_SZ, ItXBZRZLFRER, AFRRESIRIZSNMENE. 8TFEH—NZE

FROMR.

o BB, RIWWERASIMRENNNEIE. NTFARNEESEE, EARFEUTRNBIEA
R ERVEHE,
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ENEN AR E— L EFREER. FEEUT/LR :
* 5 HKEY_LOCAL_MACHINE JEAFERECE SR THE X HIEIE Citrix WEM Agent Host Service 5
S FEER) SQL Settings Refresh Delay BT 45,
* 5 HKEY_CURRENT_USER AMKRECERTHEXNENEAFRERINER.

EIR LA RIRIGE

B LUERmERIBRICARBITEN SR, NMELARBGEERRMH T, Hikssadad— TN
MZ 1%, WEM RIEBRTEETTE B P IR ERE R AN R RIFRE RIS F A 2 EcaV A SRR IR E.
AN, REERFIHRITRESRN S XEIRE,

EARBIREERG R MENEATIERZNT -

1. EEEERaH, FME Mk > R FEXENRMA. BEREMT.
ERRT:

B X I ATmikaR SR FRITE IR, BERImERRM. ARBIQESFRAPMITEIIR
B, REMERKMFNERTAFIRE, NREFXEMERFZFENATIHENIRE,
WEM RER 2RISR AN AT ENIRE, B X NERTIHENIRERHiERRMT
HSERIR, BERAERTHEIIRERNRIEERRM

2. BB fHkdR > MM HEERTHESEAN. ERILUFSE 1 FEXNFHSEEZANF,
BEHEIM,

3. B3 BF > ARRIGE HECERNARRKIZE,

4. %] Administration Console > Assignments > Action Assignment F52 L FI2E :

a. WEBENEDEIRENABFRRAFA,
b. ERNBER, ARBEHEFTK (=) LUHITHE.

c. T£“Assign Filter&EOF, EEETE 2 FEXBIMN, AFREHOKs REFF
M“Available"E &5 5h T Assigned &1L,

d. 7E“Assigned"Ei&H, ECEIRENML TR BA-TBHELUEEM KR EEKR, REH
o MALRBERIKERHENE, MBREFE PRI X R ENER.
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FERATIHENRENREREN

sz BRATIHENRE
& P ina Rt ED £
&P P itk PTAR S
AMERETE NRECBLL HKCU FRRYEMRE, T
Registry Value Match %2372 M A F it EA
REBERREER.
FAF B3R/ X PTEg £
FF Ul iESTEC £
FAF SBC HiR#EHE £
Active Directory E&fZPTHED S
Active Directory B ITHE =
& P ima Rt AC £
TEF i 1P ik PLAg £
FTEMTRETE £
T F P E SR/ X AR £
FTHAF Ul ESITEE &)
T Active Directory E&fZPTED =
T Active Directory &M ITAD S
B P inii iz @ RS ED £
& P imEiR R ER ST £
Active Directory £HPCH B
T Active Directory £H Tz £
BEAMEIRAT £
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R AR
FEHI N AR R R IE S TURY B

R -

o« IRAEJLAER Citrix Studio 4RiEN AEFIKE, FAREAIMIER VUEMAppCmd.exe BYRTH1T
X{HE&E, VUEMAppCmd.exe HfR Workspace Environment Management fXI27E 2 5h
Citrix Virtual Apps and Desktops Z# N AR ZAITTRIFMELIE, BXIFAREE, BEENH
£/ Citrix Studio 4RiEN FAIEFIRIE.

o WA UERTHASEEY B Workspace Environment Management $#E, {EHEINAEERA,

R RREFFIR

NENRREFRRIYIR, ERIUERAERRRBI ID HHXAFRFHRHETIR,
AR AT

1. R LE TGRS,

2. EFENBAEF WEEERFRRARAGEER, ARRETHE"

=Bt
A

fﬁé

- . NARFREAXNETRSEH, NNARRSIRPAT.
. i, WFERNERECIEESPETR, RUEIEESR X ZRIMMNGES,
- NAEFEE, REAXEHNEARREE, U BRENNEER. XHXHt
¥, “URL"Z“StoreFront ARG 2 —. 1BIEEE, TEUTE !
o WR1T. BEFHITENERNNBRERERFTHRITXHNRER. N RTINS A R
LM RTIT M
o TEAR. REARIIEER. MRINEBIIAIHMITE, NEBEER,
- B, NARFHNEMEHEH.
o BfR. (/XX H3K) R FATEFHTFRY B AR 3 4 K& FRo
o HREEATN URL. (URL) IEIEERINMIR AR REA M URL,

o FJE URL, (StoreFront™ fJE) SR EEMNIREES B RIZRIRRY StoreFront EIERY
URL,
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o FIEH IR, (StoreFront B E) &M IRIEH BRI StoreFront FEIE ERIHR R, FSIRH D
YIS SRR R R,

"R -

ERIMETF StoreFront BENN AR, BH4IRHEERNERE. 8REENEUE
EREERN, BFHI—1EE, ZIEERREREHmARFER Citrix
Workspace™ app for Windows B&#8, 2fa, BEN'BEEREO, HPERHEE
WEM BIB#ZH| &1t 8 A 551789 Citrix Workspace app for Windows 1R E|ME &%
R REFSIR,

o “FRHA"SREBEM, EFEE T REFENAREFREAXNMLE, BIABERT, HREAR
EREF eI,

ETR

o« ERENR. ITENRBERXXAH AN BREFEEET. FINERT, REERNAERA
RITXHRIENR, (EEFTLUERERERENT. ERUAXATFEESIEET.

o (NREDHRE. EEFEPRERSFET.
- NBREFRS. ZEHIREERANAREFRES. BAN, BEENESESHAR, ABEFRR

LIBE,

o #IPET, BOEE, WIRERMEIEAFETNARRERRESAR. REARBEFRREHAETE—
ZENE, ®RNZENATR, #FRENRBFEHEINBER, ISR —XEREE, &4
NN BREFAT A, XEEREBETHERELATHNEERLTEIFRENTR, METEE
S RIBRE A2 R A T TR

o B, REARNERPIFERERIATT.

- AR, DEFENBRIEERTENNARFNARE, ARXOKXNE, HERUTHEILHEA (F
) :Ctrl+Alt+S,

o RIEAE, NI RIRAVIRIESEY,

BRIKE

- BREDBERESR. EF/E, MRAABIIIMERT NAREFREA, RENERFNEE
HEEEA .

- BHEERIE, DITFEREENAREFRESNERAF KE LRYMIE, BEURENEL

- BOEN, EHNAREFTERR LEUS/IME. EEEREAEOTH,
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- FEBBRSPETR. YREARETE U RATETH, IRESNKRLRF @S IRSEER
AR BBARS REPRENARER. XUEE L T REFNARRER BRI RN EENA
BEFRERERERT,

« ERPBEFIGRPLIBRIEA . ERERAF ISP EIZN AR IRES T

ERMETF StoreFront BIENNARERFZE, EOTIREERNER, UWEREE WEM EIEZH)
Bit&#LH Citrix Workspace app for Windows I ZEE A HHIN BI2FEIR.

FHAR S

T e R R RN ARFRES VR R UEREE,

RlFT. RIFTN AR

¥zh, FIA—1TMAS, RWEERBIINARERIRES NNIIE,
I8, TN AREFRERS.

MBR. MIFRERE RN AR REANER,

{8 Citrix Studio ZREENFAEFISE

Workspace Environment Management (WEM) AR EFIFTE, UHFELSETIRE)E,
VUEMAppCMD T & (VUEMAppCmd.exe) R WEM RIEETEE B} Citrix Virtual Apps and
Desktops EA AN AEF ZAIFTTRIMERE, BATREREXHSRS | %ProgramFiles%
\Citrix\Workspace Environment Management Agent\VUEMAppCmd.exe o

AR
3T 64 (IRIERSG, BHAH %ProgramFiles(x86)% o

BB LUE A Citrix Studio 4RIEBNBEFIRE, SARNINIER VUEMAppCmd.exe BIRIHITX
HERR, Ak, BREEUATESE :

1. S$M%) Citrix Studio V' N BEFIZE > B TE.

Citrix Studio N FBF2FI&E (/en-us/workspace-environment-management/2305/media/citrix-

studio-application-settings.png)

2. BARZRAFRERG LAMNAEFERE.
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« ALITFAZA | %ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe o

3. BAMBITSELUEE BT ARNNARER.

- AEEE VUEMAppCmd.exe BN AIEFHTERE. (IREFUI TN, 5HEN
ARG SITANS 55 1ER,.

- a0, RIZEEET VUEMAppCmd.exe E5f iexplore.exe, ERJLUBIBAUTHRER
SERULEIRYE ¢ "%ProgramFiles%\Internet Explorer\iexplore.exe" o

FTENAL
HEETT EE T EDH AOBRE o

"R
IEEILUER 5SS HE § B Workspace Environment Management 21E, fEEIHEEER A,

FILETENHIS 3R

METEWRIRRTIR, BEEM— D, ERIUER B BRI ID HXAFRT B ImESTEIS]
Ko IERIMUEATIEEX LAY S AMKITENARSS 28" F AFTENH Lo

ANINFTENAL,

1. EFWSTHNNRETF L, SR NEREEZAXE, ARELTCEREFIEEFR
s

2. TEHEMSTEN'EOFR, BAFREER, ARREHEE"

FEAMIZENF
. ITENRERR, BREFTENSIRF.

i, EFERNAERECIZENSTETR, DIFEHEES X ZRIVMINER.

BAREE, FTEINTE R PG AT B R R

FTENNRTS. THUTEINIRERERER. AN, BEsReRF, REBEHAIRIEE,
NEMEE, ITFEIEER TERIFTHNNSERE.

BRES., VINERIFNESNAF BEEFRCIZITHN.
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HRIESREL, BRI FRAIEHIERE, WTERISEREHTHANXH", HERBREEEN XML $TH
MFIRXHRIENERE (BB XML TENZIRECE) o HRIERIFE, ERMIL XML XX
EHRERNMENRIERATIRIFTED

SAITEDMN
1. YRS, BHSAMEITENARSSR
2. T MNPISITEHRRS RSN FEEFHARAER, ARREBE" -

=Bz
FTENBRSS 8R4 Fh. BEMF S AITENHAYFTENBRSS 25 AY % ho

ERAEAKE. RNBERT, SAERIFSITTEREH SR Windows tKFRYEHE, EFIEDTR]
NERBFTHIRS SRiEE A RBVEE.

PILEIXEh#R
e PRI AN OB

7
IS LU RIS S hERY B Workspace Environment Management 121, EEINAEER A,

P48 IXzh AR5 &R
B MBENERTIR, ERIUEREHRLTIIE ID H W XARFRF B HIES Ko

AINMB IR E) 2R
1. A EFCEREFRB AR 5o
2. EHEMBREpEIITEEETFRBAFAER, AEREHE,

FEHIEF
¥R, RhBRE TR, MWEIRENERSIERFPAR.

. tFERNERERIZASTETR, RIFEREES X ZRHNWINESR.
BRiR R, MLEIXchEsTE AP R AEATRIEEE.

MRS, VIRNERchREEAEEEM. BAN, BESELHAR, ABEFEAE

Eo
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SERER. SUIFIEIEE B T E R MR 2R E R,
ERBHBRES. VIIRIERFES NAF BohERCIZEMEEER.
R EWEDER

BRIEEEL, B RIRRVIRIESEE, FNINIRGS AR BN ERo

EBIIKRD 8

PEHIERIIRTh R RIBRSY . FEIIEEDERZ Windows EERIIRTNEREL MS-DOS & &4, AT RAMX
R ARG R IR BN S o

77
IRE LUE RIS S REEY B Workspace Environment Management &1, fEEINAEEIR A,

EBIIRXEDERFIR
BRIE RMIEEENTIR, ERIUEAERRLINE ID fHiksIR,

AN DR ELREZBATIEREZNT ¢

1. REEREHE S > 8F > BRIERE > ERIERRFIRETF, BHRN. HE, ARES
EEXE, ARNLETXCERERERE TN NS R FEERREEE & o

a. FEEMETF L, BARREERHERRS R ERIREDZIZEN EIREHER.
b. BRI HEREFEIIRH FEERIRENZRE .

2. RREEEFS > 2 > RO RET+F,

a. WEBNEDEELIRE3RABA A A,

b. EFRELIRTENEE, AEREATXK () #HITHE,

c. ERiMERNENRS EOF, EF LN True”, EFE—INKoRS, ARREH
E'. EHIRER TN AT E R E B EE .

DECFIRERE LB REER, BEARATEE BRILE > BHE > IRSSEB LT+ £H"SQL %
BERFERTEENE. IRFE, BRITUA TS BUEDECIEIEY,

1. %I EEEH S > €8 > AF > SutEREN+F, ARRERIF.
2. ARBHNE, ARELTXEREFIEE RIF Workspace RE,
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TR

“EHEm
%R, o ERS, BREREBIRENZRY)RE,

i, IFIEIEER X BRI EMER. ERNERERIEHEIERT T,
B, BAEMIKENERAIERE, ZBREER PSRRI,

BRSNS, VIRERREERLER2H, Z2AKN, BIFEERESRLEF, REBHR:
BT,

RENTRHE, AUCEERTHEIRBNTRNS,
S

BRIERRL, AR IR R

AR

PR RN,

7 N
ISR UE RS S hERY B Workspace Environment Management 121, fEEINAEERK,

AMRENR
WEEIMRIGIR, ErRIUERER BRI ID HHNXAEF R HHLETIR.

ARIERRIN
1. R LT XERERB AR NS,
2. EMEIMREIEEEFPRAFAEE, ARREHEE

=B
& AMKRIERB, SEMRITIRPERNEIEE.

i, FERNERECIEEDSTETR, DIFEHEES X B RIMINER,

AMRERT. VEIMRTEEREREA. FAN, EEDELAP, ABERAEWH
AhIE,
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BRER. NOEEIMRIMAVEIMRMAE, TERFEEEREEZIFIAFEMRN, HIEE
EEERIEI_E %ComputerName%\HKEY CURRENT_USER - X2 B Eh5e M.

Birea. EIMRENLT. ENEREIMERT (FI20, NoNtSecurity) o
EfRAER, FOIEREMRINAIAEE,
BfnE. FERIMEIEENME (B0, 03X C:\Program Files)

{GBET—R. ZRIAE R T, Workspace Environment Management™ 27EIBE X RIS 61 A
R, kI8 EHERTLE Workspace Environment Management X1 B R Rl #T B 8 E—CE A R
I, MARESXRIFEELE, XSMRAIBRFNIRE, CEHRYENAFR DR T IFZ EMERIN
B,

HRIEAEL, BRI FRAVIR(EAEEL,

SAEMRH

1SR LU EM R AR A 2RI 1T o 8BS,  tEIhRER LUTRBRH -

« ©fY¥Z}F HKEY_CURRENT_USER THEVEMFRE. FREMRIINEE, EREEDE
HKEY_CURRENT_USER TFHIFMTRIGE,

« ©EA%#EF REG_BINARY #1 REG_MULTI_Sz ZERVAIAIR(E,

JEt X R, T TR WEEAARBIZETR SAERRXA ETFEM R FAE WEM
B, BXFAER, BEANIMEXHESAARBIRE,

BEIAEMERIM, FHRITUATERE !

1. BB AT, BERE > MR

2. EIRERH, BESAZEMRNMG

3. EMWEMBRXESAEOHR, EBEMRM.

4. BEAMUITRIEREMRX . AERITRAE, NEREMRIEETIR,
5. MBRESAKIMKRIEE, REEESAFMERNBTUFHBSATRE,

6. BHMAERE,

FEMIZEHF
AMRX ML, SME reg XHHBEITHAEEDER. reg XHAZEEF AT WEM FRVEA
KB, .reg XIHBAMNXEA T EESAREMRIGEN T FFIRHEM.

Ao 13 reg X, ARETEXHAZHERRIKETIR.

126



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

AMRESNIR. FEHEESAN reg XHEEZHFAEEMKRE,

ERSANIE., NREA, WERKINZERHS AR,

ASANMBLMAMNEIR. WRER, WRAHEEASSANFRE IMRINLIRMENEE (6
&D, “XP ONLY"g :2 ‘finance’ ) o JX#%ZTL(E?* \ﬂﬂl/\ﬂﬁﬂéﬂ \/jiﬂﬂ'i%lﬁ

p=3— g

ZRSTESARLIEMRIL, NRER reg XHAZZTRBEIMKRIT GNEHERET!
K'FFR) , BEREP—TIHITEA. MRESAHMI, BESLEN.

HRTE

IR E/MEIEE,
77N
IS LUE RIS HE K3 B Workspace Environment Management &€, EHEINREERA,

MR BSR
REMRREMIIR, EAUEREREAT ID #X X AFT B kTR

ANFIRTE
1. £ EFCREFRI RIS,
2. EHMEFRTEMEEETFHRAFARER, ARREHE.

F AR
AWM. ZEEMNETRE, NIMREESIRFFAT.

i, hFERNERECIEODSTETR, DIFEHEES X B RIMINER,

MREERS. VT RTERERERER. £AN, BEENEkSLBF, ABERILEE,
TEXW. METENINEERT.

TEE, METEE,

HRIESEE, b ERAYSER
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AT

]

ImOIIEEFIFZ P im COM #1 LPT imOBREY, RIAR]LAER Citrix Studio SREEE A COM IO
LPT is O BohiZEE. BXIEMER, BEEREOEEHHRKILE,

NREMIH O FohZEFIE MmO BBREY, 15121E7E Citrix Studio FERE F i COM iR EE M)
REF G LPT IsOEEMRE, FINBERT, COM imOEERM LPT isAEE BRI,
R’

IS UEATIA S B Workspace Environment Management $2{E, EEINEEFER K,

ImEA5R
WARORYIR. ERIUERESIZRBTE ID jfikd]) &R,

AR NNERE
1. M ETCERBAERRM.
2. FEFBIROXNEEETF LRARAER, ARRLHE,

=B
. IRONERS, WMisA5ERFFR.

i, (REHRIE/RIERSHRER, RWEEESR XA RNMIINGESR.

EORES. VREOREREEEM. ZAN, FESERLRAF, RIELARLEE,
mO%F5. s RITIEER R,

wmOB4R. BirtmH.

T
BRI, IR IRRIRIEEEL,

fan, EALERIN T A NRERIRE

- EO% : EFCcom3”
o BBOIB4E : A \\Client\COM3: :
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IZ" MNew Port

[ General l
Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Part name:

{COM3: M

Part target:

| \\Client\COM3: |

Actions

Ini X
e Lini SXHHRIERVBIEE, A RIESK ini XXM,

77
IS LUE RIS HE ¥ B Workspace Environment Management 1&1E, EEINAEEIR A,

Ini XHHEEFIR
WA ini XHHEERVFIR, ERIUERER RIEXAFFBEBIE ID HikdxR.

AN .ini SXHEERE
1. FHLETFXEREFRITE S,
2. TEHE Ini MXHREMEEEMEFHAEMAER, AEREHRE

F R
e ini KRR ETR, 20N XEEETIRFPFT.

129



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

o, FERNERECIEZEDSTETR, DTFEREES X B RIMINER,

Jini XHBRERTE, iR ini XIHRIERERERREM. £AN, BENESAF, REBEHLAZRIE

Eo

B E. XIEET .ini XHFRILE, ZXHFER PR AT EHITIES,

BiRTi. XIEE 7 HLIRIEFRETXIRY ini XA T, MREERFENT, WREIEZT.
BirMERTT. XIEE 7 ERNNNER BT

BirE. XEE TEAS

ET—X, BRIAERT, Workspace Environment Management™ SEARIBERRBIEFEHIT .ini X
H121E, LHEILIERIE Workspace Environment Management X117 —KI&1E, MRS RRIEFER
HiT. XRMRAERIFIRE, SR EENAR DI T IFZ ini XHHR(EN,

HBRIESRE, BRI TRE A RERIRME,

HNERESS

ERNIBESHIRIT. NEESUESTHAMNARER, REREZVNERSTENNENER
BNE], HABRIASEE @ vbs A .omd B,

EBINERESZINRE, EAILUIEEMIEITAEES ., XEMAUBTEREERFIFE,
7 i
IS LUE RIS HE K3 B Workspace Environment Management &€, EEINREERA,

SNERES IR
WENESHTIR, ERIUERAERRHIESR.

AMANERES
1. EA EFCREFRBRMETo
2. EFENBESEEETFRRAFARER, ARREHE.
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TR

Description:
| |
Target
Path:
| | prBrowse, ..o
Arguments:

External Task State

|Enabled - |

Options
Run Hidden Fun Once Execution Order: D

Wait for Task Completion Wit Timeout: IEI

Actions

|| 0K || || Cancel ||

AR, DITFEEENBESHETRRM, ZBRIFERENTESIIRS,
i, RIFIEIEER X AEBESHEMER,
B, RITTIEENSESHRE. ZREERAAIEDENT. BHE

o EEIRIEENBESAEEN 3
- REENEESITZESHENER,

B, DITTIEERBHHBEEE, EAURA-NFNH, ZFTHRIIELES BIrHIAS
NRAEFHNEE. B XERBE NS FRITG, BBEANBES T,

NEESIRE. EHNBESEERERER. BAN, EESESESLRAR, ABEASAE
ZES.
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BRRETT. RER, ESREREEET, FETERRABFET.

BIT—R, WIFREF, WEM FHEIT—RES, TIREE MARETF LSRR, BT
REZEEHEE. MINERT, ETLTFERRS.

WITIRRE. RFEEESMMESHETIRE. HEEEMSOERAERAF, FEEP—LEESEKH
FHMESFREMINETTH, WEMRBER. FRINERT, BER 0. HITIMFEN 0 (8) KES
BET, ARREN 109ES, ARREN 2 NES, KILEH,

FHESTH. TIFEREERESFHES AR E, FRINERT, “FRH8REN 30 ¥,

HBRIEE, RN ERESBIIRIESEEL,

E3 New External Task

| General | Options [[REESSRll

User Session
Refresh (7] Logon (7] Lock (7]
Reconnect & Logoff e Unlodk e
Disconnect &

User Process
Run when processes start 9
[7] Run when processes end (7]

Actions

|| Ok || || Cancel ||

BRRIEMASR. WIHEERIFERUTRIEEMNEENNGBES AL

- BlFT. ZHZAFPRFAENESTITANES. RIABERT, RIS FEFIRE,
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o EFEE, £ HBEPENEEIETRENITENNEEBITNASRES. BIANBERT, LiEm
ATFEFIKRS, 1R WEM RIBLZETEYIE Windows 1&& £, NIETIARE A,

- BR, ZEFZARERFETTITHES. AIABERT, ETEFEFIRT,.

« EH. ERIZAFPEHEREDTITAEES. FRIE Citix BRERRSEREETT, SMNIETR
BRIEA. FINERT, HEBREF,

o WIFFER, EHHSAAMETRENITENRAEZREDSITNEES. RINMERT, kR
ARk

o B, ZEFHAFRNESTRENTENNEESITARES. RIABERT, HEDRER,
o R, ER AP EIETRENTENNESSITAMES. RINERT, EHRER,

DI

fERETFERE. SUEMMAEIIETES, HERUATRS

LEEIMAYSEIMEF Windows B, ERLLIMER, XEERMAIe oA T, fla, 7
Windows 10 5% Windows 11 2% VDA WNREH, KA ERETIAKIER, 1EXABIE
(A RS, FHINKRIRIRERBIE )

o BNENEFXERTS Ul REBE—EER. REREZ :

X
SE1T
I

o HITXEEETNS CMD RIE—EEAN, SREREENEHE, RIEMTERFIFRERE
fl, L ENESEEIBITo

o CMD REEH A ESHRP AT EREST
AR #HEM A SR WINERITEFAAHZEENNBESHARL SR, EALLINEE, ERIEXH

ERMESS, FENEREHIZSTIHRERR, AEHRESRNAEXER R, SEERICEHENL
EBNEMESALL, ERHEEANNEBESHARR S e ARSI EIRA A IR,

o TEEALLThREZ AT, BIRIEREHEU T IREM !
o WEM HEL Ul BB 5hH0iETTo
o EENHESERAFER—BF RIEREBT.

- BEFEENNBESRER, BELOEBHRLE > il > B E EH -+ LiEE BRAE
shRIFT

- HERBENEIT, EHITE
- HELRINET, EHI7E

HIZR MRS TITNEMES,

1EE
EEHEE RN DT TARRES.
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R

E RIS, WEM RESERFPEXEHEINEIE— 1% Ccitrix WEM Agent Logoff.log HY
HEXH. ZBEXHMNTRPEEXHFRXXGXF, WEM REBSTERFSXIEMREREEAR
BN, XEEEnHEBREMAEEE S A EBESHE X B9a),

NEBESTH
JFFHIA (a0 PowerShell BIZ)

« MRXHRBEMMARITERAAZTER

o EBEFERP, BAUTARE: C:
\Windows\System32\WindowsPowerShell\vl.0\powershell.exe o

o I BEUFERH, BEALTAZA | Cc:\<folder path>\<script name>.ps1 o

BN, B EZRTREFERPBRABAGAIEEE, FI40 . c:\<folder path>\<script
name>.psl . E'B¥'FTEH, BIEFERESH. B2, HAXGBETEREREMZERTT
F, BURATFERPIMERRBEIXHER XB, BXXHFREXBNER, BERRAXHE X B,

« NRXHRBEIHRALITAZTER !

o BB FRP, BAUTAR : c:
\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe o

o IEBEUFERT, BALUTHE | -file C:\<folder path>\<script name>.psi o
MFNATER (40 iexplore.exe)

o E'BBFERF, BALUTRZA © C:\Program Files\"Internet Explorer"\iexplore.exe

o

o EBUFEH, BAZITHRIMLEAY URL ¢ https://docs.citrix.com/ o

X RGHRF
PRI SC1 SEASC 1 5 40P P B S5

R’ -

IR LUE RIS SHE 1B Workspace Environment Management 12E, EEINAEFEB A,
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X RGHRIEIIR
WA XA FIRIERTIR, ERIUERERIRIEX AT HRAIE ID HiEdIxRo

AN RGHRIF
1. ERA EFCREFRBRMETo
2. EFMENHRFREBEETFHRAFAREE, AEREHE.

F AR
AR, XA FRERNETRBIR, WFIRFFAR.

i, RIFIEIEER X BRHMMER. FERNERERENLIERST.

XURGRIERE. ZRNHRFIREEEAERER. BAN, MEDESLHAFR, REEFRL
B,

R, 28 SRR SRR,
BiRiEE. 28 IR R B IR,

MREFENBERBIR. ERXGIXAREFEESESEEMUETERREATHNIE XXM
*, NRBIRRIGED, HEBIMIEEFERBXHFHXHAERX, NWREMPYXEFZHKE .

BT, BIAERT, Workspace Environment Management™ SEIEEXRIFEHEITX G R
SeiRfE, WERUILERALE Workspace Environment Management {UE{T—/XRi21E, MARES KR
MEERETT. XRMRAERIFERRE, LHREENAFP DR T T2 XHRAIREN,

BEER, R e IR ERVEE | §). PR, Bxh. EMBUTSEHETIRE. WTH
SHEELE, BEENAFEF Windows BY SeCreateSymbolicLinkPrivilege #X[FR, UFtiFel
B S,

BTG, BAERERSTITIRG, RIFREREEEMIBEZAIGIT. BITIRFEN O (F) HUERE
BE1T, ARREN 1 89iRME, ARREN 2 BRI, MKIib3sH,

AP DSN
I FI Y DSN HIOIEE,

"R -

IS LU RIS ShERY B Workspace Environment Management 121, {EEINEEER A,
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FIF DSN %%
HBARAF DSN B7&K. ERIUMERERRIEN AF T HIZAM ID jHikd R

ZMINFF DSN
1. ERA EFCREFRBRMETo
2. TEFERR DSNAHEEEIFHAAFAER, ARREHRE.

FERFIEH
%, AP DSN WER%TN, EREHRP DSN F&RH,

i, WFERNERERIZASTETR, RIFEREES X ZRHNMINER.

FAF DSN R%&. YA DSN BEERAERER. BAN, BEENRLAF, KBRS Hit
(RESE

DSN %#5. FF DSN RILRES T,

IXzh#ERF. DSN IE=piERF. B, {3 SQL Server DSNo
BRS588%a®h. FAF DSN &Y SQL Server BI% 7T,
BHERERM. FF DSN E#EHIR SQL #HERERI R,
ERNERREEE. NITTEE BT EERRSSEBEENZE,

BIT—R, BINERT, Workspace Environment Management™ S{ERIEERRIFEY IE—H
F? DSN, 4)i%EItbAE A Workspace Environment Management X8I —XF P DSN, MAEES
RRFTEIEB R, XRMRRERIFTEE, SR HENEF2E 7152 DSN B,

BEER, IR RIS ESEE,
X BX
=

TECENX LR XBXR B NRIAXER. B2, SEITHERNNXAN, Ak
MERLEMEFT AL ? " B0, RREEFE—TNAREFRITFEX 4. 2 BE UXiH
ZEH. MREFMEBREIECNED, BHRITUTIRE | {THARREERHAEETE
T EREFNAERENRE (GHENEE > SRR > Windows Aff > XHRREE
] o
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PERI A P AR AR X R 38 8 X BBV B,

7
IS LUEBTIAShERY B Workspace Environment Management 121, EEINAEER A,

X R BTz
WA XEKBSIR, ERIUERERIZRITE ID fHik7IxR,

AN X Bx
1. R ETFXERERME T,
2. TEEXHXBMNEELET FHRBARAER, ARRHAE.

. XHFXERBBTRRI, XA XEKIIERFFR.
i, bFERNERERIZASTETR, RIFEREES X ZRHNMINESR.

X XBERE. X XBEZ2 ERR TR EEA . BAN, MEDELAFR, REEARLE

Eo

XU BB, ATIXAAEE XY BR. MRENFIRPIEFEXHT R, N ProglD FRE
BT (MIRXAREEETSTEERZFIaNHENL) . BUANERRBAT BR. B2, X
TRREEREK, BLTERBAYT B, BXIFAESE, BB 5EE XK.

ProglD., 5 FAEF (COM) X BXMVERATIRT . HEMIIRFEENHT BLH, ESBIE
oo BRI AEREEA ProgiD. EXI B LN AIEF ProglD, ErILER OLE/COM MRE
E 25 (oleview.exe), FE1E Object Classes/Ole 1.0 Objects &+, B * ProglD WEZELR, &S
FFZFARIRRT (ProgiD).

HE. DITIEFIRIERE | $THF. RIBEETHI

BisNARERF. RAIFEEESHXHLT BL—RERNARIT S BATRITXHNTER
2, a0, FF UltraEdit XAYR4E2S ¢ C:\Program Files\IDM Computer
Solutions\UltrakEdit\uedit64.exe

N, RWFEHEERS FTHRITXX M XEXRVRIESERL, flin :

o IFITFHIRME, BA “%1” o
o XFFITENRME, A /p"%1" o
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IREARIMRIE. T X BXRDIRENZXAT BRBEINME.
BE, R XHXBREEESIEET RANEMIE XK.

BT, BINERT, Workspace Environment Management™ (WEM) £ IEB&E R EFH IS4 6
B— N X B RO — R M eI H X BX, MARTERRIFEECIE, XSmMRRE
RIFTEE, IR HENARDE T TS X X BB,

BRI, Bttt IRRIEhEAEEL,

Blan, EBARP RIS (txt) XERFXAERE X B, UERPIUERTEZENER (ks
iexplore.exe) BIEHFTHNANXH, BFEMUA TSR,

1. EEEEHEE \> 80E > XX > XEXBRAURERNF L, SEFRM.
2. EREXHXBEOT, BAGR, ARRLHAE,
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EX new Fle Assocation

I General _

Display
Mame:
| File association example |
Description:

File Association State

| Enabled -

File Association Settings

File extension: Progld:

o |
Action:

| open A\ |
Target application:

|C:‘|,F‘mgram Files (x8&)\Internet Explnrer‘l,iE| || Browse...
Comrmand:

"% 1" |
Set as Default Action; Overwrite Run Once

Actions
|| Ok || || Cancel

o XHXBRE. EZEBER.
° X#Hr'ﬁ%o %E]\Y#%?f@%o T:EIJZEH_TWJ‘:F', %EA txto
° ﬁ«ﬁo ﬁi%ﬂﬁo

- BRI AERF. 2EEHRUASMBEANATRITXHE (exe XH) o FIRAFIF, KL
F C:\Program Files (x86)\Internet Explorer X432 H187 iexplore.exe,

o B, BA%L, HHEFRAWEISE %l FEEX,
o EFIGBAERINEE,

3. RIEEZFES > DE > #RIEDEETF.
4. MHEEANHSERFIVAP AR H,
5. ®REEEEFS > BE > 8 > KHMERET+, ARRERIF.
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6. ARBHNE, ARELTXERETEZRBIH Workspace R,
7. BRAETHENTEN (BRWFR) , UIESIEBNXHEEXKESER.

FUERAIF, MREERLBAFREHRNET BRA xt (I, ZXHFETNTE Internet Explorer
PITF.

A

5385 X BX
WEM 3z #5790 T3 B3 25 6138 X Bk
o BHUNIYEER
« AN
- BEXAA
« BEXM Explorer (IE)
« 13X Edge

« #5%% Edge Chromium 3| %528
BRI AE X BERY, I/ISEMUT/LSA ¢

s BXHTBRFERT, A http 3 https o
« E'ProgID’FE&H, RIFBENERBAUTRE (K9OANE)

o ChromeHTML 3&FF Google Chrome

o firefox i&AF Firefox

o Opera /J OperaStable
IE S&EAT Internet Explorer (IE) X %123
edge 3&ATF Microsoft Edge

edge 3 MSEdgeHTM 3&FF Microsoft Edge Chromium

ERFHRIRAT (ProgiD)
BABEBEELTFE | 2. BIiTNAERFEI®S., REFERMHERMN ProglD, FHALUFX
L ERRRZE, TmEYHE T EBMNAEZERR ProglD :

« Acrobat [%)3%28 DC . AcroExch.Document .DC
[0

 Opera i¥|%i25: OperaStable

« Google Chrome JI%i28: ChromeHTML
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(1= =}

« Internet Explorer %328 . htmlfile

- EFHR: textfile

« iIBEAX: txtfile

o #%% Word 2016 : word.Document .12

%X PowerPoint 2016 : PowerPoint.Show.12
* {3k Excel 2016 : Excel.Sheet.12

%R Visio 2016 : Visio.Drawing.15

o X Publisher 2016 : Publisher.Document .16
BE, BHIVEEUTFE (. BisAERN®S) , R

o IBEERMEIEHR ProglD,
- BTN FERERF (a0, UltraEdit Text Editor) fEZEEHREIREEMERTEMEE M ProglD,

b
fntde el SMMNAMSRMG, FAHLEHRIERME (DECHRIE) LRAP. EHRENRLAF Zal, Bk
KBNS,

A
MM SRR, ERIUERMNRE AR RN T R

kAR ANIZIZR
WEMMNBFIR, ERTUERAESIRGIIE ID W XAFRF B HIES &

NI RE AL

1. EALETFCREFMGBS.

2. {EFTERIHIERR AN XS IEAE P A JEAIE 2o

3. [MERUMNPERENRYENATAYIRE DR BERETIR.
4. BE HE.

F RN
%5, MUKERBIF, WRNTRPFAT

h, FRNERELIZMDSFET, RITFEREES XANNEMER,
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AR, RN EREEER. BAKN, BEENER, REEASAIBEALINA
1%,

ATASM, XERRILUNINEIMNBIRiESRM, 2 | DateTime sz fiLLERFAUTE -
YYYY/MM/DD HH:mm

ZNMEAUESS () 2R, SCEAUREFFDR. HisER—HERHE N E ZERSEEN, B
AN E S EEER RIS, FE0 : 1969/12/31 09:00-1969/12/31 17:00

EBEEERY, XE2ERNBIFN PSRN,
= g

XEEMHE AND i54A), AR ORIEA. AIMZ MM, FrARMGEOIMARE, Mikisd
SRMANEMEK.

E S
RERBENRER, RMFERBREEAMER THARSRARA,

Tk aRR IR
WAERMGHIIR, ERIUERERIRIEX AT HRIRGTI ID fHikdxR.

ANk
1. R EFXEREFRBARME T,
2. TEREImERRHMIEEETFRRARAEE, ARRERE.

F RIS

B, REBNERS, BRERMTIRMAN IR/ HRERS o

i, FERNERECIEZEDSTETR, DTFEREES X RAMINER,

TR RE. RThiEsREERAEERER. BAN, EXASHIAENNEIR/ HiEESH.

TR SR AR, EEANTMERIAMEE, BFEAMERKMS. IR | €A BENE RN
Fia &

BB, XERZSTRUENFEIRE. BBATHESRRET.
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p=3 4K
WA P #BUERY, SERTLUEE B HIUEECE R,

MRITIEE—EE, NWHNZEIRERNLR. ERENEFR () 2 IPEEMR (i
192.168.10.1-192.168.10.5) , AN SFH (;) PRZ1SCESMIE, FlUl,
192.168.10.1-192.168.10.5;192.168.10.8-10;192.168.10.17 E— "NEME, ©aIELH .1-.5
0 .8-.10, UKL .17,

va)
o -

EHRENRARF 28, BRATNFRTATSE :

ECEBFF, 15217 Active Directory X RHAMIAF,
ENEM, BEBREMN
TE TR0, ESEFn,

ECER(F, Lbibsd,

ERDEREIRERIEAF €A, XEERTUERAFRERMIARN—E D,

e
A

XEERBNAFMATIR (155 Active Directory WRHAIAF) o WEAFHALUETR DX
B, EREHRELIIZ ID Mk,

o :

79181t 79 Active Directory FBIFRE AP 2 ECIR(E, 15{EHE ‘Everyone’3RIAAR D ECIRIE. 7
fc¢a Everyone” SHINARIRIER R ERERE N AR REFERERASTNERIBELET £ L. 4
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o0, 725 actionl 73 Ec4a“Everyone”#RIAAfE, ERIBERAIN actionl AR B RELERRIEE
b S

pal
IFIERHR RN LA RERN A A A, FEREHRBIN ID jhikdR,

AR, BRAIEDECL A P S RTIR .

WEFE MR B E T KIRAUDENBUE D EC IR, DECIREN, RARRREEE—TN
R E#ITIER .

B4R RRESRAIAFRANRIE TANEFE MR EETRE (LARFRES
B, BTN, BHBSD) .

SR AR

AEAPIES, NERARA. REIT SRR
ACTIRBIRS, ERE—RE, REREATX () Kl

ACHEMEB TOTED, BHE— AR, RELERE

A BARTRD, ANER R RE TR RIS R,

=

N

w

IS

p=3 g

B EERFRREETEER, BHERNAREFRESAFET T AR REXHLP, 1
RAHE, BENE R IR RS T,

fIgn, RIREDE T — M EINEEARIEE. T EDE YRR, RET BB IED, H
BRONRENERER. IRERBAETEREHER, WEBAFEMNEATHNRERIE
Y, iI2EA (VDA LRAMIZER) TEMER (HRETHAMBE, FAMIEEARAZBEHE
&) o

BRmS
RFEERS NETATRANELRE (EFERTAD) .

FERMZEHS
“BRIFRRBEMRAR . EERENAF KA %o
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‘BRI, DECLLRAP AP FBARERE.

‘AR, BPFRBRA,

RFELAL

Workspace Environment Management™ RFEMAL ZIEUATAR :

- CPU B2

- RFEE

. 1/0 EIE

o R

« Citrix ft{t.88

XERESEREAEIN LNFRERR, SlNEBTHRERRKNZFEIBTREMNAEER. X
BRI LB ER—RSFR LZIFESAPRIERAPEE,

REMLisERETIHENN, ERTHREAARE, MHEEMICUNUBFRAFL, XEREHE
MNHEZTERF ANRIEFMA CPU IBERIFE, ZEMHNICRLARAF A. SAF B BiR—#E
B, #HIEMILITHNEAR B RIEPRHEIZMAIRRE.

CPU B

XEGERNEEMIL CPU EAX,

CPU EigE

HIERIUEPRBE O LIE1T, HARIEZEFEBEEZH CPU, £ Workspace Environment
Management™ (WEM) #1, CPU BEIBIGEBIFEREHIE MEETLUERARN CPU B2, CPU IEE
RIPHIESERERME CPU AR, ©EEEIRFIERETS CPU FRRMNHERBAD AP &K

YRR,

B CPU IBERIPE, MIRHRBATHEERE, WEM RE—ENEA B s EIZERZN M Ko
A, SEMHNAREFE, ENRNARSTEMTRHIZ, REFRETIRETIT.

CPU IREFRIFRRFRIBNEG N HIZ, NREIZRTHREEIEERIRFNERNED T EER
ERRSE, EMARZILAHE, EiEENERE, #iZ2H CPU AR IRE BIZAINE. EHER
W TIRH". 5 CPU BREIRE, RBEHEMARRMREE,

CPU RERIFRBEENHBENED M EMBEIRNENF L, RAIENR, BIES CPU B
BIEERE, RIFEEVE—THELMBEIEE, SNARA% CPU IBERIF. B, Hix#Hiz
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SRR CPU IBERIPR, MNREATERAEHE CPU LEM, ME—HIZHFSEASFHIT
(cPu) i1k

FURTEHEMA CPU BERIFE, ZEHHRIEFEREBNAMEBIEED, RESAET AR
TRICRALE EH, XEKRESHIT userl BIRFEHRHIEN CPU ML AR X user2 FIE—HIZAYIT
Ho

Flgn, N8 Internet Explorer BB &5EFE 50-60% BY CPU, ERILUER CPU IB{ERIPHRNET 3R
LERiAh VDA MEBERY iexplore.exe SEfl, (#ELb2 T, CPU BRHIREERFRAE#HE, )

BITERWNER AR FERREERE, MWAEESEIFMEERTMEREIE— VDA NEMAFNRE
=8

CPU IE{ERIF
AE

o UTFZBFHCPU AR ETYIESELWI PR EIELIESR" . CPU RIS MLOERE
MA—MBIELIESR, 5 Windows FWRAEA AR, Flwl, —8EF—1 6 &% CPU B4
ENHIANES 12 MNBEAIER (BAERARKEZOHENS . —8EF8D
CPU (81 12 %) BHYIENESR 96 MZIERIERR. BEM 4 &% CPU WEBINIER
8 NMZIELIESR,

s XEFEHATEEN. fii, BRZEE—EEB 81 CPU (81 12 %, H 96 MZiER
E2R) MEENL, ZIFENZRIE OS VDA Eill. SNEREWNEBEERD 4 &% CPU (8
MEIERIERR) . ERBIEELN AL CPU IBEFRIPIHECERE—F&0, 15N R
#l CPU BOVERE IKEN 4 (BBWIBELIESRN—F) , MARE 48 WEVIZELIE
B|H—F) o

BR CPU IBERIP. MRHERE—RIEA (FERHIRFENEFRTIEE) B2 TEEN
CPU ERXHF I, MEE—REEIRN (FZERRLENEFRFEE) FEH CPU L%
Ko

- BEbPSLE CPU IE(E, FERALIEINA] BafEERE CPU S EAFHIZN CPU &R, LIRTMAIRE
BIEAMESE (CPU D) MEEBDhTEAA CPU IBERIPHEE. F0, RIgE 4 Ml
BALLETG, NREK CPU FHREEIT 23%, NIEFERBT 15% Bk CPU FRAVHEN
CPU LR Bnh#E. R, 8 MIOHBERT, MREME CPU FEAKET 11%, MH
FEHE1d 8% CPU HIFRIHTEN CPU LRk HREE,
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- BEX CPU IEERIF, RIFEBENX CPU BERIFHIRE,

o CPU fERARMRHI, TAHELFIMIULEIN CPU FEAKRE DL, FaEfA CPU IEER
P. WRFITEARS SBRNFIEEIENIER LRER/M, HIZLF-HZEMBE, EHE CPU
IEEFRIPALA R, A—#HEMNZ DL CPU ERAEE D LEAEM. NRHFZLEIM
FKRBILEERS], MAR=fbA CPU IEERP, B0, ERSE: VDA £, EENHARIETR,
RIZBITZ iexplore.exe KB, B NERHITE—ERBIEINATILT 35% BY CPU ERAXRIEE,
tERFTEER, iexplore.exe FHEUHFES B DL CPU AKX, B2, MRIEENF CPU FEAX
PREIIZE N 35% HEK, TUKZEFAREE CPU IEERF,

o PREBISRIFRIEl, HIZHIEH CPU EAXRRFINIERKE, ZEHE CPU ALY R K,
o ZRRLITARETIE, FHIZRY CPU R ERNEEKE, ELtitEfE, MARFIRE 9
Tz—:
o FNRAKRTECPU RFERETF LIEEHIZM AR BRIEZFEAERE CPU LLEDT, MK
AIARF (EEF)o

o WNIRBECPU RELEI £ LIEEHIZM AL, NABERT, TiERTEEFEEAERE
CPU {1LiEI,

o IRIEHIZIT RMERFENES, HNRKIECPU RAFEIN £ HIEEHEM AR B BIER
BREHE CPU LI, NBIMLLER. #HiEfMA CPU BERIFHMERES, H
CPU &Rk mi K,

B CPU RIMERRIRG, Frita CPU IBERIFHZRFINITEN LIEEHRERZEL IR,
BA LR XSEERANBE, Hb X BR0OSH, MNREBANEHAT X, WEM RIAHREHIZ
BYERATHFERSIA Xo

- BBl CPU BMERR, 1EEMA CPU IRERIFRHZFAIREIFIZEMIERHME, W TRER
M, ERANERHIZRE AN ELWFZELEREE, MAEERYIEEGHRZELNIER
BE

EREHE CPU fiilt. BAE, RESEREMILAL CPU IBERIPEIHIZEH CPU AR 51TH
[EERHIEAALE, T & ik CPU IBERIPHFHIEER N WD IR MK CPU LS. B
2, WEM A2 UTRFEHFHIZHIT CPU 1L :

- EREIESS

o REFIERHIZ

o HiTTHS

« LSASS
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- mFRREY

- AR5

* csrss #H1Z

« audiodg #7#2

- MsMpEng

* NisSrv

- RHTSu/RHETLE

. BEDYHRIGE
ERER 10 k. EAE, RIESEEMIALA CPU IBERIFHIHZNHIZ 110 K%Kk, 51TH
IEERIHIEAEL, REARR CPU IRERIPIVHIZTE RIS ECZHHER 1/0 LR

HEBRIEEHTE. EMABRT, WEM CPU BIESHIBRPIERE IBY Citrix F1 Windows &/ ORSS #
12, B2, EAILUERILETNE D AT %R (Fla0 notepad.exe) M CPU IE{ERIFBIHERRS
RAPFMAMEREIZ. BE, PHRBSHIESHHEBREN

"R -

o ATHIEHREEAESBRIEPEE 110, BRI UABREHIZEIKERFRSHE /0 L7t
&, BB BIE,

o HFHIEAA CPU IRERIFE#IE CPU L7t ARFER, WEM X[ E#HIZM CPU Lk
BN RIER—FES. EEHHENNAERNRS BHE THWEM RIBRSH, &
#“Initializing process limitation thread for process’,

CPU ik

MRHZEETFAAR, XERERER. SNRFEMSEHERN CPU KEEKLF], MMESR
A CPU A IEZRIYEIFHRA R FEIE AT, SHEEERSRN, RARRENHARIEMLTRER
BHHEMHECEFEIRS. Eit, E1FAREE OB ALEARIER CPU H#E.

BB HIR M R ERERFAB SRR T BAMRTR s LAZRIKFRE SR LR
BEER (BEFRETFEARMER . HSHETHEN LT, QESREMERIREHR CPU ik
REFEENZEIHE, #HEWN CPU MEARASIHE, HELERLIERITEMEZ,

=
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INRENFEHABIKERIER CPU LR EH, BiX CPU BRA—ERMRE, AIREEEH
fthiEiE (BEFERM CPU L5kR) 1H7ERMNN CPU AR .

ER#EMER. EHE, EAIUFmEEHEN CPU LR,

ARNNHTE

1. B AN FH1E ADN#HEE CPU LER FEEPRAFAER

2. B HE X FAMNIEE,

3. Bl MR MAIRE, IAIRER#HE CPU MARERERKIFIREHEMBHERE
Ao

HER, N BAHETRITXHSAT. Fg0, T Windows FHIREESR

(explorer.exe), #A“explorer’s

CPU Lk, #HIZPABELENBEXRNER. H#EMNNEAREIEE, ©RIFHLIEREHER
BZ, NKE T\ “SFES. “EF". BEBFEENEFEZ

IR

ERRHIE, ARSE B

pR:HE
ERHRE, RSB MR,

CPU XEX

BRHRREXEK. BARE, ERLUENHRERAN ZELERHE. W, &AL VDA LERIHY
BMEEALAIRE N E X IR,

CPU Bl
CPU FREIAIFHIEHAZEARET CPU M IERE/IIEE B D LLIRIR, HFIEARRIGENISE CPU B

SEERY, WEM PR (SsHfl") Zi#iz. XelABLE#iE S AAE CPU,
p=3— g
* CPU $HEIR—MitBE AR BRIRHISE. AT REEHEIZR CPU EAR A NIRRT

BUEKT, RIFER CPU IRERIP, FIFAXEHIZDECFHS CPU LAARH CPU XA
. CPU $H#IRES A TEG LR REERNEEXFREREMARHAIRE,
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« AEDHENA CPU R EENHIBDLE, HAEMENR—HARBEERRNESLE, 17
EE RIFREBEENIRE LUEE R ER

FEEBENHEIE O LN BETIRS S|P EAED CPUNEINR, MARNEATHISHNEME
Ml (aIEH, MEi% CPU ERY 10% 218E CPU B 10%, MAS— MDD
10%) o

ER#EHE, ERHZHS,
. FAMITXERINAIETE (B0, notepad.exe) o
R, MEHHIZIRPRIPRIEE B REVHTR,

WiE. RENATEHERARE,
"R -

« 3 WEM $HEEZR, ERRZHRRNINE WEM Z P indlabivERy)R. Eabhdd
BRIHIRKEIEHIZEE EHE

o EEALLBETEEHZ EMEEAHIA CPU BREMREI tHE B0 LERIIE CPU $HEIRS
EEI%

NEFER

INREAXEIRE, WEM R EHRIERERNAFEEUREREAHRRREMERNE R TARENR
INAEFE, WEM BEEMNZRAEF. SHIELZNZERNN, WEM SFFHIZTEFENZ RAFERE
TEXH, AMCERUMESREDR. 8%, SNARFRIMLEIESER, ERTNER.

SNVARFMNESEIIRER, ENRNURIERESET, ErREFERRECHFEIMNBINE,

@+, WEM 2t BFEEREREREEEERANFENARER. IRZSTAFRIIERESNE
12, NFMEREHNAESRTATEMHER, MThBIER RSB LFESHAARRERRAR
Eo
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LR HERNAFER, BHEEERBARKTZERNHAERKSRAEF, BERENFBEZER.

DRRERE (98 . AFEIEEHERMAZNNNEKE, FltzEEHEEERFIBRRZRA
7. 7TUEHAIE], WEM St E#HEEEFERNRNEEUHIEER AR EENE R FFAEN&/)\W
FE, FIMEN 120 OFh

ZRRERE (B5L) . RTWEIEE CPU EAXMNEDL, BT B D IHERAAZERN, R
INMEN 1%, HITEWNERBERERART 5% BE. SN, EFERREANHEZEIEIFIRIANZZERN
HiZ, NMSBEAFRER.

YERTAREFEYD (MB) BEZMNL. RWFEEE— D EERS, EFIRFIY WEM RRILZER
N R FRIRFERE T

MAEFERRCRHRHERE, IR EENRFERNICPIR. IEEHERM, N

notepad.exe,
WEM A& LA T RGHENN AEFREFERBER

* rdpshell
e wfshell
°* rdpclip
°* wmiprvse
e dllhost
* audiodg
* msdtc
° mscorsvw
* spoolsv
smss
e winlogon
svchost
taskmgr
e System Idle Process
e System
LSASS

e wininit
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°* msiexec
services

°* CSrss

* MsMpEng
NisSrv

e Memory Compression

775 FE PR
NEEHERAREFERARS, DIFEEINHIZADEENAFIRE LRRREIHIZNAEER.

4=
MELEHEN ARFERRF AR ERRRENZE, SERAMMNEETIE,

o Ae RVFIERIIEN FBRFEARHIHZ,
° ﬂﬂ*] %o ﬁﬁ@ﬂﬂﬂ I.‘%IDLI Ho
° »ﬁgﬂo ﬁﬁ@iﬁiﬁlﬁ Ho

- SASRE. RIFENIEEHRENASIRE. hiRETISREDEAIEEHIZNAEE, NRN
A, ERRIEBAFERFIPITREERRY. Fit, EEHBEHNANFAIEIBEIEEE,.

- BSRE. RITEXNfEEHENAFHSIRE. hiRBRAREDEAEEHIZNANEE, NRN
A, ExRFEEERNAETEIEEE, TEAARFERSZ Y. Rit, EEHEHFENRN
FLRNIEEE.

ENNEHE

1. TEEEHE > RAML > RFEEE > AFEERBREET+ £, BEAM.

2. EARMHARBEOF, BAZRMBHELF (120, notepad.exe) , BBARFEARESR, NT
h B EERHIRE, ARREEHE.

BREIE, FEENE, AREHHE.
ZMFRINE, EEERE, ARREHER.
EXNTE N AESRE, EEEmE, RS LEIESRE,

EXNTENAFSES, EEEmNE, ARRLESRE,
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/0 18
LGB R IFIEGACS AN 110 (heER, MTTEESEERIEFMME 110 iR HERE S
M, BN, EETLUERD 1/0 EIBIRERIRS 5 Ak B E AR FIERE

EELNIR BRI HIZ M R EREFFAB LAZEL T BAMAR s LAZBISEFRE SRl LR
fEEE (BEEFRRETEAMER . BE, Windows RIELIARMRERRENEE, AEEIAE
RARIEBY AR,

110 {554k

B R#E 110 K5%EH. ERFHZEHRTE /0 LER,

FH#IZARMEB V0 RERTIR

1. PEFRMHERINHETE 10 RELIHEEFRAFHARE R,

2. BPEHIAE X AXIENE,

3. BENAUNRIRE, EELGIGERHE 110 AN ERBRERIFNGE BHE T REHE
BT ERK,

HEG. TH BRINHERITXHSN. fi, 3F Windows ZIREIESS (explorer.exe),
# A explorer’s

IO TRFR. HIZPAAELZN B NTR. #HIZR /O Mhkillm, HLIZRTE /0 IHEIRAY
RERLER, FEFE. EE. B, FEE,

YREEIHTR 110 REHT
MR, AERETRIE,

M 110 54k FR A FRFHTE
MR, REETER.

RE T
R HR AL RSTRAIEN HDX™ &, ILAPRRRFELMRA. B2, JEAGRE
VDA B AT RIE RN E

p=3_ g

TR FH (N4 Citrix Virtual Apps™ #1 RDS &ilfo
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RE
BRREEH, NtEREETHNFAERFERRETH. ARRUAIHE, MREIHESNES
B,

PHRSEH. ITERRERF ANBREEHEFHR

Citrix {L1L28
Citrix Optimizer Lt B P IFMELURBEFRMEE. ©XAPHESHFITIRERDE, AENBAETIER
A LN, ErIblEE mM A NI CAF IR !
- FERARBERRIITML. Ak, BRFER FIRIFRFRIRR.
- HE, CIREECHNBEEXER, HPASETRENSEMNRL, ARRXERRANE
Workspace Environment Management™ (WEM),

EIRIF] B EXRRR, BERUTE—7E

o {$FEIHIT Citrix Optimizer 3R EBVRIRIIEERINEE. £ <https://support.citrix.com/
article/CTX224676> TFEIHIT Citrix Optimizer, RIRFERINERFIEHEECHBETEXIE
A _EFZE] WEM

o EREEN (RET WEM RIEBITENL) £, $ME] <c:\Program Files
(x86)>\Citrix\Workspace Environment Management Agent\Citrix
Optimizer\Templates X3k, EFE—DEIAMENRYE, HGHE BRI AENXHR, BEX
RIS AR RIER BIRER, RN EEXER EEE WEM.

"B

2 F8 Citrix Optimizer, #ZHIRERERZEA Citrix Optimizer,
SRAET. MREP, WEM HEREETMIL. MNRFKEPEREIEIT, WEM NITHUT !

o BURRHERRINE WEM BY, WEM BTN, WEM RisT—R1L, FRIEEMREI
ZIRREITE N, BNAEFAREBERNATRIERS, UREAANEEBER BB
E=3=F

o BRIENENRAITEREN, WEM H5BIT—RMR1E.

p=3 g

JFIEFAM VDI I/4E, WEM ETEERNITA - VI2sEFEHEY, WIFENPRE B ENE
5%, FF Citrix Optimizer, WEM 7EN2SEREFH B BB T
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BEhEFEERANERR. NRETHAEZERAM MR, BEALIEDLL WEM AEMEER
Sipures S4e U

- BRAMREMRANERNBER. MRFEEETRBIMEINBIBEXENR, BHERLLE
T, BA—MESDREIZRTIR. BEXERERUToREIN !
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ERMNBEXER

1. EEEZHE > RFEMAL > Citrix Optimizer > Citrix Optimizer &+ L, ##HFRM.
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I XEIRE, ERIUERAR GPO HEERFEEX o

o INFIRE
« Microsoft USV 1&&

« Citrix EEBEXHEEIRE

HiRigE
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HREER. (IREMA, TEEBN USY RETEHTERR, FRMRDY, FEEUTER
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FLRINGER TRERRAR Profile Management, B X FAE R, 15217 Profile
Management 3214,
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IhEeFiR1E. 7€ WEM EIBEF|SH, Citrix Profile Management i&E (TERIRFEEX
frih) SISECE YAk Citrix Profile Management BIFRE 1% B,

bR T f£F WEM EZi& Citrix Profile Management ThaES}, ERBILATE VDA EfEF Active Directory
GPO. Citrix Studio SRB&Y, .ini X, BATEZWNIE A ERERNTG E.

FE Citrix EdEXHERIGE

i N AEARIZEFIREER Profile Management, EARIGBETIECAIEA. BHFRA. AR
Fo

E A Profile Management Ee&. EAfE, ToURENNAKRE. BALLEMEEAFIFEFREL
25 Profile Management 18 % B MR, ItEIETIZES] WEM RS EEEHI S HECER Profile
Management & EEPE IR, MREA, WARKFHER Profile Management & E&PE 2 {IE,

[E A Profile Management, #ZHIREERIEITEN_LE R Profile Management ARSS5. NRZH,
Profile Management BRS355F5E T 1E

Lo gE R E R 22 Profile Management, UEABLMIEEHRERRIENIEE, EXNILER, 18
PATLUTIRME

1. ;BFRBA Profile Management £ i%1E, HERFENBENA, HEFEINABSAILAER,
Pz

FREMFEE—LE, ERBATEE Si%E 79 SQL Settings Refresh Delay 15
EWE, BEFEERIMERN, BRIFREEVIRE, AREEFREHEXREN Profie
Management i& &, 55 B,

2. BRENT, BB Profile Management & £ i£1E,

RECNEBA, RIFEIEER Profile Management 2MERIH, R BEIEELHR Profile Management
WEFREIE, NREE, WREMREA,

RBEHRA. TIFITIEEM Profile Management HEERRAVZH,
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HNEE, f0RENERIERNEREMEEIMRET, WERRIUNERIEENBFFER
B EIE,

BRARNEEXHZE. MREA, BEXHHERMER, UEERERIER,

EEXHAIRRE

XLERITIES] Profile Management ECE X4 B SHR B,

EREEXHA]. WREMA, Profile Management &5 HAYS 4 RBRET R FAETE ML LRECE
XAHE, NMEBHXAXBAREFRAMEEX R, EEEV) M EALSHREEXHRRTH
X,

FEEBXHASEE AN MGTHR, tREA, Profile Management 235X MNEEBEXHS
BFHERR, IBEEV—NEMNRBEXHBIRTHERII S,

NEBXHABREAXMHREE. NRER, HERXXHRL#MHEIREY, Profile Management &Y%
HH R FRBEREBHERET. IIRPHIXERBAEHRE R FX G, XBEFKER
AR IET S AR EX 4R B AN G ZHRANESFR, BEEV— 1 EE3EREXHS
2RFREY SR,

NEBEXHARREAETMETF. IRER, STFAMEEXHHBHENEREX AR AME
Fo MREEFBRIEEXHREA, WRFCIEAMEFTH. TN, EITRERFRERIBEC
2, EFERALLE, EREMAPEEXHRARLEEXHFREEF. IEEERT Citrix Profile
Management BECiE X4 & 2%

B VHD BEELE, NRER, HRERERHE, VHD BMESERAFIHNBESE, R
fERREB T RECEX A28, OneDrive &R X R AR S BIFHEZEE. RIBEFRMA
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RBHER, ERAIUERASRIKETHREA VHD BEESNEAEE, igEMA VHD BEE4ENA A
Z2E| LR IZEAK VHD BEELEREHRBOETRIBERIA VHD EBIREMIT A,

Ao b
XLEIGE S Profile Management ER & K402,
AHENBIFRAMEFIREXE. WRER, WEAF IHERRBRAMEFERE M.

ISERPREFREEXGRINER, RIFEEEEIHNMREFREX A ZAER (U he

i)

ERARBREEXH4NTIR. NRER, NWEERNFIE Windows ECEX 45E#E] Profile

Management,

BB ENAEFEEXH. WRER, WEhIBRINENBAEFRENXH. HAFERER
PEETRERERFPEEBEXHY, Profile Management 281751,

ERAMEREX 4P, A& Citrix Workspace™ Environment Management 21{a 4% Profile
Management 1 Windows Bt & X 4 HZ2R1E5.

BREREENX. WREA, NEEEMEEBRIREEX .
RIRCEXHBEAMEENG. IREA, RIRKEXHRBESAMEEX .
RiRCEXHEBHEHRENG. IREA, RIRKEXHRESEFEICEX .

RIRICEXHAEMEERW Citrix BHIEEXH. NREA, RIREKEXHRESHEHEMEE
X Ao

BI%E

XLEETZHI S 4R Profile Management & &,

GBI RIBEXHFNNER . EEEREIARBIEXHFHNEIR R,

RE MFT EEXHER. RIFEEE MFT EEXHER. WEMEFH, R M5,

BRANBEFRSIE. MRER, WEXETHAREFNEEXHLRIE, NEYPEXXHFRENR
KB, BXUBEXXHNESER, BEHGIERE XX .

B AR Internet Cookie X1, WIREMA, MEFHEAIMBRIIEIEY Cookieo
MERERERXHF, NRER, WRIFRERE R HFAREZR,

BHEEMEE. NMRER, WEAMSEKE,
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NSRBI R, WAHA,. IREA, WEEEREIHEAR, MARTREIRECEX .

EPEWHREIR. NREM, Profile Management JHEAR P AN EITR (CEIP) @3 WEES
FIHE BMERIBRERREIRS Citrix ~mMR=EF14EE, BX CEIPNEZER, BBHXT
Citrix B P {ALI02E 1% (CEIP),

HNEBXHBRBERAZTRIENE, RS, Profile Management J$E 2 2iEH =T RTE FSLogix
Profile Container #1 Citrix Profile Management BeBX B2 ER. MNRE—RAFERRITEN L
EmZ 1 aiE, WsT2EHPENESRES HRESAFPNEEX R,

EERNNAPAEREARSLE, MNREM, Profile Management J¥HEMA P &M — TR
&, Windows ERZERBE F—XAFERNWBERK — AP RRTRIEER., MR FMERE
FFE, WHNARSER, BRALGENAIHERE XA S RNEBMN ARG IEER, NREZEA,
MEUTFER FEERTNARSER -

- BRIFRAVHEN.
- BERIEEAFHENMRAEFREXH ETHNE—S T EN.

B VHD MEBFERIEHFEE, S5/ VHD MEES% BREER. RIFTEEREER VHD &
BREBH R B,

REAA VHD REEENTTAZELLR, HEMA VHD BEE S BRNER. RIFfEEsA
VHD BEE4 R AZEELLLER, SAFFHENATAZEEEREIIEEEN, FRAHREESE.

Free space ratio = (current VHD file size - required minimum VHD file
size*) + current VHD file size

* Obtained using the "GetSupportedSize™ method of the "MSFT_Partition’

class from the Microsoft Windows operating system.

REAER VHD B ERIEHRY. HER VHD BEE%E ERER. AFTIEEAME VHD B
BEFENAFIHERE. S8 ERERBVRAEHRBGARISEEN, FBRMLEEESR.
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B, 8THARIEEERSIRAY Outlook OST X%,
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&2 L RBER P&l OneDrive X3, ZBEEERNHIM, TIFENIE,
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B REMRIERI, Lth3RAPAVEMRIGEFEFIM Profile Management EEE X A HHERR,
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NEEXEREEXHRNGE, NREA, TEFEXFHXHIEIEKEF SHRIRIEIAFMECEX
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BYRBPEEXRAE, MMEEFERAE.
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EFRe mIMEMNGE (i) AHREEN LM Windows AppLocker #1l, 0RIE(ZIEREL
BRI, XERNHRBEREES, FHH AppLocker 44 FERRIBAIENRE—HIEDIBIT,

MRREFZ 2N

IR £ H T Y AT Workspace Environment Management EeBE RN RIRFZ MM, EaTL
BB RIEX A F R/ B mETI R,

HEEREENFHREENAE NAEFZEY, U TNEHaATFERSERANLE :

- REBARFREAN, EPEDE, ‘MARFRE G FEHRER, HENERLIEY
HIECBERAFN, IFEHZHRARIEIEH] A AppLocker #8M, HNRFKERUET, “NBAERE
R RMFEENER, FEREBERIHNLIEN AppLocker MM,  (TEXMIERT,
AppLocker MIMA=EHT. )

p=—
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AN Workspace Environment Management BEI2EH| &R EE Windows 7 SP1 5§
Windows Server 2008 R2 SP1 (BRERArA) £, MIEIRAE B,

« 03 DLL #W, ErpitikEDfE, RERNEFRESESRR DLL AN ENAEEN LAY
AppLocker DLL FL, TR TE &+ L B R FARR PP R £ FM "B =T Ao

EERTR

ANSREA DLL #0, NMABURFRE PRI AREFFERANSE DLL IE— 2B 1
FEAY DLL 20,

p=3 g

SNRFEA DLL AN, AP AEmBRIERE FRERIE. XZE A AppLocker RTETLIFIN
BFSTZaieENRREF MRS DLL,

- ‘BEMEHRERTEREABIALENBEFZEMM,
Bo NIFEBEMEMN, ERIEDfE, &EMENMNFESZAIEMN, i
B FIIERAN A TFRERIETEN.
o B, AFEFANEMEMUEH. KEPEN, REVIBIMNIGESZFILIEIMR
Mo NRASHIAEFERESHNEFRITIRE, BERAERRN, RAUREFR, &H
RIVHREB(E.
MNSES
M ETF AppLocker INE S, FTESGHIMERESRIZSOEMN, M0 (12), BHEGRNA
RRNWFRTBEAUTEEZ— !
o AIRITAI, DESNARER XEXBY .exe M .com ¥ EAHFRIFM,

« Windows #Ill, @ERERFEXXHERX (msic .msp. .mst) BIFIN, XLEARIIEHIZE P imit
BEAMARS#H EXHRIRE.

o HARN, SESUUTFBINSCEFAFN  psl. .bat. .cmd. .vbs. .jso

- STEMN, SETINAEFOMN, BIER Windows N EEF. EHSNARERS, M
REFRAFTHNREXHHEZERENS D, Eit, —FIMN TN ATERF. Workspace
Environment Management Xz 2N BEEFH A HREFN .
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« DLL W, FZLUFRIVCHRIAN @ dil. .ocxe

YIS FRIFERIENESE, 7] UERFINERBIRIT ETRIZES] AppLocker ANAITEEE
M LEEPITZESPRIFRERN, AJRERVMNEFIHRITENT

XM (BRIA) o HMUBLIEHIREN XH", XEEEENREA.
FE. MUWELIEHRENBHHNIT, XERECTEREBEENLATEDRS.

Hi%. MNERIEHIEEN B, XERETIEREIN LA TFIEENRS. HBEFETER
AppLocker MNP BIEFRY, ZNBARFHEIRET, FEE X 1ZNBARERESRRNE
AppLocker = HEH,

S A AppLocker 1M

1EB] LUK M AppLocker S BIRINIS A E] Workspace Environment Management . S AR
Windows AppLocker I ERFRINE R &£ HEMERIMEMN, ERITRHNBERZ N
R B s BRHF TR &S I EEP T Ko

1. EEERH, BEH“FA AppLocker FA,

2. XYM AppLocker SHEIT ZREY AppLocker LMY XML X4,

3. B Import,

MU ARNEINBIZF T2 MNFIR,

ARINFRNY

FEMia=EE—"RNES RN 10, ZAMAAITHN, HEFATHRITRIES,
. B ARONFIM,

£ B By, BAMNTIFARER

=

N

w

o &R, MMTFERNTFRFERBIBE.
- f, BXFFENMINER (AiE) .

N

. T 2RI BBy, BRI

o BT, MRNIPCECSC MR RIS M R ER o
« RE, HNCREENRTE.
o M. MNPCECHSE RIRGF FURD.

. 7E BB &89y, BRHLMNZE f¥F B2 £E NARFIET

6]

171



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

6. ZRUILMNDELBAHABAA, 5 2k E8F, EFESRLEMNBABFHE. B5
P2 AB R ER AR RAE B R — Wik BT,

"R -

o BRI LUERE AR Windows SR EXRH#ITZIIEE, HER 3% RiXFEMEIT.
« AP WMETE Workspace Environment Management I 5IE&R S,
o 1ZB] ATE BRI fE 72 BECFR I,

7. %EE“—F_@:HO
8. MRIEEEEAMMNZER, EEMN AN
- BE, BEEFEMNIRNXHBENGREE, STEFE—TXXHEREY, FNRTE
B RAKRE TRIFRE X

« REE, EE-ITEELNEEXHEAMUNEE, ARERAKHEESRBRAREL
PEECBYR Al

« IR, RTINS R, ML S AR (KD,
0. BHTF—4

10. AMFRENEMEAGIN (FIiE) o ERMASN TR, EEEINER, AREERM. (EAILUR
EREwE M WMERFISN )

11. BERERN, B el

TIN5 ECLe A P

FEFRPER—DHSIAN, AEEETELSH ETXCRBEDNREIE . TRERT, ERISE
DEMNBIBAAMABAAENTT, ARREHE EERIUERRIERBRFAEIERE, MMBUER
EE M D BCLEFRE Ao

AR IREEES T MNF R T RIE, MKMW ERARN 53 ES B SER S N A TR A
BRMABFRYH, #aE5, REMUDER S HEIXERNF,

ARMRRIAREN
B FHARINFRIARIN . —28 AppLocker BRIAFR RS ARANEIFIZR A,
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ZriEAM
FEFRPER—DHZSIAN, AEREHETELSNETXCERERNEE, FEFFHM, ITFER
BERATIMERNBIIRE.,

TR
FEHRPER—DHZ TN, ARRHTEEN ETEREPRBIER

SR NARFZEHN
EANEN LSRR ESETNFRENAREFLZEMN, PREMNERSSH RSN XML Xt ERLUE
AR FANERIEMREES. EYERSP, SH&H, ARERRLRE

ERMAEFRZ2SAN

1&BI LM Workspace Environment Management &8-S EIEN XML XHERRN BREFZ SN
M, FRIBEFLFEEEEPIMNERAZH PN, HETHRERFTRE EM R, Fi6
MBVEATEHNRBEFZEN, TN SRR HIIERS INHEESR, EAUSHZNE
HEo

ERRIREF, EANERESERNMNDEERESMERESTHAFAMBRA, XEEHHA
FEAFETHRECES EBRFEN, EFRDEFEND, ERATENRNEFER, BIHRD
. ERE, EMPIERSHIEER, EILUISEFER CsvV &1l

1\ EYRERF, BEERUBHERRS.

A EEFRLRE, RERERMR T4

3\ T MXHFGERH, HEH TS EREHIXHER,

4\. i%#F “AppLocker MIUIZE”, SAFEET—F

5\. BN B EEEMU DA :

B, EEMNHFHER AL LFEBEFHERBFMBR A,
Bo EEMMHFEREFRD FORS.

6\. EF LR, BREERIEGE"

HIEEE

X BRSNS EHIZ NI D IFFIR S ELESIR,
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HIZEE
BRAHEERE, URIFIRIALTIR ENHIZREEN. NMREA, WAZEHEMILENR
M BHRSIFHNREDF LR EAIRE,

p=3— g

HEBNERERIBERA RERSTRHFER. Alt, HERERENERENBHN
B (SRE/EEENFMNERR) RENRERF/RIEREEE), HRAEER g
ENUI, XERIESRIKERHIT T fmd,

#IZFELIESR
I XEIRE, AILUHSE#IZANINEIFELESIZR,

EA#HRERIEFIR, ERMHELLTIR ERHENGE, BIERTHRITXGRT (BI20 cmd.exe)
NINERE,

PERAMERR. HHRAEERK,.

PERfEREA. RITHHRIERF A,

HERITFHIIR

B XEIRE, AILUHSEHIZMNEIBIFSIR. #HIZE T RMHAEIFTIRZERFH.

BRHAEAWTIIR, BAXNIIR ENHIZME, SIERTHRITXHSRIT (FI20
cmd.exe) o AR  MIREA, BARERTFIIRZ BiFFE R ERIFIIRPIERZRNINZIELES!
Ko

PERAMEERR, SHRAEERK, (ITEBSTREHRE -

BHRIEEA. AFHREBERRA (bITRBEEMEHE) .
PRIEF
R

HEINEEARER T Citrix BN Ao
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R A INRESS IS IFE A A RN RIEA B R E AT RITX AP ENEER R, Rk, A
FREEERANRR — X ERTHRIT .

RPRZEF
YR ReN PiEE NREA SR, FRRUTED :
- REPERRAIRE, EHEEEANREATEE. EkhfE, EREEBLENREMLE, H
B RIBA S+ RV E R TUR A Ao

« RMFAF Windows Server #2{ERSF, 1ZHIBRE I RIEFIKEN AT Windows Server ##{E%R
%5, WNR%EH, PECAAFHFINE Windows Server it B EFEER. BRINERT, Lh%EIR
R FIEFIRES

« 38 RunAsinvoker, 12| 52HIFAE AT TXHE S AT Windows tKF 5517, BNREH,
RAERRIR TR UERE RS 1TrI TS

HEBFIE B RIEBEBRNTEMNTIR, REHAHITXHERN 5 Windows REIZFMN LU
MNFRTEEANFFEMNSER, EEIUER B KMiEIR. BRI NEDERNBFEAFA
BR— B EARICET.

SRFAIFN
EA] e AT SRRV NN A AN FRERF | RIHRIT S ALIIAD Windows R EFZ AN,

o ATRITXHAIN, S8 E5NBER XL .exe 1 .com ¥ BB XHEIFIN,
« Windows RERZFMU. DZ5MAER XEH .msi #] .msp T BRZEER XXM, 7
0 Windows ZEERZFMNES, FIZEFEUTIER

o MPRIEFHGERA T Microsoft B msiexec.exe, EHAFRATESZE .msi M .msp Windows
LTREFRXHITER msiexec.exe,

o RIEENHIESIEER Windows ZEEZFFMMNITE, HAHGHESIEENTRITXH
MPCEE, ZHBTERFIRANNIR, BRIEERENATRITXXEHMNFER T AT Fi#
BigE,

BHRARITXERN = Windows REEZFMNEMFE, R BORERUTAIRIRE !
- YgiE. RIFERBINA THITSXEHRN,
o MBR. ARFERBRILA THITAIN,
o ZRONAM, AIEFEARIMATHITIN,
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ZNInA

1. SMEAIRITANEIWindows ZEREFMN, 7A/5EEAINMN, ARINANE O FEED H o
2. ERTEAH, BAUNTREA

o &R BAMNUNE TSR ZHMEREAMUTIRSP,
o {d. BARXMNBHMER.

3. RSB H, EE—TED,

« BB, 2NN 5 XX HRRELE,
o RTEE, ZMNERERN R HEICE,
« B, NN S ERISFH FDILES,

4. FIBHOHR, MRFE, BREUTRE !

- NBTFF#HE, RED, WERANEAFEIRITXHEHNARE FHE. BUERARIR
A EERIEA , BERLATED |

o (NMATFRE—XERPNARITMH. REH, WFRNERTFHER—XHRH
AJRITX Mo
o NMATFEERMAIHITNG . RiER, NWFRNNATFTEERIIRTRIT .

o (N BFE—RHENAHRITXHEH. NRiED, NEMNNEBFEZMEELAHFERER
AIHITX M. IREREATFEA Windows F& (UWP) N AIZF.

Pz
A0 Windows ZEFNES, MAFFHBKERINER, BXERE.

- FFEEEE. RFEEEREF BN AMNBEG, BEEA HH:MM, BYEEFRIER
X

« EREE, RIFEEENREELENAMNAEIE, RERIA HH:MM, MIEERERE,
BERBRAZAN, NEETRENX,

o WNBE. AFEHIRIRAREI N GIEESBITERAT I T . ZEHIEN T EY.
BHAREIEENESHIER, B X WfFAFERLIHEENRA], ESIR (#executables-running-
with-parameters), WRILFEENEHNBZZENE, WERLARITXGRETEHEIT, {IE
I E N AR

- BRENRZEAR, AT EEFRIRSEAENRARNHE—TIT REM.
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5. ERECERDH, EREAESEMNBARIAFH, NREXRANDELFRERFAMBRYA,
BEERE.

"R -

o IRAILAERE Y Windows RS EIH 1T S TIER,
- BRSAFRARNEEER > PR+ L ERBFIRS,
o EALUERERE (RIEMNE) 2EHN.

6. %EE“—F_@:HO
7. AT ME—180F, RIBEE L —DTEEpRINIZER, FEHRITARERVIRE,

EERTR

WEM RERM T —1%7 Appinfoviewer BT E, RAIMNAIHATXHHRIREVLHE. BE
MIEAEFER, MREVHNETEEZF aPRENYARFREEXESR, KTEXR
B, i, EERANAREFZTEDEEN, EeUERZIENNARERFRIEXE
Bo RIBUTFREREX4EKS,

o B, BAZNAMNAISHEHRAERE, WEM IEIRIE eI HIT X BRI R A
FRIHIT M

« &, BEEUTFR ! K&, Fwneih. XHEBNXERE. EFERERFREE,
BRILAES () 8. WEM REERIERZHEERNAMN. MRNA, BARNEITH
EHEEAHEERNATRIT .

o I, PERMLURINGE. ERMBEETOFR, BANXGLIMGHE, EolUER
AppinfoViewer T B MiEFE X4 XHFEERF. WEM RIBFFNIR B FiEE891ERE
AT . Etk, AP RILGEITE8E X HERI AT HIT

8. B el UREMNFHRHE .

WERBLEITHRIHRIT M
SR UFRIRUR A PR B A S8 E BRI AT AT 4. ZBHBETRRRE G, EEETRITXXMH
BB, EfER Process Explorer B¢ Process Monitor £T &, WHAXYET B ERIESE,
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BRI ERETHRITXHBRRSMUN B FAIRITXHE (F0 cmd.exe) o ERERHFSER AN A
F test.bat o EAILUER Process Explorer SREXEEL,

Image File
Windows Command Processor
Microsoft Corparation
Version: 6.2.14393.0
Build Time: Sat Jul 16 10:23:21 2016
Path:
| C:\Windows'\System32\ond. exe | Explore

Command line:
| C:\Windows'system32\ond. exe fo " C:ltest.bat™ " |

Current directory:
| C: |

T AMSEFERF, EAUBANTRE

e /c ""C:\test.bat""
AlE, TREFRPRBAUTRE !

e C:\Windows\System32\cmd.exe

EXMIERT, BN test.bat FHEERFARURARIEE R LKA,

Eus W pay eyl
FEFRPER—IHZSPIAN, ARERETOPRTWE . THREMNEOP, BEENE
DEMUBIBRRARA, ARREHBE

A FRER
FEHRPER—THZ TN, AEERE SO PRET R

R SUEAN
EAUER SR EEFRFABFAREAMN, FRERNERRFFHAED XML XF, ERIUER"
BEFRNE REE AR E S,

B ED, BEAERPRHUN'EN RS, BEXERERRASNESER, BEHER,

Tk 8 S BEEFA AN

&R LLMEE Workspace Environment Management &3 ES S HAY XML X4 H1k £ 8552 31
Mo 1k & RN YaREEPHIMUEIR SR PIMAN, HETRIFRFRE > IHURAE
A, OB ERITROVSUR AN, FTRFNE SR HIER SHNIRES. B X ER"
ME'MSHNEZSER, BERWEEX,
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BREFA

BB B BIRFAIEE, ERAUANRERRF BatITR IR, MEFSHARMAIIBIATRIT . X
LRAFRFEARSEXMN, ARELTXREFEF UEERNREIT", EAHEKMERERXH
HITEBREA. 25, RER—NMER, BEXMWIHRERANRRE. WEM RERIERRE, =N
RERREFIBUEERUMET. WRFERMS, WNABRA, XHRUEERIREINET.

HEINREE NIERRM T &M, AREENFRERRERRA R, EIUARTFRR BRIREARIX
frelEZiThIR, BAZEMBIEAF BRRERANXAHIZER LR,

BRI EATFUTEANXHE © .exe . .msi. .bat. .cmd. .psi # .vbs o
AR

RINBERT, RENBAERBATETELEXH. F, cmd.exe BFiETT .cmd X,
powershell.exe FAFiE1T .psl X, EXLEERT, BELEEHFINT .

HITEEFERE > BREAY, HERUTER
- ‘BEBEEA . EHEEERABEREATEE EEIERA

o ERERBLEERRAIRE,
o (EBEREAETF LR EMETE A,

o HAPARBEXMHN, LT XEREFHNUEERNRBITET AR, Hit, AFRAU
BER SEE BREAEDF _LEE SR AR A#IT B RE -

o “BER. RWFEARFAFP BREANXACIERIFIIR, HNEBIEAFBRREANXHEIZ
FELEFSR,

o ‘SO, ARIFAF BREFANXGEIERIFIIR.
o “$E4E", NEMILAF BREANNAEIEZMELETIR,
o IERILURITATRME

o YiiE. T EREIME RN,
o HBR. SCIFIEMIFRILA SRfto
o BN FOIFIEAMSM. ERILURIERE. MEN A HE T ENGH RS EIESRM .

- KB, AWEEEREMIRE, XEiRERHIAIBIIRINAEB KR,
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o NAFFHE. RER, WFBREREAFRMNATFTXHEDRIAE Fiiz.

o FHEaRtiEl, FOIFIEIERE RIEF AN A BRI A RABIEIE. BHEIARTUAN HH:MM, BYEJET
RERNX,

o ERIE, RIFEIEENEFLLNABREAFRMABE, BERIVN HH:MM. MIETERY
aitg, REFABENARXESRM, HEETAERRX,

« DEd. RIWWEHBEHREARGDEICLERNAPSIAFH, ERFGDELFIERFMNBRY,
BRESRIEEMEA. FEREBRRERAETERBANABARANG RS, 258 HIEI
BEA.

BN BRIE A E RN
WEM X FE T SAXPRIRAAE X BERD. B XIFAER, BEEE AP &R,

HEE RGBS

HREREOERDEESER FHRPRETUN LS REHNEL TR, HAUETENR
W2, REHHTFHISIEEAYSIRAIELIIRR RN, EERLIEEL S, FEEENH
2

p=3— g

o ILINEEEA T Citrix FEBIN Ao

ETHRANNTIERE, FSEUAT/LR :
o —PHIERR—MHNAR, MREAR—THEEXTZ TN, WIERERESHIMNS
£

o WEXBMUABRT RN FREREN, EERTZEREWHNE MRS ERTRHZR
MU T ERTHFAHZAMN, TN LM, HIa0, EEX T UTHENRN

o M 1 : Word FTo;EFTH CMD,
o FM 2 IBFEARLUFTH CMD,

TIEMNWEIR AR, BT XM MAN, EETZEIFTFTH Word, ZAIEM Word FR$TFFIE
FEANAN, MIEEEXFITH CMD,
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LEINRE I F R LEE T HENRX FXRFEIE, BEMEEMISPHNRFXR, FFEH
Process Explorer TER#HTZHMINEE, B X Process Explorer WEZE R, 152 <https://

docs.microsoft.com/zh-cn/sysinternals/downloads/procmon> .

J B SRR BTERE, BINIZIE Citrix Studio FFARNNIER VUEMAppCmd.exe FYBTHITSXHEE TR,
VUEMAppCmd.exe AIif{R WEM RIBEEA NN BEFEMZBITRIEELRE, 7 Citrix
Studio A, FTERMUATHE :

1. ENRAREF R, AENERER, TREERTPESEBY, ARERME T,

2. BARZRPIRERG LA BREFRERE,

o EHHITXHREFERT, BAUTAHZR | <%ProgramFiles%>\Citrix\Workspace
Environment Management Agent\VUEMAppCmd.exe,

3. BAMBITSELUEE BT ARNNARERF.

o IERTEHFET, EAE®ET VUEMAppCmd.exe BN FAEFTERE, R
RETUZTEENE, BESHENE SN AREFNGRSITIEIIE R,

« BN, RIZEEET VUEMAppCmd.exe E5f iexplore.exe, ERILUETEA U THRBRTE
FRUE2{E © %ProgramFiles(x86)%\"Internet Explorer"\iexplore.exe o

A=

EEIIRERETE, EFEEEAAEITEN LER Appinfoviewer TERERZINEE, (&I
BATFAREBLREXHRXRP, ) SXERZIESRANERZINEN, BEEEFEHIHTEN. B
wIEefR, B ATEARSEHAERER S HNAETE.

ERIEHEE RS EANERTEER, WERR BN LTF HRREEE . NREENTE
BRD, WRFEHEEER :

« 32 IR1ERYE
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook
. 64 IR1ERS

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_D11s\WEM

Hook

FoRFMH
EEALLINGE, BRERFHRNU T RN -
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« Citrix RN AERE,
« fXI27E Windows 10 3 Windows Server £3&1T,
- REXNEMMALEFTLEEEEENE,

HIEER G
ER2EPEFRHERRGHERIRT, FERITER :
- BERARBRREHWES. ZRIREEAHRERREMERIN. EFE, HERRGHIZEHIED

T EREMETRENATA, FAERERERIREAUNER, EHEFHE Citrix ERINAERER
fEFLkINRE,

o METFICRERERRTHAIN. #EHEEE Windows AREE T X EREPERFRRITH
FRET, EAGE, XBETRMNRERRERE. ARG, REWAL, BREUERTKEHMH
2o HRERREMZFINESERTEIIHAARETSHNHEZ. HITENEBALIKE, U
BN R FEE 5 RN BRERF B RENT X FIRGIRSS B ihiHE.

HERREHZFETNF1EEREEEENTEMNTIR, EeIUERERFRMESIR. B!
NERENAFRAFRAEETR— 8 ERICETT.

BRESR D BRI TRE -
o I, RIFEGREIIN,
o MR, SOIFIEMIBRALN
o AR, FOIFIEAIIRN
ARNNFL
1. B3 #ERREWEF HRE RN, HER RN &0,
2. T BRTOF, BAUTAS :
o ¥, BAMNME TG, ZBMEERTEMRUTIERF,
o i, AR XAMNEMER,
3. E%ﬂ %Bﬁj\q:l) ﬁ%_ﬁ\iﬁlﬁo
o BERR. RN 5 SHERZRITEAD,
o K&, MNSRERNEHELTE,
- BB, NS4 ERSE DA,

4. 7£ &30 SR, EFETE—ED -
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« FFHREFRMBIFELESIR, NRiEPIEET, WEAERKHZEREMRNE, TUAERBF
HIZE X FHLIETIFR, FELIEFIRNEIEEIEENHEIZET, MAIFEMHIZET.

« RFHERMBIAIFIIR. NREFUGED, WEAEREREREMNG, AIUNERIF
HIZEN TR, WTIRNAFIEIEERNHIZETT, MALEMERRST.

=3 g

— PMHENZ—TRNLIR, WREANE—HIZEX T Z TN, MXLERNRFHRIL ek
IR AT

5. 7 RER HoH, REMMHM TR, BREMTRKN, BEBUTER | UALRE T ERE
BN IR, E#A, AR ES. BA—TER MREFEFE, NRARIKSHIA
5o

6. £ DS Bi0 R, ERBENESEMNBABFARAFH, MREBFRAN D ELFRERFNAR
H, BERE 2k,

p=3— g

o IEAEIAERE A Windows IR ##H TS IR,
- BRAFRARNEEER > APERF L ERTIRF,
o EAILUEEMRE DRI (BIZMNE) .

7. %EE“—F_@:HO

8. MITUME—RIERECERHEZRIMN, BEABURTEE L—TUERRMNZER, FERITRE
EE N

- BE. EEBRSMNICRAXHREN XA REE, MREEXHFREE, WIZRNERT
BN HRPANFREXXEHNFXHEFR, WEM RIERIERTHIT XA B E SN N A F I HITX
o HBNNFABRVENRAES () RIERRELE, XFEMATREISBENIERERR,

« RE, EEERERANSENEREEX N, R AHERERBRARBELETEL .
[ LA FRERAIEMNEREFNE R, MR BREHR EAEAHELE, N
ZHNERTREREAX . WEM REREAHEE SRR AETRHRE, NRNA,
RRAILGETHERERABEERNTRITX MG, MAEXE, EALUERERBEXE"FK
BEXER.
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- IBF. EEEMNFLIBMFBRIXAHXHR, ZMNE5XHaraHAETE, WEM IRk
MR F1EE BRI FTHIT . Eitk, AP ALGEITEIEERITXHERBIX Mo
9. BETF—HEEFHIZIRE,
10. BUTATE—RIERESXGER T FHRERTITFFIRTPELETIR,

a. NRBFREFMNZEE, ARREEFM EFERFEEED.

b. EFHEEAR, RIEFZREBIRE, “FHEEONAF RERZEFMNZEE MR,
NFFHRE, AR THRNZEE @ BE. RHEENRE.

c. BEHAERE MM ED. ERILRNESF#HE, EGeI@ URERNFHRHE
Ho

TIN5y BoLs B A

FEFIRPER—THIN, ARG BRESOPNRE. T REANEOF, ERENHESEMR
WEBFRSARA, AR HEE.

PR
EHNRPEE—DHZ TN, ARBEREERD P MR

EH AN
TR U &R SR ECESEFIFRE #HIZRREMTEG RN, PREMNERFHA RN XML X &7
LUE R B R NE R E B,
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2. EEEITEANSA WEER, EF—AHBENSH—IENA, ARRHHEE"

AL BN PR ENFINBIEES
1. fERAZRIN OU” L FR A B IR,
2. EHRQBAIEFER, EE-THRRN, ARBHHEE"
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[EF Microsoft RDS &3, tIRER, NAFHEEohas TR &AL Microsoft iz
KHEARS (RDS) BN ITHRERMNBREFHERE, HECHI2E X HEIT 214 REM,

189



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305
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REEABHNAERFFHRIT CMD KB, NREA, REFEELGHNARFFL CMD &R
= Ul ENER, CMD RXE R BTRRTMASNIEE B,

TRIRRME

Options present on this tab control whether the agent deletes the shortcuts or other items (network
drives and printers) when the agent refreshes. If you assign actions to a user or user group, you
might find that you can also control the creation of the shortcuts or items. You can do so by
configuring the options for the actions in the Assigned pane of the Assignments > Action
Assignment > Action Assignment tab. Workspace Environment Management™ processes these

options according to a specific priority:
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HXEERE LR, BEEEREREETF LEA T MRRERES N ED, RIERIFTYREE
ARNNEREERE L.

BEhERIRE . IR S BRPAEEE B AT IRES o
BEhEHRML IR e, REM, RIEESRRIFHEEHMERATE MRS,
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EERRF
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TR EEFENT. WREA, XEERNMZBHREENES IR ERLIERESS.
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X B ENEENRS

REEEFRIFER. LhigEEES Citix WEM RIEEVRSFFRIFEEEFNNE, RIFFEEFS
WEM RS BUEZERIFES . FAINMEN 30 T

SQL iSERIFIER, igEZH Citrix WEM RIBENRSEHERIFE SOL EHEISERNRE, ZAIA
B 15 95,
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VUEMAppCmd BN RFIERIZE, ZIgEE REEVEEARKPAIH, §XFAER,
BEHLZEMEE WEM I,

BRRERERI X EEs it prrE RIEENERFERERIER.

£55d ieduinit BRE, HIAMBER T, Citrix WEM RIEENRSERSHREENTRITXHFZTIETF
ieduinit i51T, IIRBRFMCIEENIRSE AZFR ieduinito

REEHFT. WREA, WASHETIEERFANEMRMAFAE5 Citix WEM RIEEL.
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StoreFront™

A tIEIN-EIF StoreFront FJE 7N Workspace Environment Management, $Af, EaIMUA S
R > MBRF > NARFIIRET LU LEEER R ANNBER. XEMAILENER
N RAEREANBRERREAR DA RS, BXIFHAER, ESRNAER. 1E Transformer
(BBRSA5) BT, BOHEH StoreFront N ARRFIREERENBEREEHN L, X
StoreFront FE[ERIFAER, 1EBRStoreFront 31,

IR IS

1. B Ao

2. EHRMEABE EEFRRAFAGE, AEREHRE . NABERFREEENEEEF.
M FEE URL, EZE{#EMA Workspace Environment Management 1813 BRI N A BEER URL,

URL AZEA http://hostname FETIEE, EH A hostname BN BAMEENTERE %, port BT
SN AEERENHRO GRMNNBIAHEORTA)

=

« IZERNNAREE URL AR NAERMS E#GIR), HERENLT Citrix ADC FERIE
RIERZ G

o WIHRERER T ERZESZHRIER StoreFront,

i, BN A R ERY RNE AN,

YmEEN TS IS
FEHRPER—TINABEE, ARRE YRR UERNAREIE URL S,
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FHRPER—TNABERE, ARREE MR UM ESEFRIFR N AEEE.
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RIBYHRERERELS TIF. EHRITHHRIR N MECEEPIRIE,

PIRBIRSESARE, WMREA, RIEBENNAMAIBETIBIRSKE, ARG, BUsERIBERE
F)89 Citrix Cloud™ Connector, HIEBEMFMEARMEBETHEE] WEM IRBE, XIEEH
Ho

'S

REEEFAMEZER ] WEM IRSZISF ERILET, HRELEET WEM EIRZEHIS#
Ho

EZi# Citrix Cloud Connector, RiFZ@id 8 A Cloud Connector B FQDN I IP it kA iE
Citrix Cloud Connector, S&H“ARIN"—XZAAM— Cloud Connector. NHRARS =T A,
Citrix BiVEESNERUBERZEZEDH Cloud Connector, Hitt, EEERBEBELVHD
Citrix Cloud Connector,

Bkid Citrix Cloud Connector™ EEE. R E(FALHAKIRECIE Citrix Cloud Connector, 1BIERFE L%
I,

BEERR

RIBYHRIREF] e R E— LB EEN, EFERRTEE BRKIKE > BB > fRS3E E
+ LECERYSQL IREBRIFIER K E.

EENEIBTIRE RS REBE, REAIRETEAEER WEM RS, HBEEREHFEER,
Ak, &R AgentConfigurationUtility.exe 8517 5 B4 :

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o

--server <server name> --agentport <port number> --syncport <port number>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o

--server <server name>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch --

usegpo -o
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To
= g
XEEEITGER T Ul B THRIE, EI1REART CcMD &R THRE,
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BERAEEEmE. REA, SIENHERHE, HRBEEE, bigEEIEE R
FEE

FERGHNNARFHREREERN. IREA, EABNNAEFFFETAEET.

FEAGHNNARFPRBAREEHER. IREA, FEEAEETSTNELRGRAEFNIA
EEnEHE,

REBRAXARE, IREA, REEERFTRERHAE, Aitt, MFIFEER, REREHH
B H IR iR = B R R A

RITAREERTEN. MREA, NERXEFHERITHNET iR ERNARAR. BARIX
BHZETT A EERTEANAIENE, UECERINTENFESITINEESL, BIABRT, ikIiE
BRAN.

RTAFPEENAER. NREA, REXREINEENARFETRNinR ENAFRTR. BF
AU HZET ] A EBNBREFEEHEEN TED. RINERT, ETRERN.

- KiH. FNAREFRESVNNEIRH.

o “FRIRVRE, TR REXMHRFACENRREFRES

- RERFDD. FNAREFRMNEIRESEH TR,

- E5E (P), EESEEFEIBNAREFIRES

o “FHR"RE (P), HNAREFEEE FIR"RE,

p=—

TEFERIILEERPREERE SRR TEIEZINIRES N “RERBEIETNE Windows
XP #1 Windows Vista 7] F,

FRIEEERXARE, NREA, BEERRTARHAE.

BRANBEFREA. IREA, NZEFIREEAEREFETRNNAERFET. BRI
MNENNRRFRRSTNARER. RINERT, HEILTFERARS.

BRTERFHRE. (IREMH, SEE
B R

VB BRI S REIRFT RN, EMARTERFINE

pali

RIFAFPEBRE, EHESEAEXREHEREERFET. RINERT, EBLTFERRK
So ‘EERBFEERTITTFEIMAFEEETHIMREREEMLEIRE. AR R EERFE, BER
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EEREEE, EREER, BRAIUNEEENATHITHEAZS. BFRTLUER SRR
5, ARBHEER > XFHIIBRENE SRR XBEMERD

p=3_ g

o RIERBRIRRRHELITREMNER | RIEF X T “RHFHEHNARL WEM RIBIZER
BN, Alt, FEREFSPRENRERINER, “XFERIITA—TXE
1E, HPETA X EEERNNENRAFAER.

BRARSZFFER
X LRI S i = R P A BV SZ 5T RE

B EEER(F, EH' BB EMET A HisR EMAFPERURAR B HIZETR SR EN 2. BA
AP AILGEE B 3R A B R ih 8

HENXEERFE. ZRREEREREFER IR ETURAR BHIZETR L EMF 2. BAR
F A LGEE Hip iR 32 #5548 X 5 R Rk k.

BRREER. EHEEEREREFER MR EN. AR UUERZETITHRSHRIE, &
T ERHLUTIED

- FEHR, HRAPTRANEIRFEEE,
- RE. RERSHEE,
o REGZR/AR. HREHERXALTIFAS

BRARELZIARED, ZHERTRFHATIEFERRELGRIARED, NREM, AF
A LAE AR 20 TR R R 8 E A B S A LR E MV E R R X BHEE R STIS B F R (it thIRER
E—NIEEIFACEEREFIMFEF i

BEXEE. IREA, ALEEEREHRATERTAEFE FHANBEFER R R,

BFEFRIR. FlLEEERBHRIERATAERIIFEFIHRNEFEHFRNRENR. TR
FZE,

p=3_ g
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B X A B FHMFRRPERNBREITZIR, BERAMNESTHE. XSBFHEHRRPEE
##UserScreenCaptureComment## IRFHEIREE, AR F2RETRAITICHEDL,

fEFA SMTP RiXEBFHBMF, tIREH, NEEA SMTP MIE MAPI & &5 FHB 4
MK SMTP, Mian EFmRE AR SMTP &8, URITEHZEEIEH,

T
FEEERE XN, WREA, AEBEREEENEBXALSTRENITEN. BEETREN
X

RN XN, MRER, REBEFEHENZERN (TAFPBA) EEMNEKERBXARGTRRE
BB

B
“BIEERIZUTAR !
- BER, RIFEENX Workspace Environment Management™ EI25 (BFE4H) , HigFt
@I EEEE & B BEMIR,
- AR, AWEEERFSAITER
- KRB, AWEEEAERITEEHNITERRES, FIURFER. EEREN LERITER,
- BEIER. RIFEEFE Workspace Environment Management FREIRERD, ERILUERAE
¥
o TR {TECEE N E M ARR ],
o BT EEEHIRETRE.
o REEEER,

EER
XSRS IF IR E X Workspace Environment Management BI2R (AP EI4E) , FHiEFMil&Es
RSB 1F R AL B ERIR,

ERENEERTIR

ERENEERTIR, ERENERES Ge2inn. RIRSEHAEIE, ¥R TX) . EAIUERE
ARSI ID W XAF R R IHIES Ko
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AMEER
1. R EFXERERB RIS,
2. EEFAFRAMNEEFRAFARGR, ARREHE"

. EHRIEERIER A P AR R,
. A x AP ARG R,

EREER, ERNMEEEMERF/AAANEBREERER, BRI EEFERF AN R EIE
Ro EREESNNRNATRAER (BEEE) . REERMNRRIEREE.,

PR, X ENFMERPAAEENTIIREZ— ER | BEERNEEEMNERHRRIR
B

TLHNEERMIEEESR (BBE) NETHEAEREEFIN. REEERLIHRNRNEE
SRR FEEARI/MIER Workspace Environment Management B2 R, RELETE2HOMLERIE
EERTEEIEEETF,

QIREESAIUERRE NSRS, EFRENTMRE. REERTEnRANERRIEEERER T
BRI EEETF,

BARRRRTEEGEEUAT —IHSMMURE !
BIFRIEE T UCIEMEIRRIE,
BREEERTLCIE. EEMDECHEE. I T aeREMIFRIETE,

Thikes B I UCIEZMEERMAMMN, THikes EEET AR EIMIREE DN BIZEF L
Ry,

DECEEIR A LU R RS ECL AP 4,
RATLAEFEBERITUETERALAERIZE (CPU. RAM MIH#EERE) .
RRANINEXHEERITUETIERBEEEXHILE,

BEERAFPEEBIUNBEERFFIRFRN. FEMBIRAFSAE, ERERFEERTEYR
EMIRER BN ER(FRIA P A,

RS TEER U EEERERIRE,
BRHSEERERITUEESRIRE (EAERRERIE. BERES

REEERAILISAR 2 EI+HRFEEZEA
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RE, X EMERFARERERER, Z2AKN, ZBAF/AFR#HA Workspace Environment
Management EIE5, HELEFEREEREHS

R, HhFERNRE, fETPmELARRAREEA,
MRECHENLREER, HEAUTZES !

Ih R, BT I BRI AR S PTEEEIEERFRE Workspace Environment Management I 52
(BB -

BEH. EHUIIRA A$EE R Workspace Environment Management b (BREB%) ERALLER
5. BRAKN, ZAFHAREANZESNEER, HAXERRZIER,

ER. FAEED I EMZEMARSHISE Workspace Environment Management it (BCiBE) %%
Frise B P 14 B9 BR 2R 51

AF

WTIEERE X &H Workspace Environment Management S8ERI451HE Ro

IEE R EERDBEEN N EENNA A RE,

BFEE, £ RE Y Workspace Environment Management #FAJIER S AP, SEHAIMES
(LB MprBihs (BEK) . XErIE 24 /NRHEE—TANFAF K.

BFRB$IER. XERTS5EHANS (BE%) *BKNAMERFNERESR, g LEENE.
ErEEATENSIMURSIERERE (Ul 5t CMD) FRRA. ERILUERERILSE ID 3t
XARFRBIFIRTR,

A

L TE A % 8 Workspace Environment Management S8E R IEMZIHE R,

FitER

IltTIE 27~ Workspace Environment Management £z 12 R B9 Workspace Environment
Management RIEHEE,

RIBEE, T TREFYE Workspace Environment Management A IERIRIEEE, SEYpIAiESE
MFrERES. ERRETE 24 /NEEE—NB RN,

REHLIER. ErakESIMHIPAENERNERER, SR RERNE. ERERNLKESR
MRIA R RIBRR A, SERTLAEREHHR LT ID fhikdRo
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ERBZREFGH, UTEIRERRELFS Workspace Environment Management #3EZE L X[ES
HIZER,

o BT (MAEHR) . RN LXREFRII, FASERBIRSHLERZESG S,

o KA (RISEHR) . RARATSEEHTH. AL ERFE, RERTERARSABEE S,
o KM (X BHR) » R EREASEKK.

FEBXHEESTRRTFR, EeIUEENEPREXHFEEETR L.

EEXHEESTRASHNENAEENRITEIRENE, UAEEEXHEEESEMLE
B, WoUEEXERTNER, UNESTRIEEN EBRIES Y ( %systemroot%
\temp\UpmConfigCheckoutput.xml ) FIRFAFERIE, ITgEEXREEX WEM REBEVRSE
MIHRITIRESRE., EFRITRESKRE, FEEEEF P ARE T AENMNIE, AEMNLETX
XEREFRFIEEXGERREKRE. SMKSKRETHRRE— MRS, BEEEEINRES, BE
TR, BEEXGHERSTRRIPHNEFRHE XEEXHEESTRIANENESR !

- R (W@EHR) . RAEBEXHEERIRE.

- BE (CARRNSER) . RAERBEXHEELTFIERERS, IEREFRETERITMAFTE
MEPERAREXHEENGRL, IWREF—EFEERIE.

- IR XEFR) o RAEEXHEERRENER, SHEEXHEETALERET.
« AAA (RISEM) . EREEIHAREREEXHEEINET.

INRRSHUERRREN AT, HERCVBEERIBRNE, BEXR Citrix Ao

ERLEESF, UTERRAAIEERENEERANSITHE S L& E) Workspace Environment
Management #iEE, RNIBTEL. ZEYFERTIRELFRIKES.

. 1E4 (DEIFRER)

BT HIER. IFE M Workspace Environment Management #3ERE PRI HIIZR. MRAF
By R B REERED 24 /B, MAERN RIS R R,

MERIR, SOIFIRMREREE VAR,

Rl TR
HIERFRIER, Ea5EMENRSSREE. EMEMRSB[/ XA Workspace Environment
Management Z3EEEIEIEENS 150

1. BERIFUEFRIESIR,
2. ELETCRERIZEZFERIF Workspace fLEE,

205



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

TS AR YT

TR R PRIRIFTIEI (/en-us/workspace-environment-management/2305/media/refresh-

options-in-context-menu.png)

RIFTERF, mARREAMET (WEM EEBRIEENRERRIA) NRH. RFEEFAERME
FEEMEARSEY

RIFREENIRE, VANERSIRE, XEREAESRIKE. MILIRE. HiRSFGEUREAM
AP DECRYIRE,

& Workspace U, AR DECHIRIENAT WEM (32, XER(FIEMKIKEhes. $TE)
M. MAREFRSF.

BEERT .

R Workspace REIEINGERF U Ul 2 B1EE GERZLABFPIEIHARE)) B
RIB, IEMASERT CMD #E{ TR,

o FHIFFFBIREBERILARIHT. FEIRE (Fl0, RIKEMARKIRE) EBSHHE R
RZFo

ERFEHER. BAIHER LEBIEMEMARS,

EEREXHERIRE, FRIMKEGHENXKNEERE, NREEXHERRERNVAT
THARE, FRTEEREXHEERE, ErfeFER TR sErELETE A,

p=—

WR7E WEM ERZHIS il EEBRBEXHERISES, IREXANVATMHIE, BEEH
CTX219086 LT f#f# R %o

EE Microsoft USV igi8, BMREIMREFHEH X FENEEIRE, R Microsoft USV 1%
BARNATFENRIE, 5P HEE Microsoft USV i§E, JAG 2 HRIE.

RIFEEEXGEERERET. MENAREITRITRSHLE, UBEREXHEERSTEME
Bo

BERIER. ERMNBIEEFRRAREZR. WRAEDATEDRS, NEERZREET.
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EERE, BIBRERTEN LA SRR XIEIMERD, iILEEERE BN ENERF.

K2 Citrix Optimizer, FHZEMNBFIE, UE Citrix Optimizer & BRI E R ILENER,

AR

T B R EGEES TR A Workspace Environment Management 1SI0SR
BEERTR

REBLICEME— P ECESR,

REUATER !
HEHAF. SITRERHENS.

K& REENHEN LAEFCERT, BEARNUTERETR, RIEE X EMATIERWHE

Z2ER:

oi

RERPEDE[AMIER. BMENRS BT ENEREEREALR (BRESE) , HARERSE
AEmiE=R (BEES)

REHBER—MER. BMEMRSSFEETRZGER (BEE) NABLXSENITENMEXIR
B

REHBEDSMER. BMZERMRSSETENMAERETLER (BEEK) , RAZAESERZD
R (EEEE) .

IR IR
HE

* YmiE Active Directory BXREEHM (IHEA. HENIEF OU ZEH X R)
=

« #F4E Workspace Environment Management 2 R4EH (TEEIEZEHISHY Active Directory X5
o) , UEHBHNHER— N ibs (BBESK) -

HITXEENGE, ERAEMRGIRS SR,
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E II.,\IEI§

BE

3% £ BRI EEEZER Workspace Environment Management i& BPTBIFAE BRAIT)R. BRIA
BRT, BEAZE, EXFRIFBEE.

TR, XLERTAF KR (BBES) MBAMEEMmERS.
%H:II E:L,\o L/( XLS %fvtﬂ E JChO
E'JﬁEluo ﬁl %ﬁ E

AREE. BRAEREENAE. HRELZAE, FRASRERBESFRI—IENS, 55
BT, Jtl:ﬁlﬁﬂiﬁﬁi?é)%nélﬁ [ PREIE 510

RE

IHIEIE5 H T 3t Workspace Environment Management REEFAMIPRE Bk, HEANZE, BEEIE
BRI

TR, XLERTTIFERER (BEES) MAMERMERS
SHAE. UXLS BHAFHHEE.
RIFBE. RFEE

AREE. BRFIBRERNBS. KREEZHE. BRASERASHMI—1EN, BT
IHERIEE TR Jtl:ﬁi@i&:ﬁﬁi?é)%;—"céiﬁ IR EE 5,

=

CH A S FANARERMITENREERE, ERIUSBERERS, FEMEI

By

M
|\-‘r

SHIREG
SEBRBE, LRSI TEEDLESNAEAR NSRS RNE, EIUNGEREI%S), &
EENEE LENBPIE A RETAL

SHERE, RS LCETERIERNFAEIRENSABNE. ERIUREENEF, &
EENMRENFHAE R El
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AFE%

ERBBREG, RSB TFMERBERASXNEAERED, EAUNEEXRNENEH, EFF
M=o

Brh@#EkRS. iREERFMERBRNEXNEAKEIES, EAIUNEEXRNETER, EFF
M=o

IREHEE, RS B RERRITIE KBS IR ERENIKES IS, EAIUNGEEMIRESE
B, EFEFAGR.

AFMRERE
BRRE. IREAEEEMANENE AR NBRES, EAURES MBS, SEHA

= =|
=PoN

RERS. IRERFEEEMERERNEMKENEDEE, EAUNEENEER, EFFA

=8
| = RJi%Ne}

REXHRSRAR

L IHRE AT U5 Profile Management #1 FSLogix FIECBE X A28, TietE XL EX 4R RHEAKE
BEE. FREBEXHARBHNRIERE. NRINeEE A BN RR,

ERLINRERT E R B X BN ZZEIEAE R, FHIRFIE LB 4B 8 E S TIERR,
HE
SIERTIME -

- BERAZE. EMERXRETRTEEMNERAEEX A RZEEIERIE .
- RERS. ANERETRTEENEBRRNZINERNEEX HBRER.

EENBER (FI, &L 6X) &, BRI LARLERRBIF.

EAZEET (GB) A/, RITFERA—IEE, dEEXHRENZEERAEBIIERN, KFHE
?mﬂg_l%_o %EA_/l\J—.E?Eﬁo

BAZEENET (GB) HAE, RIFERA—IEE, SEEXHARNEEEREETILERN, FH
AAE. BA—TEEK,

p=—
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s BEELAATERE,
- EEBHENERES, SO RHUR% BRZEE EXRIRH.
- EESRENERERS, NTREZBNZEEFERERIN T,

MEXHAHR/RE

ETIEENEERNEEX 4 ASRNRTIERYIR, EENEER (flf0, RE6X) &, BHBHTE
HUATHIZIE R

IEeT Al & WER S PMRIE R X A SRR, XEFEMEILUEERRE T BRAFNS R RS, Alt,
BAREERBIER, RAEEFERFH . RFIRIEEFE—RIES. 8%, EFSULEXE X
HREEN. RIEBERKES, AERNRIREERIEFNLER, WWKRESIKESHEXNHE, A
&, &RFRINEREERKRERNBIEHITEN . REEH T E—RNE, 2 RIFT1ERHEU
ETR&EMER.

“R&F 2B XRSHNERABNER. BXHRAENER, EBE <https://
docs.microsoft.com/zh-cn/fslogix/fslogix-error-codes-reference> 4:AY Microsoft XX

o

icE

REEM
XEETIFEERR S AN TEE, SERIEE R/ BRIRE B REE" (UMW HE
fiI) , EFXEENBIERFTiRS.
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B35

ERUTYERITRERES !

« CMD 1 Ul iR\ FRIHEE

- ERESER )RR

.« THEDHE

s MIRIREIMKRE

. TSR

 FIPS &§F

« {3 Citrix ADC #1Tfa T
- BEMRTES

- IwAER

- EEHEXH

« WEM ZTEMEMGTIREESE

o XML {TENHZRECE

CcMD 1 UI 2 FTHEE

Workspace Environment Management™ XIEr] A 7E CMD &A1 Ul = 5517,

HITRERETERMET, EILUEHRIZU CMD BRER Ul REXEHE. ALk, EEREEE
#a > BRIKE > K@ > TRE SN F EAABRERRE, BXFARE, BERERRE.

MREREEAETBERNBDNST, & (BEEANKLAR) JUEAEHEN LU CMD x5
UINRIUE I, Alt, BSMBIREREXXHRHALBIATEA exe X+ :

—_—

« VUEMCmdAgent.exe, 72iFZ CMD &E1TIE,

_——

« VUEMUIAgent.exe, FCIFEM Ul RTGEITHRIE,

cMD B Ul X ziEfIX 5

FF CMD B, 1BEFEUATED :
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- EERFBEETH, CMD BARET—ToHiERF. CMD RINERIEE 1R .

- BEIEY, CMD RAZFAA DEHRENATAE, XEIRELEMAEENEE. TV, NA
BFFo

- BAl, CMD ERAARFHEMB BT
XF UNED, EERU TR
- EERNBNETH, U EX2ERRIEEEE,
o« UIRIVRTDUR (LA ED
- BN ARRF. RITEEENEAEHNAER,

- REHR. RITTHAREHRIE, EMERTEREGES > SHLE > Ul KEMEL
> BEIOETLAT F LERBRAREHER. AX1IFAER, BRSNS IET.

- EERE, RITTHTAEEREIR, DUEEERIMEHEENERF.

LM EREERZEFS > BLKE > Ul ABMEL > vl REBETUET F EERRTRFER
BE. BXBFAER, B2HV AEETL

- BENAERF. RIFEHTAEENARFIEUEENARER.

LM EREEREF S > BLRE > Ul ABMEL > ul REBRTUETF L ERRTREFER
NRAERF. BXFEAER, B2V AEET,

o EBEITEMNL, SOWFEITAEEITHN T EUERERIAFTENFESHTENEEDL,

IHERIMESRAAEEEF S > B&ITE > Ul REMEL > ul REBETUET+ L EARTRFEE
FTEMHL. BXIFARESR, B2V RIEET,

o BIFT. RUIETAIE, AP OERMRENATRIE, XEIRFIEMKRELEE. FTEIV. NA
BFFo

o B, RWEFT AT, @Mk ] L F KA.

R SREEERH S > BRIFE > Ul REMEL > BBIaETIET-F L5 E HEIsEERE
o BXFAER, BERTEHE XTI

o XxF. BTREXREBRARER.
o B, WEX AR,

EEBREUREENBREFMITEN, EINERERAUTIE ERIEREXHRPRME) ,
MAFE Ul R FEERAE !
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 ResetActionsUtil.exe, J0IFIFITHEBRELE,
« AppsMgmtUtil.exe, FSIFIEITAEEBNAIEFIE,

 PrnsMgmtUtil.exe, RIFEITHEERITEINTE,
CMD RZVH Ul RN BRI EEXF!

« CMD RIBNAIZEGFEH. EelfE WEM RIBIRSS (Citrix WEM KIBEHBRSZ K Citrix
WEM ARPERIRS) , UEFENES (Hli0, ERHNEHEE) B3 CMD RIE, WEH
=, EERATUFHEA CcMD KIE,

o Ul RIBHFS85E1T, Citrix WEM RIBENIRZEoiZELLE Ul RIE, Ul RIEERRZBFREEE
RSZE, HNBENEERAEFED Ul I,
p=—
IERBEIE R —R1EHE ST CMD IEF Ul 1K1,

w W ER/ 2R

LUF S E M/ MER7E Windows HRE W -

INEFF& R FSBAHR

BAERD Microsoft.ActionCenter

EETE Microsoft. Administrative Tools
S Microsoft. AutoPlay

EWRRANEE Microsoft.BiometricDevices
BitLocker IRTHBR I Microsoft.BitLockerDriveEncryption
BB ERE Microsoft.ColorManagement
EIEEIEs Microsoft.CredentialManager
HHAFNES 8] Microsoft.DateAndTime

FRINER Microsoft.DefaultPrograms
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REEER

REAFTENH

TEn

ED

ZARER D

RERZE

XHHEIER

XA FETN

ZR5 |1

a5

Internet 315

iISCSI Rict2F

iSNS R385

B2

B

([

5

EF
Tif
P
Tof

BAR

MPIO ECi&

MEMEZ 0

BN X3 El R

EFNfIR

Microsoft.DeviceManager

Microsoft.DevicesAndPrinters

Microsoft.Display

Microsoft.EaseOfAccessCenter

Microsoft.ParentalControls

Microsoft.FileHistory

Microsoft.FolderOptions

Microsoft.Fonts

Microsoft.HomeGroup

Microsoft.IndexingOptions

Microsoft.Infrared

Microsoft.InternetOptions

Microsoft.iSCSlInitiator

Microsoft.iISNSServer

Microsoft.Keyboard

Microsoft.Language

Microsoft.LocationSettings

Microsoft.Mouse

Microsoft.MPIOConfiguration

Microsoft.NetworkAndSharingCenter

Microsoft.NotificationArealcons

Microsoft.PenAndTouch
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DMEAL Microsoft.Personalization

BBIEFNA AR 2R Microsoft.PhoneAndModem

B RIZE IR Microsoft.PowerOptions

ERFATHEE Microsoft.ProgramsAndFeatures

& Microsoft.Recovery

X35 Microsoft.RegionAndLanguage

RemoteApp fl R mEERE Microsoft.RemoteAppAndDesktopConnections
By Microsoft.Sound

EBEIRG Microsoft. SpeechRecognition
FEZEE] Microsoft.StorageSpaces

SISl Microsoft.SyncCenter

R4 Microsoft.System

TR EBAI%E Microsoft. TabletPCSettings
ESE=SM Microsoft. Taskbar

R FELERR Microsoft. Troubleshooting
TSApplnstall Microsoft. TSApplnstall

Il Microsoft.UserAccounts

Windows FEBSF+4K Microsoft.WindowsAnytimeUpgrade
Windows P+t Microsoft.WindowsDefender
Windows BhA3E Microsoft.WindowsFirewall
Windows &0 Microsoft.MobilityCenter

Windows & hix Microsoft.PortableWorkspaceCreator
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Windows E ¥t Microsoft.WindowsUpdate

TEXHH* Microsoft.WorkFolders

ST
& 8] LA7E1E A Workspace Environment Management &1 SRS S, FEINEEERA,
TR UTEUA T FERPEREISTRE
- FAERF
o HNAREFEEN RENBER Y 917, TFER 1 S8
o HNAREFRAEE N XEIXHX B - BAR
o HATEFFEEA URL BY @ tREEAT URL
o EWRX
o FTEDM,
- BIFREEE
- MERIRzHaER
- BItREEE A1 BB
o ELIIRTHER
- BIfREEE
o EME

- BfrigE. Birta¥ A BinE
p=3 g
BirfE FERAXFIMEREY B, NREERNEEE, SIS ERMAIE.

. FETE

- BEE
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. B0
o EROBR
o INI X
- BIREEE. BT, BRERMERE

Pz

BirT. BiEAMNBIMEFRI ST REEY B, IRERMERE, elI¥EE
BITHA T 1Fo

- SNEBESS
o BRENBH
- XHERGEE

o FREREN BARERE

o 7l : L Active Directory BMPCEREASMAIEE - MiXRY Active Directory B4 FIPCERS
g

p=3_ g

B X ERG SN FRIVTEIIR, BERMERE B,

FRERR(F

B, BEEEMATIREF RN IKEHERHE IR FHTZF. Workspace Environment
Management™ RIBZ#F U T FRIBIRE ©

P i ]|
#Left(FRTB, KE )W RE N EMFF IR E =R/ #Left (abcdef,2)# IR[D]
??&o ab
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B’&

#Right(FRT 8B, KE)#

#Truncate(FRT 8B, KE)#

&Trim(FFTR)&

&RemoveSpaces(FERTH)&

&Expand(FFF )&

\$Split(string,[splitter],index)\$

#Mid(FRT R FCIRERE )#

IMid(F T8, E21a3R5 | KE)!

ISubstring(F T &8 L3R5 1,

KE)!

#Mod(FRT B, KE)#
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B[ NG FFRET e E B ERY
FFo

MRFFBRORKENTHFT
BEEKE, MEREZENFF
fRo MRFHHRIKEATIE
ERE, NMREMZEMFFIREY
EEBENTF.

BERF R REPT AR S ER
ZEM&o

BRF 1T R RBYFR R 2218

IMRFAIRTLTA \% FEEEK
IMREE, NERFZEE.

RIEA [ FEERN D RARTF
FFERFDANFFHR, FiRO
REINFFIH.

NFFFERAPIEERRRS | FFE,
FEREIHENEF M.

NFFFERPIEERRS | h,
FiREEEBENF M.

NFFFERPIEERG 1T s,
REIEEBENF .

R RRUKEHIREIR

o FRBUIAEBIRIRNE
o
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#Right (abcdef, 2)# IX[D]
ef

#Truncate(abcdef,3)# &
[B] abc

&Trim( a b ¢ )& E[E] a
b c

&RemoveSpaces( a b ¢ )&
#X[o] abc

&Expand(%userprofile%
\destop)& E[E] c:
\Users\Jill\desktop

$Split(abc-def-hij,
[-1,2)$ K[E] hij
#Mid(abcdef, 2)# R[0]

cdef

IMid(abcdef,1,2)! R[E
bc

ISubstring(abcdef,1,2)!
K[E] be

#Mod(7,3)# iR[O] 1
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o FRIBREHIIFEIIREH Active Directory B4, H40 -
Administrator BY, #Left([ADAttribute:NAME],2)#

$Split(##ClientIPAddress##, [\.],2)$ 1RE[E] 157 .

e IMid(string, startindex,length)! #0 1

Substring(string, startindex, length)!

ERRE

SN ez Rl EaY =R e |
RME] Ad , T

BIFRARERIT.

FARE R Workspace Environment Management 10 B QMBI 52 A ERINEE, WU TRH)i%EE

T UNfAIfEE A AR

EBEA .ini Xf¥, ,.J\_Jl,(?’_ ini XEERERR(ER %UserName%, Workspace Environment

Management & ¥t E

BEA .ini XF XS E’JTEE?] g2

(=18

TREFEARZBER. BR

=, i Workspace Environment Management

B REFAERTEEEE A %UserName%, HEEARHEHN

RNTIREREM, ##UserName##t (FAETIIGFEFTE, FHULE %UserName% FH{EERNSRFER
BEA, M ##UserName## G A EFEHE.

BXTA, BBETR

B’

##HUserName##

#HUserProfile##

#HFullUserName##

#HUserlnitials##

##UserAppData##

##UserPersonal##

it

R [E R R IR

="%username%”

R[ERFFHVIF IR
%

“Youserprofile%”

iE[E] Active Directory FF /2
et

#%[5] Active Directory F
L2NEFEEE

IR B4R 4 3
RoamingAppData BISEPRER1E

R [BI4RF R S A e ST BY SEFR
BR1E
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C:\Users\Jill

JC

C:
\Users\JilNAppData\Roaming

C:\Users\JilN\Documents
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B’

##UserDocuments##

##UserDesktop##

#H#UserFavorites##

#tUserTemplates##

##UserStartMenu##

##UserStartMenuPrograms#
#

##UserLocalAppData##

#HUserMusic##

#HUserPictures#i

##UserVideos##

##UserDownloads##

#H#UserLinks##

it

B [B1RF RS A FE B SRR ERAE -

Documents

IR B IR S f FE R SEFRES 1R -
Desktop

B [BIRF RS A FEHYSEPRERAE -

Favorites

IR B IR S f FE R SEFRES 1R -
Templates

IR [BIRFFR S 4 T B SEPRER TR -
StartMenu

R [E14RF R S SR SRR ER AR -
R 2

B [B1RF RS A FE B SRR ERAE -
A R

R [E145 R S SR SRR ER AR -

R

B [B)RF RS A FE B SRR ER A -
B A

R [E14F R S SR SRR ER AR -
AT

B [B1RF RS A FE B SRR ERAE -
T

R [E1RF RS SR SRR ER AR -
SR
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C:\Users\JilN\Documents

C:\Users\Jil\Desktop

C:\Users\Jil\Favorites

C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\Templates
C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\FF #4582
C:
\Users\JilNAppData\Roaming\

Microsoft\Windows\Start
Menu\Programs

C:\Users\JilNAppData\Local

C:\Users\JilNMusic

C:\Users\Jill\Pictures

C:\Users\Jill\Videos

C:\Users\JilN\Downloads

C:\Users\Jill\Links
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B’

##UserContacts##

#H#UserSearches##

##ComputerName##

##ClientName##

##ClientIPAddress##

##IpAddress##

#H#AD Uh s ##

##DefaultRegValue##

##UserLDAPPath##

##VUEMAgentFolder##

##RDSSession|D##

##HRDSSessionName##

##ClientRemoteOS##

##ClientOSInfos##

it

B [B1RF RS A FE B SRR ERAE -
BKRA

R [E14RF R S SR SRR ER AR -
REFER

R [EFFFR S A SSPRER 1 -
wRRERF

R [ BB

R[E%F P imit BB
R[EZE st EAR 1P it
WR[EHHEABY 1P it

REITENIFTER Active
Directory s

REIZSFIAFANERSLT

R AR 3%

R[ETIERERIE ID

RO R ERIEHIT

RO FEER ER BT

BHBRERSR

&[T BEAERERGER

il

C:\Users\JilNContacts

C:\Users\Jil\Searches

C:
\ProgramData\Microsoft\Wind
ows\Start Menu\Programs
WIN10EN-LR3B66L
W2K16ST-51S28JP
10.150.153.138

10.150.153.213

NKG

FRERA string.Empty

CN=Jill Chou,OU=User
Accounts,OU=APAC,DC-=citrit
e,DC=net

C:\ER X5 (x86)\Citrix\ T
XIFEEERNIE

RDP-Tcp#72

o

Windows 10 &)V kR 64 i

7% ##UserScreenCaptureComment## Fi T ™= RBFES 7. IFERIUASE BLILE"> UI
REMEL> BB BRI TR BB FERHRIR . 23 irERE, BRRERERBHALARER
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PREFHATAHERE—TMTEFR, RTICRIEEXFRFEGF, UTEEBFERFRRTK
BEiZIrERE,

ETIEREY
EF A Active Directory B, WEM &35 [E&#52948 X BY Active Directory B1¥. =ZE{A Active
Directory BMMIE S, B— X NmiERBATFREEERENE,

S FRFALREA (OU) &1, WEM =555 BB #7918 X BV Active Directory OU %%, Active
Directory E&1XE Active Directory REERH P KX (LDAP), T @EF5%,

fan, RigEENAFFRERY OU MEMAEIREDER, ErIEMARERRETERCISTHE Ko
SRR OU, ERMSTHEERMNAEE !

o BEEMKIRHIRBERPER shS B, Fla0, EoJLAERMU TR ¢ \\Server\Share\
[UserParentOU: 0]\ o

¢« RE—NHNOUNMIETE, AENEBIREN . ARG, EolLUFIRsasME A \
\Server\Share\%0U%\ o

AR
o WA LU OB AN 5B F LT OU S XE MRS R AIEF,

o EALCRZREMMBRE. Alt, BFREREERS OU fBITRECRIFFAN LM,

18E BT LURF Active Directory BB TFImEEN, T ER > Thkds > &8 > ks Hy
FREME L, BEFRINEALETHHEMERZGED, T FHERERFEEOR, &
BIEBILL T MEFhS Active Directory B X BXRUTHIE 28 S - €AY ¢

Active Directory /&4 PTED
« Active Directory £HPTEZ
« Active Directory E&#ZFCHD
« Active Directory i s FChg
%tF Active Directory B ILES, EIATHEN o Active Directory AAPLERR BRI BEIERHE, B

ZRGEEBATFRELAMRRZEM. XTF Active Directory BR1ZICEE, 7T LDAP BREMNIES SN
##UserLDAPPath##, ¥t Active Directory b= ICER, BISSHEN ##ADSite##s

BxTA, BEHRTR:

222



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

B PN il
[ADAttribute:attrName] RENEAFNIEERYE [ADAttribute:name] &[]
Administrator
[PrinterAttribute:printername| REFEEFHFTEINBIEE B 1% [PrinterAttribute:printerl|
attrName] name] iR [8] printerl
[UserParentOU: level] R[EIHFITAFX OU RIIEESR [UserParentou:1] 7E
Al CN=Jill Chou, OU=User

Accounts, OU=APAC, DC=citr
ite,DC=net HE[E] APAC

AR
EfERFMET, WEM =5 [Registryvalue:<Registry path>] {EERAHEXIEMFKRE,. B
o, EeILUEEUATE !

XML X

B(FEH XML X, WEM £fF [GetXmlvalue:<XML path>|<tag name>] {EE#EA XML XHH
FRFEMEE. XML BERAUEEFER, WaUEETABRENIFETE, BONA % 53R
T2, fll, EAILIEEUTE -

« \[GetXmlIValue:C:\citrix\test.xml\|summary\] 2

o \[GetXmlValue:%xmlpath%)\|summary\]

INI 14

EER .ini X, WEM &£fF [GetInivalue:<INI path>|<section name in the .ini file>|
<key name in the .ini.file>] E#EAPEE, INI BREAIUSLFREEEZE, HWAIUEHETNREHN
HFRTE, TR % BEFEFRETE, fla0, ZeLUsEUTE !

+ \[GetIniValue:C:\citrix\test.ini\|PLD_POOL_LIC_NODE_0_O0\|LicExpTime\] 2%

» \[GetlIniValue:%inipath%)\|PLD_POOL_LIC _NODE_0_ O\|LicExpTime\]

ESER

kAR skt SR RERE
TRIE T HSER TSR oA EBIFR A &8,
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SRR it E PEECE R

BN BFTE - =
e EA U - =
MR &[T £ =
AMRIEITED = =
WMI Eif45 R AT - =
XenApp® 7 FRITEE - =
XenApp X #RPIChD - =
XenDesktop® 174 #FPLHD - =
XenDesktop S EZH&HRITHAC - =
Active Directory JE 14T = =
HMEEESRF = =
Tt B IRITEC - =
=gl e aE Uiy - =
TIFRE EPTED S =
FTEMTRIEIE = =
T WMI EILERITED - =
Tc XenApp 7% FRPEED - =
o XenApp XI5 FRICAD - =
XenDesktop 7% A PLED - =
XenDesktop REH AT - =
fic

Active Directory /&4 PTED = =

224



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

Sefea MistE PEECER
BIHERETIRF = =
NES{ECED = =
ANSEREE = =
X HhigA<PEEC = E
XA PEED = =
BABHNHERG - E
BIESIRF = =
BIARESRF = =
XX FREFE - =
I RATFE - =

HiFigiBEMRE

KX NB 5 Workspace Environment Management FRAEYIFIRIGEE X B EMFRES
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_I:I-

& Current Site| Defavit Site

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

er ' PO PO r

Desktop Control Panel

Windows Explorer

Known Folders Management | SBC /HVD Tuning

Policies and Profiles ’J Start Menu

g Environmental Settings Environmental Setting Management

- ¥| Process Environmental Settings | Exclude Administrators

w Microsoft USV Settings -

. User Interface: Start Menu

1 citrix UPM Settings
Hide Common Programs Hide Windows Update Force Logoff Button

VMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup
Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List
Hide Find Hide Turn Off Computer

User Interface: Appearance

@ Actions Set Spedific Theme File Set Backaround Color

[ Filters [en | C

[ | Assignments Set Specific Visual Style

@ System Optimization |":.' indir %resources{Themes'y sstyles |

| Policies and Profiles 1 Rl T Style

[ Configured Users | | [me

[_| Transformer Settings

[[ | Advanced Settings

[ | Administration Actions

[} Monitoring o Apply 1| |r Ganceluil

@ Current access level : Global Full Access .:

= RERF

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BRI NoCommonGroups
EE S DWORD

RIZFABIBRSS

MeFrsa” SRR BT

N
v
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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MeFree e rh PR E1T”

B NoRun
EEiS DWORD
ERE 1
BRE 0
A2 RIEFARIARSS
REEETE
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Explorer\Advanced

BERFR Start_AdminToolsRoot
EEiS DWORD
ERE 0
BHAE 1
LS L RIBFABIBRSS
BRI AR B
RIEA HKCU\Sof tware\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BB NoSMHelp
EE38 DWORD
ERE 1

BHE 0

g RIBIFRRIRS
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PRRER

RI#H HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

EEZE) TEHK

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

pEi WINDOWS BT

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B F Windows E#

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

MEESE

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B LockTaskbar

(EESEE DWORD

ERE 1

RAE 0
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HEESE
y(SE BRIVRS
(ST ER TN

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT HideClock

B8 DWORD

ERE 1

BHAE 0

P(SE RIZIFABYARSS

BRI & ANFT ENAL

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\Advanced

BERF Start_ShowPrinters

B8 DWORD

ERE 0

2RE 1

P(SE RIZIFABYARSS

B X F AL

AT HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT NoClose
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Bl X HI T EAL
(EESi DWORD
ERE 1
RAE 0
abE RIZFABIBRSS
RGN ERIRE
K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B ForceStartMenuLogoff
(EESi DWORD
ERE 1
BAE 0
ab1E RAIEIEARIARS
X AERRXE AR
%80 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoAutoTrayNotify
(EESi DWORD
ERE 1
BAE 0
ab1E B RIARS
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XA LR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B Baexe

(EESEE DWORD

ERE 0

ZAE 1

R B REARS

BRSEFERANERTIR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB ClearRecentProgForNewUserInStartMenu

(EESEE DWORD

ERE 1

RAE 0

R B REARS

GBRE XY

%] HKCU\Software\Policies\Microsoft\wind
ows\Personalization

B ThemeFile

BEE REG_Sz

ERE TEHER B P E VKR

®RE ERNEEE
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RERE XM
pUSE BERITIRS
REERAG
I HKCU\Control Panel\Colors
BRI G
BE REG_Sz
ERE FEREE (R G B)
2HRE BEREFE, EWNMRZAEEL, WHo000
PSS AR ARIARSS
RERSEMER
I HKCU\Sof tware\Policies\Microsoft\Wind
ows\Personalization
BB SetVisualStyle
BEE REG_Sz
ERE Rl ENRE
HE {BEFRFE
PSS EREARS
REER
RiE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System
EEZE) BER
(EESEE REG_SZ
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REEE

ERE B aPiEENRE

=E(E ERREZES

pLS L BRIRS

RiE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System

BEBF WallpaperStyle

=B 3t REG_SZ

ERE BAFHRE

=EE BEREFE

a3 BRIRS

I HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System

BB TileWallpaper

BEE REG_SZ

ERE BURTFHEE

BHE BEREFTE

238 BRERS
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_‘ Citrix Workspace Environment Management EEIES

& Current Site| Defavit Site

'| @4 Celee | % Export Actions 4p Export Settings

&l Connect
&) Create
E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings
i [ i

Policies and Profiles w Ll Windows Explorer | Control Panel | Known Folders Management | SBC [HVD Tuning

@ Environmental Settings User Interface: Desktop

" ) Hide My Computer Icon Disable System Properties Hide Metwork Icon
Q Microsoft USV Settings
2‘1{1 Citrix UPM Settings Hide Recyde Bin Icon Disable Recyde Bin Properties Hide Network Connections
VMware Persona Settings Hide My Documents Icon Disable My Documents Properties Disable Task Manager

Go to Desktop instead of Start
User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

[ | Actions

| Filters

b B

.| Assignments

=) System Optimization

Configured Users

[y

I @ Policies and Profiles 1
]
]

_| Transformer Settings

[[ | Advanced Settings

[} Administration Actions

= o Apply Cancel
= Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

PR Y FR A A

RINE A HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum

(EEZETR {20D04FE0-3AEA-1069-
A2D8-08002B30309D}

(EE3iY DWORD
ERE 1
2HE 0

S(SES EREIRS

Rt [t B A

RINE A HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum
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PSR Bl S E bR
BEBFR {645FF040-5081-101B-9F08-00AA002F954E}
EE3iS DWORD
ERE 1
ZHE 0
(S BEREIRS
FERIFRAY SR EAR
RIn HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum
BT {450D8FBA-AD25-11D0-98A8-0800361B1103}
EE3iS DWORD
ERE 1
2HE 0
(S BRIVRS

RIKEEMAR TS

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Explorer\StartPage

BB OpenAtLogon
EE38 DWORD
ERE 0

BHAE 1

S(SE ERINARS
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BRARGREY

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyComputer

(EESEE DWORD

ERE 1

RAE 0

R RIBFAAARSS

FrREsEYE

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesRecycleBin

(EESEE DWORD

ERE 1

RAE 0

R RIBFAABARSS

BRRNMEY

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyDocuments

(EESEE DWORD

ERE 1

RAE 0
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BREAEE N
A2 RIEFARIARSS
R & BT

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

EEiS DWORD

ERE 1

BHE 0

PSS EREARS

R AR

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoNetworkConnections

EEiS DWORD

ERE 1

BHE 0

P(SE RIEFRRIARSS

BRESEES

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\System

BB DisableTaskMgr
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FRESEER
(EESi DWORD
ERE 1
RAE 0
abE RIZFABIBRSS
Rtk
K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI
BRFF DisableTLcorner
EESES DWORD
ERE 1
BAE 0
ab1E B RIARS
RABLEHRET
%80 HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI
BRFF DisableCharmsHint
EESES DWORD
ERE 1
BAE 0
ab1E B RIARS
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_I:I-

& Connect 3 CurrentSite | Defailt Site

&) Create

E— Disconnect e Edit

LT}

e | @2 Delete

U ExportActions 4p ExportSettings
Refresh ‘E’ Import Actions & Import Settings

T )

Policies and Profiles

@ Environmental Settings
@ Microsoft USV Settings
& citrix UPM Settings

VMware Persona Settings

[ | Actions

Filters

b B

Assignments

System Optimization

Policies and Profiles 1

Configured Users

Transformer Settings

==

Advanced Settings

Administration

Monitoring

Windows Explorer
User Interface: Explorer

Prevent Access to registry editing tools

Prevent Access to the command prompt

Disable Cmd Scripts

Remove Context Menu Manage Item

Drives Restrictions

Hide Specified Drives from Explorer

Actions

Control Panel

SBC [ HVD Tuning

Known Folders Management

Remove Network Context Menu Items Disable Explorer Context Menu

Hide Libraries in Explorer Disable Taskbar Context Menu
Hide Metwork Icon in Explorer
Hide Programs Control Panel

Disable Windows Security

Restrict Specified Drives from Explorer

|[ Cancel

- Apply 1|

¥ Connected to : LAB!

@ Current access level : Global Full Access .:

FELEA R RAE TR

FEIEIF RIS R AT

N
e
=

BB

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System
DisableRegistryTools
DWORD

ZHERI Regedit?2: 1

RIZFABIBRSS

HKCU\Software\Policies\System

DisableCMD

239




WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

BRI TRl IR

ERE

RRAE

S(SE

PR _E TSR A TR

I

ERE

RRE

S(SE

IBRFIZE TSR B

R

ERE

RRE

S(SE

240

DWORD

HRBHR CmdEIA?2:1

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoManageMyComputerVerb

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoNetworkConnections

DWORD

RIZFABIBRSS
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TR REER R PR

R I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {031E4825-7B94-4dc3-B131-E946B44C8DD5}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

ERREEEPREMBER

R I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

PeRTE P12 AR

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Programs

BB NoProgramsCPL

(EESEE DWORD

ERE 1
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PRRiAE 225 E AR
RAE 0
S(SE RIZFABIBRSS

#FH WINDOWS Z2/D

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoNtSecurity
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BRARREESR L TXRE
RI#E HKCU\Sof tware\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoViewContextMenu
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BHAESI=ETXRSR
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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BRESE E RS
BB NoTrayContextMenu
EEiS DWORD
ERE 1
ZRE 0
PSS RIEFARIARSS
MERER RPN
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoDrives
EEiS DWORD
ERE ERURTFFMER KRR S
BHE Null (RZfIFRIZ(E)
LS TRERS

PREI R E IR IR PRIEE X B aE

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

=EZX 0 NoViewOnDrive

EE38 DWORD

ERE EERURF AL IR AN S
7 Null (RZAHIFRIZAE)

gh3E L RITIRSS
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“ Citrix Workspace Environment Management =-|0 -

& Current Site| Defavit Site

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings

i [ i

Polides and Profiles StartMenu | Deskiop | Windows Explorer |[eGGGIEERSE Known Folders Management | SBC [HVD Tuning

g T — User Interface: Control Panel

. Hide Control Panel
Q Microsoft USV Settings a

& Citrix UPM Settings Show only spedfied Control Panel Applets Hide spedfied Contral Panel Applets

VMware Persona Settings Display Add Add
Remove Remove

[ | Actions

[ Filters

IQ Assignments

IQ System Optimization

. [__| Policies and Profiles 1

=

[ | Configured Users

[_| Transformer Settings

[[ | Advanced Settings

[} Administration Actions

— — Apply Cancel
IQ Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

ReRLI2 | EAR

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BT NoControlPanel
(EE3iY DWORD

ERE 1

RRE 0

S(SES RIZFABIBRSS

R EERNEF IR VER

N
e
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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X EREERNEHERNER

BB RestrictCpl
EEiS DWORD
ERE 1
ZRE 0
PSS RIEFARIARSS
HFSMAVFIERF
R I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer\

Restrictcpl

BRFR INEFRZRE] (M 1 FHaH BEnEig)

=Bt REG_SZ

ERE AppletName

BRE ZZ/EMIBR

a3 RIZFABIBRSS

BRE E AV R E AR VIZFE

RIE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B DisallowCpl

EEiS DWORD

ERE 1

BRE 0

a3 RIZFABIBRSS
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HTFE/IFRFNDNERF

N
e
=

HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer\
DisallowCpl

B NMEFRERS] (M 1 FFiaH B ohiEig)
=B it REG_Sz
ERE INE R SRR

ZRE ZE | BBRR

QbIBrR RIZIFABYARSS

) Current Site| Default Site '| @4 0elet= | % Export Actions 4 Export Settings

& Connect
e Create .
E— Disconnect e Edit Refresh ‘2’ Import Actions i Import Settings
i ) i

Policies and Profiles Start Menu Windows Explorer | Control Pane! (EEGUEVRESWEEEREEREREN S SEC [ HVD Tuning

@ T Known Folders Restrictions

- | Disable Specdified Known Folders
‘%’ Microsoft USV Settings =

&1 citrix UPM Settings Add

VMware Persona Settings

[L | Actions

[ Filters

[ | Assignments

[[ | System Optimization

. [ | Policies and Profiles 1

= Configured Users

[_| Transformer Settings

[ | Advanced Settings

[ | Administration Actions

[} Monitoring i Apply 1| |[ cancel

¥ Connected to : LABBRO01 € Current access level : Global Full Access

FREENBHXHE

A HE HKCU\Software\Policies\Microsoft\wind

ows\Explorer
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BREENERAXHK
B DisableKnownFolders
(EE38 DWORD
ERE EEURF AR IR Rh 2R 52 17
BRAE 78 (RAbIFRi%(E)
pLS L BRINRS
NFENERANXHR
I HKCU\Software\Policies\Microsoft\wind
ows\Explorer\ DisableKnownFolders
BRFR BRI KB TR
=B it REG_Sz
ERE BRI KB TR
BRAE ZE | B
LS L BRIVRS
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& Current Site| Defavit Site

_I:I-

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

B Iy I M

Policies and Profiles

g Environmental Settings
@ Microsoft USV Settings
& citrix UPM Settings

VMware Persona Settings

Start Menu

Known Folders Management

Desktop | Windows Explorer | Control Panel
User Environment: Advanced Tuning

Disable Drag Full Windows Disable SmoothScrol

Disable Cursor Blink Disable MinAnimate

Enable AutoEndTasks

SBC [ HVD Tuning

App T

Set Cursor Blink Rate

R

Set Menu Show Delay
[} Actions
Filters
— Set Interactive Delay

[ | Assignments

[o

@ System Optimization

. [__| Policies and Profiles 1

@ Configured Users

[_| Transformer Settings

[} Advanced Settings

[ Administration Actions

Apply 1|

|r Cancel

@ Monitoring !

@ Connected to : LA

@ Current access level : Global Full Access .:

BRI REN

%] HKCU\Control Panel\Desktop
BRI DragFullWindows
B REG_Sz

EREARS

RRYGRIAR

HKCU\Control Panel\Desktop

DisableCursorBlink

DWORD
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B RS ARAR
ERE 1
BHAE 0
S ERIARS

EF AUTOENDTASKS

RI HKCU\Control Panel\Desktop
BT AutoEndTasks

EE3S DWORD

ERE 1

RRE 0

ab12 ERINARS

WAITTOKILLAPP i8Rt

KB HKCU\Control Panel\Desktop
BRI WaitToKillAppTimeout
(EE3G DWORD
ERE [y =]
®RE 20000 ()
238 TRIERS
GBIATIRIRER
8% HKCU\Control Panel\Desktop

BT CursorBlinkRate
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G ESARIRIRESR
EES DWORD
ERE FcEfE
BHE 500 (~3El)
p(SE TRERS

REREBRIER
g% HKCU\Control Panel\Desktop
BB MenuShowDelay
(EE34 DWORD
ERE FcEfE
BHE 400 ()
ab3E EREIRS

RERXEIER
RIN HKCU\Control Panel\Desktop
B InteractiveDelay
(EE34 DWORD
ERE FcBfE
BRE ZZERBR
pLSEd B RIIRS
BRYEER

I HKCU\Control Panel\Desktop
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BRTERD

B SmoothScroll
EEiS DWORD
ERE 0
BHAE 1
pLS L BRINRS

BRB/MLEhE
KBE HKCU\Control Panel\Desktop
B MinAnimate
(EE3EE DWORD
ERE 0
ZAE 1
pLS L TRERS

TSR

Workspace Environment Management 222 M T ifikskt, Er]LUERXLERAREEERERARF
DERXENEXER. EXEEEZHNSPEAXEEXHFNESER, BHBRIMIELR.

ERUTImERMAN, BEERUTRMER
- MRREBLZEETERENZIERFRGL

o ‘BRI EERIREENNE P IRgE.
o ‘IR E A imEiE e EEN.

« MRAREBLZEEYERR L, NRGRITFELEEPHEBRGTER,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

U]

FraTh

FERE R

FRRLE SR SER

FERE A

R[]

BT

FRR{E SR

FHR(E R

FRRTE A

E SRt

FRRE SR

FHRLE SRR

252

A&7 TRUE
N/A
N/A

N/A

HEN BT
N/A
FRI&,
BTN Computername 24N (OR):
Computernamel;Computername?2 EBEIRTF (12
EATFZ): ComputerName*
MREFIHTENBIRENAETE, WRE
True, BNR[E] False,

&P iR ST
N/A
FREB,
BANLFNINR: Clienthame 2K (OR):
Clientnamel;Clientname2 @8R (LERTZ
“M): ClientName*
MREERFPimais M ETE, W
True, &BNA False,

IP 3thtPTER

N/A

IP bk,
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E SRt

FERIEE

FraTh

FHREEE

FRRLE R SE R

FERE A

R[]

BT

FRR{E SR

FHRLE SR 2E R

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR

253

IP 3tihitPTAR
BANEFRNIR: IpAddress 2R (TX)
IpAddressy;ipAddress2 @A (WERTZ

) :IpAddress* SEE (HERAFZ)
IpAddress1-IpAddress2

R HFHTEN P k5N EITES, WA
True, BNA Falseo
E U 1P HihtPTEd

N/A
IP ik,
BNLFNIR: ClientlpAddress 2Nz

(2%) : ClientlpAddress1;ClientipAddress?2 &
BT (WERTFZ) : ClientipAddress* SEE

(HEBATFZ) : IpAddressi-lpAddress2
MR HFIEF L IP 5N ETE, WA
True, &M False,

ACTIVE DIRECTORY I PCthg
N/A
M)A Active Directory I s BIEA T4 T,
Active Directory I 5% #Fo
MRET RS HYaih=PTEie, WA True, &
Mg Falseo
pd

N/A
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E SRt

FERIEE

FraTh

FERE R

FRRLE SR SER

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR

FERIEE

254

e

BANLIIE - DayOfweek Z N (38)
DayOfWeek1; DayOfWeek2

WMRSKEMLEE, WA True, [NA
Falseo

BT S0
FRH, MAT 2%
FRHR, M T E9TRHAE,
B & FEZ=ME: 2
MRIFETSFERERE, NA True, TN
5 False,

AMRMEITE
String. EMIXEYEMREBTE R ZM TR
T 3: Registry Key
HKCU\Software\Citrix\TestValueName
String. PR EMRIAIFIEAE,
p—Fnt: & FEZEMLL: 2
MR FMETEFEEER, WA True, BN
7 Falses

WMI Zif4hRPTED

N/A
FRI S,

BRE WM B, BXFAER, BEH
<https://docs.microsoft.com/zh-cn/
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&Mt WMI Eif4ERITE
windows/win32/wmisdk/querying-with-
wqgl> o
A [e] NREBMAINHELER, WA True, BNA
False,
&Mt AP ExR/HXPTAR
FriHA{E Ay N/A
FRHERLE SRATY FRFE.
FRERIE A MALF R 1ISO B E %
R[] R 1SO EERMSIEEELTE, WA

True, FNA False,

SREFRTR AP Ul BETE
FiiHA(E2EE N/A
FEALE SRR FRIR. FLISO BS %M. Il FR.
FiERIE ML 1ISO EE %M. HIil FRo
R[] SNRAF UIISO iEE RS IEEEIEER, WA

True, FBNA False,

E SRy AP sBC HiREE
FHA(EZER N/A
FHEALE R AR MFRAEE,
FiHRIE N/A
R[] MRAFLETY (BRGEHNEESNBER)

SrmEErTEe, A True, TNA False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

U]

FraTh

FHR(EEE

FRRLE SRS R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE R 2R

FERIEE
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BERATLOREE
N/A
MTHIFIR iR,
N/A

MRITBENFEAE (x64 3¢ x86) SFmIA(EIT
fc, WA True, BNA Falseo
EERS

N/A
M TFHIFIRFER,
N/A
NREERT (ELTBEL) SPmtEPTER,
MW7 True, BNFA Falseo

CITRIX VIRTUAL APPS™ hRZICHZ
N/A
FRFB, Citrix Virtual Apps ik, =l : 6.5
N/A
SNRARA S FMEETES, WA True, BN
Falseo

CITRIX VIRTUAL APPS 15 #iIthe
N/A

FRIF, Citrix Virtual Apps 7% (RERAE
6.5) o xfl : Farmo

N/A
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SHFRTR CITRIX VIRTUAL APPS 17 ¥rIChg
wx[E] NRBINGFMEEPTES, WA True, BRA
Falseo
SRR CITRIX VIRTUAL APPS XIF&#FFIthg
FHA(ESER N/A
FRARLE SRR FRISB, Citrix Virtual Apps XiZ%#n (R=hk

X 6.5) ., = . Zone,

FRERE A N/A
K[| MRBHEFTEELTES, WA True, BNH
False,
E Rt CITRIX VIRTUAL DESKTOPS™ 17 ¥PCht
FRHER(ESEEY N/A
FRHERLE RAETY FIFER, Citrix Virtual Desktops 7% (B85

k&2 5) o = Farm,

FERE A N/A

Ul NRBIREPMEEICES, MWA True, TWHA
Falseo

Frath CITRIX VIRTUAL DESKTOPS SE4HAFHITAD

FEREEE N/A

FRHRLE R R FRFH, Citrix Virtual Desktops £EH, =
f : Groupo

FERE A N/A

R[] INRBAIRGPMEEITE, MWA True, BMHA
Falseo
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E SRt

FRRE SR

FHRLE SRR

FERIEE

R[EE

FraTh

FHR(EEE

FRRLE SRS R

FERE A

R [EE

BT

FRR{E SR

FHRLE SRR

FRRTE A

E SRt

FRRE SR
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CITRIX PROVISIONING™ Bz
N/A
M TFHIFIRAFERE,
N/A

YN8 Y& Citrix Provisioning MYSIER SFmiE(E
PthS, M9 True, FNA False,

BFIRRERS
N/A
MTRIFIRFIER,
N/A

MR YR IRIEERAESFMEEE, WA
True, &BNA False,

ACTIVE DIRECTORY B&{ZPTED
N/A

FRIR. FMRAAY Active Directory BR1IZRI%
o

BANEFRIN @ i8R LDAP BRRILED BECRT

Mk - OU=Users* Z1&H : A9 () 7R%
=

MREMFERELE, A True, FNA
Falseo
ACTIVE DIRECTORY [E14PTEd

FRIER. FRAAY Active Directory BI4ERI%
#Fo
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KUELF ACTIVE DIRECTORY EB[tAz

TRHRLE RAEEY FRIER. FRAAY Active Directory B 14RIFIER
{Bo

FHRIE A BENR  EZERE  B7S () 2R%E ¥
ZEMIR © 2

R[] MREMEFERELTE, WA True, BNA
Falseo

SAFRFR BMEETIRS
FAR{E S FIH, HATEMYREERLAREFEMRY

XML FIREYFTERE X R 1Eo

FHRLE SRR FIFR, BREFIRPERNAIVENTHE,
FERIEE FIIER
R[] IRMAEEIEETIROLIVEXNPHE, T

7 True, BNF False,

E ST % COMPUTERNAME Ptig
BEZRMITH iZ1T ComputerName Match 73R [E148 fz H945
R (WRA false WA true, FORF true M
false) » BXFHER, BEBHAKN
ComputerName Match,
&Mt % CLIENTNAME Pt
BEXMTH i&1T ClientName Match F:REIBRLER (40

RN false M true, TIRA true M
false) - BXIFAEER, BEASZN
ClientName Match,
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MM T 1P HiAEPTER
BESZMBTH iE{T IP Address Match FHREIMER VLR (40
R false M true, FTRA true M
false) » BXIFHAEER, BEHEZHEIP
Address Match,
¥R TZPiE 1P #hhtPog
BEXRMITAH i&1T Client IP Address Match iR [E]1E & BI4S
R (WNRA false WA true, GRA true MK
false) - BXIFHAEER, BEIREMN Client IP
Address Match,
BT % ACTIVE DIRECTORY BfisRPthz
BEZRHTH 51T Active Directory I s PL AR R [B]48 fz B9 45
B (fNE A false MA true, TR true MH
false) » BXFEHMER, 1BEEIRSEMN Active
Directory 52 PCHD,
G FIF 182 B TAg
BEZMITH BITIFETEEHECIERNER (INRH
false M9 true, #NERA true M7 false) » B
XFAER, 1BEREZM HFIETEITE,
4T TR R (& PTAT
BEXHETH BITEMKRECEHEEERNER (R
false M7 true, AR A true MJ false) . B
XIEMER, BB MN EMRELTE,
ZHFatn T WMI ZEifgERITEE
BEXHETH IT1T WMI TR R HREIMERER (10

RA false WA true, TRA true NF
false) » BXFMELR, BSIREKME WMl Eif
LERPTHED,
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Fl}
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Fl}
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Fl}

Fi}
R

E SRt

E St

BT

Frath

FraTh

E S L
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ZRAFERMXICE

ST A P E R/ X T hL IR EIE R BE R

(FNR A false NA true, TR true MHg
false) . BXFHER, BEBHKHE AFER
HIX PTEg,

THF Ul B

SITRAR UNIEEREHREMERER (A0
B3 false WA true, FARA true MA

false) » BXFHER, BEBREZMH BF Ul
B ST

& CITRIX VIRTUAL APPS krA<PCfig

i&{T“Citrix Virtual Apps ki a~PtEg"H iR [E]48 2 BY
LR (FNR A false MA true, FORA true NA
false) . BXFHELR, BEBIREM Citrix
Virtual Apps hRZA<PSED,

7 CITRIX VIRTUAL APPS 174 FRICHD

3B{T Citrix Virtual Apps 7% #PLES, FHiR[EIHE
REVER (BNRA false M true, FARA true
M7 false) » BXFMER, BBREZMN
Citrix Virtual Apps H&FRICED,

J CITRIX VIRTUAL APPS KIS FrPTER

iB1T Citrix Virtual Apps X1 & #rPCER, Hik[E
MRMER (GNR A false WA true, FRA
true M9 false) » BXIFMER, HBRAEXMN
Citrix Virtual Apps KiF&FRITHL

7 CITRIX VIRTUAL DESKTOPS % FrItED

i&1T Citrix Virtual Desktops 7% #ICEE, FiR
EIERBILER (GORA false WA true, EIRH
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AR X CITRIX VIRTUAL DESKTOPS & #iFtHz

true M7 false) » BXIFMER, BSREXMN
Citrix Virtual Desktops 1% ¥iPChg,

& RFR % CITRIX VIRTUAL DESKTOPS SEH&FRIT
i
BEZRMLITH i&1T Citrix Virtual Desktops S HEZH & FFPTAL,
FHIREMERIER (WRA false MA true, 0
R7 true WA false) » BXIFHAER, BESH
%1% Citrix Virtual Desktops SEEI£H&FRITHED

o

it
R

E St % ACTIVE DIRECTORY B&{ZPTAZ

R

HEEHITH 51T Active Directory BRRPLEEHREIMER LR
(408 A false MA true, FORFT true MH
false) » BXBZER, BEEIREMK Active

Directory B&{EITHD,

BT % ACTIVE DIRECTORY E14IEAR

fAm

R

H1TH iB1T Active Attribute B8RPLECHREIMER &SR
(BN A false M true, FARA true MH
false) » BEXEZER, BEBIRZM Active
Attribute FEFEPTHL,

Frath B EFETIRP

R

AEZRMFTH TITRIFHEESIRFHREBRER (WNR

73 false Mg true, #NRA true N7 false) o
BXEZER, FBREMYN BIRETETRSP

[e}

FraTh B P ImEE R PRI

FHR(E R N/A

FRRLE SRS R M THIFIRAERE,
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E SRt

FERIEE

U]

FraTh

TH

BESRM

=\

E S L

FHR(E R

FRRLE SRSE R

FERE A

R[]

Frath

BERMTH

FraTh

FHR(EEE

FRRLE SR SER

FERE A
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BT FR AT

N/A

IR YFIIEIE R P IniRERS SFMEEITED,
M7 True, BN Falses

TR P IRTR R ERGITH
ETE PRI ER AT AL R E4E K 94
R (fnR XA false MA true, TR true MH
false) » BXIFAELR, BEAZNG BFWET
R IERAITA,

shS (Pt

FIH, EAMREENHNTTENERS

FRFHR, MIAFTANBITRHERE,
BRI @ & =N 2
MRSKRANEREFTEELE, WA
True, &N Falseo

TN EPCE
SITohSERREFREERINER (RA

false M9 true, BORA true MK false) - B
XFMER, BRI N sh&ETE,

FIREBREARE
N/A
MTRIFIRFIER,
N/A
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E SRt

E St

0=
[=)

TR

it
R

BT

FRR{E SR

FHRLE SRR

FRRTE A

E SRt

=
[=)

(SXeWS

it
R

E St

FRR{E SR

FRRLE SRS R

FERE A
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Rin BB RS
MR Y EI R ESR S SFMEEPCES, WA
True, FNA False,
TE P iniRERSGITHD
BITE P IR ER ST EC R O14E R B4
(B8R 7 false M true, TNRA true Mg
false) » BXIFMER, BEBRALYE EFHE
YERSEITHL
ACTIVE DIRECTORY 4HPTHD
N/A
FRF

BTN ¢ 4H NetBIOS %5 (3\dB%) £
MR (8]) : Groupnamel;Groupname?2

IR YT P AR ER— NS5 ETED,
M7 True, TN False,

7% ACTIVE DIRECTORY 48Ptz
iB1T Active Directory APt HREIHE R FIZER

(BNER A false Mg true, TNRF true Mg
false) » BXIFHAEER, BEEIREMH Active
Directory £APTHD,
X {4 RRAPTHD

FRIB, BN HR TR EREMAIT,
T : C:\Test\TestFile.dll
FREB. BN SCH B TIER SRR A B

BRI B FFZEWR : 2
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Eus A X RRAPTHED
RG] MNRFMKREFEREE, NA True, TN
5 False,
&2 TR TS AR ASPTAE
BEXHTH BITXHFRRACEEHREIERNER (IR
false M9 true, FNERA true MR false) » B
XIFMEER, BEBREEZN XA ITE,
P Jas=2rn LRSS
FHR(E R N/A
FIHERLE R AR MNTHIFRAIEFR,
FHAIE A N/A
RG] IR UFILIERRS S FmEEE, WA
True, FNA False,
=

AEERBATRRBINEATMERMFRE 2R, BIEEUTLR  IREXHBRFERE AT
NARER, BT TESR FRPBANBREFINGHRET. IREATAFRELATR
H, BT TESR FRPEBARBHERHHRI.

TR BERHEEFLM
FuHRESER N/A
FHRLE R AR FREB, BEAHRIENLFR (Citrix Virtual

Apps/Citrix Virtual Desktops/RDS).

FRERE A BNRIR | ERXBHRFESIT 2T
(80) : %152 BRI @ &
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ES LT BERHERFR

ik [E] MR UFE A HBIRRAINS MK EPTE,
M7 True, TNA False,

Frath HAMESIRS

FEREEE FIHR, HEBEMTIREERLAEF LMY
XML 53R TeBE X HERTE,

FHRLE SRR FIH, BEFIRPELRHILIRITIAE,
FEREE FIFER
R[] INRIEEFIRPRIRIVEXN P FTE R

151, A9 True, TNA Falseo

&ML LHARENRS
& HITH BT RMMESRD, FREIERER (IR
73 false M9 true, #ARA true N7 false) o
BEXFMAEER, BBRZH AIMERIRF
MR XIS RIFE
FHEAEIE R N/A
FRERLE R R FRIH
FEAIE L BRI HRFEZE CHFXHFE) 5%
BERTR
R[5 MRIEENXHRAZEEE, WA True; &
M 79 False,
Z ¥R XIS ERIFE
& HITH BT XU G REE, HiREIEKRIS

(BN A false MF true, FNRF true MK
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AR XIS ETRIEE
false) o BXIFHAEER, BERZE XHFIXH
REZES
ZERTR B #ARYia) Poid
FiHREZEEY N/A
FHALE R FR BT B ERRYE, EMERY H 8RBT E],
FRERIEE B NHER : 06/01/2016 BERSEHE -

06/01/2016-08/01/2016 % %8
entryl;entry2 SEEFENBHEARILURS1ER

R[] NRHITEHEA/RS B SR fAItEE SR B EES, A

True, FNA False,

E S E FEEC B SRR 8]
BERMHTA T AHARY Rl ECH R EMERRER (1R A

false M7 true, FORS true NIA false) » B
XEZER, BRHEZN BHAREPTE,

FIPS %1%

& A LA7E FIPS IF8HIE1T Workspace Environment Management™ (WEM), WEM SR FECE
5 FIPS 8% -

o TENNVRSE, GIF EEEFS > #81F > $TEH
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B3 New Network Printer

Display

Marme:

Description:

Target Path

Printer State

| Enabled -

External Credentals |

Connect using spedfic credentials

User name:

- MEREHERENE, (1T BERIEFID > B1F > MBREHEE
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Ed new Network

Display

Marme:

Description:

Target Path

Metwork Drive State

| Enabled -

External Credentials

Connect using spedfic credentials

User name:

(]
(L
(Ll

m

I

wa

Actions

|r OK, '|| |r Cancel-—my

- FAF DSN &8, [uT T85> ##FE> B~ DSN :
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EH New User

(e =2 Options l

Settings

[ E-Connen:t using spedfic credentials

User name:

Password:

e ————————————————————————————————
|¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

|| 0K || || Cancel ||

. SMTP 418, (1T WEESA > BAIRE > Ul B4\ > EBIAET :

[7] Use SMTP Credentials

ame | Password | | || Test SMTFP
- BPIFEIGE, UT BIBEEIS > Transformer iZE > F#M > EHIgE :
Change Unlock Password
Unlock Password: | | [~] Display Password

Confirm Unlock Password: | | - Apply Passward

- BERER, (T EBEHIE > Transformer I8 > Bk > ERAIHENBFIGE :
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Autologon Options

Enable Autologon Mode

User Mame: | | Password:

Domain/PC: | | Display Password

1£ FIPS IFEHRIE{T WEM B, BB TEHEIN,

« SNRLUFHB RN WEM 2003 LB RRAEHFHE, WEEREEREIER WEM IR
o
o 1&fF (FTENH. WLIRzhaE. A DSN) MUKk S XEIRERVIEIEA
o IgE (REREIRENZRERIRE)
- FoESE

FRERE
SORIEARTE FIPS I TiE1T WEM, IB1EFAR WEM ERiRMRSMERZEH S <AEBU TS
IR
« INRIERIFZRITITHRE WEM 2006 ZEESHRAE, IERILIEAERER) 2109, PARUIRE] FIPS 18
X, HERZTH
« INRIERIFZHITITHRE WEM 2003 BEEZ/RE, WAFFHRED) 2109, ARUIRE FIPS 18

2,
REZEEEM

7% FIPS I RHE1T WEM R, 1B ERAEMAT 2006 L& kA

5 F8 Citrix ADC 3171 84

AGESEEFBENAHTHEEEPHEL IR E LS EMIEMARSS 2587 Workspace
Environment Management™ (WEM) ARZ5 8840, ASGFNTA T WMRIECE Citrix ADC 1 UMK E
WEM BIBEHIEF WEM RIEBRE AERKH#T T,

& LIfER Citrix ADC {mPr LT WEM %[0 -

- BERIEO (BIABR T 8284)
- RIEBRSImO (BRINER T/ 8286)
« BEHIERY O FUABERT N 8288)
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BEEBNE— O EMEMIRSE (RMEHRSES 1 IRMEMIRESE 2) B WEM IR
584, FRIUTSE

1.

2.

10.

B RE Citrix ADC EIE GUI, #AfFE T “Configuration”s
-

fn®)“Traffic Management > Load Balancing > Servers > Add”, A8 Add”LURINER
ZOMIARSS 3R 1o E 8 IR ELURINERZEMAR S 25 20

Sfn%“Traffic Management > Load Balancing > Service Groups”, SASE8 L Add" EEH
FIEARSCIERRSS A,

« Protocol (1Y) - EHETCP’,

 Cache Type (&7F3E!) ., %&IF“SERVER’,

f£“Load Balancing Service Group” (faZiF#ARs54H) TiE L, $EHE“No Service Group
Member’ (TCARSZBHEMR) o

7¥“Create Service Group Member” (BIERIRSEMR) TEL, k¥ Server Based” (ETAR
588 , BEAEk, AREEEMENIRSS 1. MEMEMRSSF2EESE I F 5,

 Port (iw0) o HlE0, NEZBZFIGRA 8284,
RS E 3 3] 5 AAERSMEFAZAZCIZRSS A,

- . WFHRERSHKA, BA 8286, MTFEEFHERT KO, BA 8288,
SMEREEE > AHTE > ERRSEE, ARREFINN EEZF GRS ANEBIRS 2.

o« il %EEF TCPS

o IP HuHESEEY, RIFIP Kbk,

o 1P Hlit, AR IP, BXIFMER, BESIFECE Citrix ADC #HEB IP #ill,
- B0, B0, NEBEHIERA 8284,

BHEHHTEELARSS 2BRRSAHBE.
ERRSENE TIE L, BEAATK, EEENHNRSH, AEREHE.
RESE 7 3] 9 QIR RERS KR OMEFBUERY in DRI E LIRSS 88,

« WO, MFAREARSIHO, BA 8286, WFEFHIERD WO, A 8288,
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&R

Workspace Environment Management @22 — "B &N ARER, ZEFUTRERZE

o BIAIE

Agent\Agent Log Parser.exe o

BHx

7& - c:\Program Files (x86)\Citrix\Workspace Environment Management

) WEM Agent Log Parser = | = =
@ Home
- ;'_1 Broker Mame: M/A (1) 2708

Sl e Broker Port: NfA Log Filtering | Applications, Printers, M... ¥ A, 60
Load Log Refresh )

File Logs Version: 4.4.0.0 [

] ] ] ] ]
Enter text to search... - [ Find ] [ Clear ]
Timesta... Ewvent... Method Mame Event Details

@ 06:00:1F  Event BrokerServiceConfigurationHelper. DoCfgRepo... Registry Configuration Report :
@ 0&6:00:1F  Event BrokerServiceHelper . CheddSglConnection() Server Connection Test -z QK
@ 0&8:00:1F  Event BrokerServiceHelper . Ched:SglConnection() Database Connection Test -= QK
{i} 06:00:17  Event BrokerServiceHelper . CheddSglConnection() Database Chedk -» QK
{i} 06:00:17  Event BrokerServiceHelper . CheddSglConnection () server Connection Test -= Ok
(i) 08:00:17 Event BrokerServiceHelper . CheckSqlConnection () Database Connection Test -= OK
(i) 08:00:17 Event BrokerServiceHelper . CheckSqlConnection () Database Chedk -= OK
(i) 08:00:1% Event BrokerLocalCacheSync. Internalfun() Start Time: 7/31/2017 6:00:18 AM
{i} 06:00:32  Event LicensingMonitor, UpdatelicenseServerConnec.,, License server connection successful [10, 108.6,29; 27000]
@ 06:00:33  Event MainBrokerWinSve, InitService() Initialization Completed.
@ 0&6:00:33  Event AnalyticMonitor, InternalRun() Analytics scheduled execution completed successfully
@ 0&:00:36 Event MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
{i} 06:00:58 Event MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress -» Client DAVID version 4.4.0.0 ...
{i} 06:00:58 Event AdminBrokerService, Validate AdminAccess() Administrator connection allowed : DCT 1\david
/b 06:00:58 Warning  AdminBrokerService, GetVuemSitesList() Retrieving Sites List. ..
/b 08:00:58 Warning AdminBrokerService,GetVuemConfigurationSe...  Refrieving Configuration Settings List. ..
/b 08:00:58 Warning AdminBrokerService,GetVuemAgentConfigurat... Refrieving Agent Configuration Settings List...
/b 06:00:58 Warning AdmirBrokerService, GetVuemEnvironmentalSe... Retrieving Environmental Settings List...
Username: N/A

|

WEM I B ERRMTER 0 1F 84T FF(E{T Workspace Environment Management™ I2QEXH, &

HeJBERM A Hik. & hass L 2S04,

EENRENSH (UTWERELER) . EXEES

X BEXHRFARER (CEREERDNEMRMIRSHNRINGE, URRERAMBFR) -

mAER

Workspace Environment Management™ {EFH L T %M,

P Bix e
Bl MpRS RIBEH TCP

HAER

49752

FRIBSHO. ¢

B ERWR
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P BiR 3] w0 HAESR

B &SRS
R RY T i
Ho

BIBEHS EEMRS TCP 8284 CESTRE M
BIEHI 5 EED)
EHitEARSZH

.

RIE B MRS TCP 8286 “RIZRRS i
O, RIBEsE
BB REMARSS
ARAYER O,

REEEFERSE  EMIgHERS TCP 8288 "R UIERS

2 mwmOa” ERF
Workspace
Environment
Management
1912 REEIR
P N: U g
Workspace
Environment
Management
1909 RERHR
KRB Z77/E
Fimll, RIBE
FRT HIZEE
BB AR SS
LU RIBEES
Ehig AR SS 28
kA b

Ehthg RS Citrix FAIIEAR TCP 27000 “Citrix ¥ RIIERR
S SZarim"s

Citrix ¥Fa]ERAR
AR AV IS
O, EhtigiER
ShEEETIt
i VA BGIE 1
A,
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P Bix YRy -1 HAER
BEhig RS Citrix P IERR TCP 7279 Citrix ¥R IERR
=3 ZRPEH

Citrix A% (57
PIEF) BT
BRI A9IE o

HEAARSS B iR TCP 8287 “WEM ¥4
A7, EMARSS
ARV ERL I i
AR$% 88 L A9

.

EEHEXH

IS UK EFEE S Workspace Environment Management™ (WEM) 18 % BB E. ErIMUERH
EBITHFERIA, sEEKR Citrix AZFHFKEFREHAT. ErTUKRESUTARE XA

7

¢

« WEM I8
« WEM EEMIARSS
« WEM BIBIZEHIE

« WEM #UERE

EREMXNEE

IEaTES WEM REBEX B E, ErIUERET WEM REBMITEN EWEMNBESIE .
- WEM RERXE

o Citrix WEM Agent Init.log. #l#aft B, RIAFHFE CMD 5 Ul &R FRIERNRIZE, %H
SEERIRIFCE, WRAREBLEARD, BEEERMBEXXHLERBEEIRIFHAGE R, HiR
£ H exceptions, FRIANERT, tHEEXHTERFERENX S X4 (Yuserprofile%) el
=

- Citrix WEM Agent.log. £HZE, aTATHEE CMD ¢ Ul B FRIEBMEE, ZBEHT
RIBRIERVIE S, IREMRERBEDELERIAR, BEFABEXXHLEREGEIRIFHAE
. HIRETRA exceptions, HINBERT, WHEXHERFRBEX S 4L
(Yuserprofile%) FElE, EFRIIANKE, FHREEEREHS > BRILE > iBE > KEE
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Iﬁi) ﬁFEE%FﬁﬁﬁElu\ﬁiﬁﬁo gxgg§ﬁéﬁﬁnu, 1ﬁrﬁﬁﬁmlﬁlﬁ—§t}gﬁﬁﬂ
HE, &, ErI@ZEEEU T EMRIKERAEEIER -

IHEH\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\fX 32 4]
% #5: AgentDebugModeLocalOverride

23 DWORD

&: 0

MEIZEN 1 UERBEXH, BN 0 UERAEEX . BEFEEREN, BEFHE
Citrix WEM Agent Host Service, BAIAER T, BEIERLTFERRKRS,

p=—

RNEWSRIEEIMRAIESSETENE, AIEFEERLEIRFERS. Citrix TAR
IER] AR AR ERAE R MR B M S BRI, 158 1TAEERIMRFmERN
M, TE4RIEEMRZAT, BSUENEMR.

- Citrix WEM Agent Host Service Debug.log. Itht BERIEEBIEHEE Citrix WEM Agent Host
Service BiAlE, ZMIANBERT, WHEXHATF %PROGRAMFILES(X86)%
\Citrix\Workspace Environment Management Agent . ZEFHEICR, ESHNTEERE
ZHE > BRISE > i@ > RSETAT + L AEXEEEEARAEEN. 3E, EILLE
SEBUTEMRIKEAHEZICR !

ITEHN\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\fX 32 F 4/l
% #5: AgentServiceDebugModeLocalOverride

J$3): DWORD

fB: 0

MEIREN 1 IERABEXY, BN 0 IZAREX . BEEEREN, BEEHEM

Citrix WEM Agent Host Service, BRIAER T, BEIERLTERRKRS,

p=3_
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RNEWRIEIMRAIESSETENE, AIEFEERLEIRFERS. Citrix TAR
IER] AR AR ERAER MR miERMS BRI, 158 1TAEERIMRFmERN
M2, TE4RIEEMRZAT, BSUENEMR.

- Windows E#HE. EA Windows EHHENER. TH4EEE > VAEFMRSBEE >
WEM Agent ServiceBSigHEEHE.

« Windows Communication Foundation (WCF) BRER, HEK@EF WEM RIEM WEM EhtigEH
RS 2 B EEE X N, XLEAEREEEY. EEAREIER, BHXIER WCF RER,.
BEXIFMER, iFE%Windows Communication Foundation EEER

EEMEHRSHEXNEE

RIS S WEM EREEARSEXNAE. ERIMNERE T WEM ERlEiARSrIITEN LI
ERERAE !

« Windows E#HE. BEA Windows B4 HENER. TEHEERSS > VAEFMRSEE >
Norskale Broker ServiceBigH&EEHE

« Citrix WEM Infrastructure Service Debug.log, Itt BEREEENEHEE Citrix WEM EAEZERIAR
55 (Norskale Broker Service.exe) Hial@l, FRIAERT, WBEXHAT
%PROGRAMFILES(X86)%\ Norskale\Norskale Infrastructure Services ., Z2AILHAE
X, FRBUTSREERERNERN :
a. MFa"ReiTH TEXHFEEREMISHRSEEBLRAER.

. ERSIgEETF L, EEEAREE.

c. PERELER, AERERUBMIRS KN AER.

d. X TR EEEEMISHIRSEEBLARER B0,

(o

« WCF IRER, HZEF 5 WEM ERti4EMARSSHE X @R, XEAERBEERE. EEHA
HIEE, UIOER WCF IREF, BXIFHER, id5@wWindows Communication Foundation
IBER.

SEERFSMEXNEE

EAI LIRS WEM BEEEHI OB XNEE. ERNERZET BEEEF oIt EN LREN BT
EE

« Citrix WEM Console Trace.log. IttBEREBEHEE WEM EIEEFI 2890, RIANERT,
AEXGERPEBXEXEFE (%userprofile%) F161i2, EEABAEICR, BRBUTSE
EBRERHER :
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. NFFIR SR BT WEM BEERIS, ARRIERE,

. EERERSWRSRERE O R, KEER, ARREHEE.
L EXTFEDF L, SEETFHEEERRREN.

. BEMAUNAER,

O (op QO

o

« WCF IRER, HITBE WEM BIBZHIE S5 WEM BIEE R @S, XERESEFE
B, EEABRKICRE, UIER WCF IR, B XiF4HER, 1BSRWindows Communication

Foundation ERE%,

5 weM #iEEHEXNBE
AU S WEM BIEE £ MBS, YIS WEM eSSBS AR Al s AR R
By, 2oEA%, EUTFEEHUT RIEMES |

« Citrix WEM Database Management Utility Debug Log.log. Itt BERIEEENEHEE WEM #3E
ERRE, tAENXHERINCIE, fIF Cc:\Program Files (x86)\Norskale\Norskale

Infrastructure Services o

Windows :B{EEMEEERBE

&AL EE Windows Communication Foundation (WCF) ERER, IUFEBNEHEE LI FiRIRR ¢

- RESEMENIRS ZBRNRE

« 5 WEM EHti& AR S34E X B9E1E (#troubleshoot-communications-related-to-the-wem-

infrastructure-service)

« 5 WEM BB 548 X B3&1S (#troubleshoot-communications-between-the-wem-

administration-console-and-the-wem-database)

BFEARESEMIZ RS B REE

MR WEM IBELES WEM BEHiZHERSZ EE&EE, EaIUEE VUEMUIAgent.exe BREHI WCF
RER. BRBUTHERER WCF RER :

1. BRI WEM KB+ EN.

2. ARBERESERNRERNR, ARIEFRHL K AME,

3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent H#iZF|
VUEMUIAgent.exe.config X1, SAEEIEZXHFHEMREIZ,

4. FILBEAREFIRPITAXH, HRUTREHERHAR <configuration> F </
configSections> #RICZIBIEVERTT
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5. fRIFX o

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="traceListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\vuemUIAgent-Traces.svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>

6. EREITEN L, £ C & (C:\Trace) LEIE—T% A Trace’ IR 3K, INREZXHXERE
£, BBk TR,

7. EMEBRINEM, SAELER VUEMUIAgent.exe 2,

8. £ C:\Trace HEEHN vuemUIAgent-Traces.svclog BIRAENH,

1&A B LLEE Citrix. Wem.Agent.Service.exe IRSZHI WCF IRER, BIRIBIUA TS BIRIE .

=

B3 WEM REIHE.
2. ARBEFESEHRNMRIEENR, AEEFRHU X FMIE,
3. #45%R Citrix WEM KIBEHNBRS.

4. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent H#iZF|
Citrix. Wem.Agent.Service.exe.config X1, REEIEZXHFHEREIZA,
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5. MIEEARKEFRPITHZXMY, H7E </configSections> ARIBEREMITHILABAMUT
(EE)ay= S

6. fRIFX1Fo

<system.diagnostics>
<sources>

<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">

<listeners>

<add name="tracelListener"

type="System.Diagnostics.XmlWriterTracelListener"

initializeData= "c:\trace\NorskaleAgentHostService-
Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

7. AREEAN L, 7E C & (C:\Trace) LEIE—T% A Trace’ IR 3K, INREZXHXERE
£, BRI TR,

8. B9 Citrix WEM Agent Host Service B Windows AR5, SAREIBERYR,

9. £ C:\Trace FIEEH% NorskaleAgentHostService-Traces.svclog HIHEX .

HFES WEM EMiZRHIARSSHE X BB (S

NRER 5 WEM ERtZEMARSZHE X BVBERA, nIL EE Norskale Broker Service B WCF iR
. BRBUTHEER WCF IRER !
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1. BRILET WEM ERZEHRS AT E.
2. #&1F Norskale EMiGHEARS

3. = %PROGRAMFILES(X86)%\Norskale\N0rskale Infrastructure Services HIiiZE|
Norskale Broker Service.exe.config X1, ARRIEZXHENEREIZR,

4. FREBAREFRPITFEM, HE <configuration> IREERIFE=ATHBAARALTH
()RS

<system.diagnostics>
<sources>

<source name="System.ServiceModel"
switchvValue="Information, ActivityTracing"
propagateActivity="true">

<listeners>

<add name="tracelListener"

type="System.Diagnostics.XmlWriterTraceListener"

initializeData= "c:
\trace\NorskaleInfrastructureBrokerService-Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

5. RIFEX M

6. 1 WEM EIZEMARSITEMN £, 7 C £ (C:\Trace) LRIE— P& Trace’ BB H3F, 1R
ZXHRBEEFE, BT TE,

7. B3 Norskale Infrastructure Service, fAIGEITBRAIAIE,
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8. £ C:\Trace FZEEEN NorskaleInfrastructureBrokerService-Traces.svclog HJH
B,

& WEM BIEEHIE S WEM HIEEE 2 B HE (S

NRIFER WEM BIEEZEFHIE S WEM BUEEZEEEME X80, vLAEE Norskale
Administration Console.exe JRZH WCF RiR. 5HRBU TS EER WCF IRER :

1. BFF WEM BEEZEHISITEN.
2. XA WEM BIBEZHIAE,

3. £ %PROGRAMFILES(X86)%\Norskale\Norskale Administration Console H#%ZF| Norskale
Administration Console.exe.config X, AR ZXHNEHEIZ,

4. FREFAREFRPITFEM, HE <configuration> IRIZERIHE=1TF A, HATHES
R BAINEI S,

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvalue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="traceListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>
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5. fRIFX o

6. FEEZFISITEN L, £ C 2 LEEE—1RN Trace’BIIRX X (C:\Trace), MRk
BEEE, BRI T R,

7. 17 WEM EEEH S, ARENLERIBYRE,

8. £ C:\Trace HEEHN WEMConsole-Traces.svclog HIHEN M.

WEM TEMEHIIREES

WEM FTEMRGFIREERE—NIERANTE, aIEEBMEZCIZATMIAN XML X4, ZTE
SR Mg RE—EER | AFETIRP. AMAEINRB. HIFRETETNRPMNATRRER
FEHIRP. BXEEEE S PERARXERMNFARESR, BSAMER.

AN BINEEER WEM FTRIESRMFIRERSR IR TIMER XML X, fla0, RIKEBES
Fi WEM TR & MH5IREIESRMNBIFETIRP R IR,

EX new Fitter Condition
[ General l

Display

MName:

Description:

Filter Condition State

| Enabled - |

Filter Condition Type

Always True - |
. File/Folder exists N
Settings IP Address Match
Tested y Name is in List =)

Marne is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State -

True |

Actions

|| 0.4 || || Cancel |

1. TH WEM =E M4 ZHFFREEES
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List Management

£
Load XML || Save XML
File File

2. ARBHZEAKE, ARELTXEREFIEEREZRM.
3. EBRMFERAEALIT.

p=—

BABTT WEM RIZRVIT BRI (REEND) -
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‘ .- ]
List Management

Sul”’
RN

Load XML || Sawe XML
File File

Enter text to search...

jack-agent

4. BEREFE XML X, NRBIFREXHE, ARREHERE

+ |- Desktop » v O| | Search Desktop

Organize +  MNew folder

‘i:r Favorites - =
jack This PC
B Desktop 1ac - =

g Downloads -
(E_-ﬂ Recent places | Libraries
./ Morskale Infrastruct

1% This PC

i"! Network

File name: | test1]

Save as type: |XML Export Files (*xml)

(= Hide Folders

5. fTARER XML X4, UEIEERHNER ST EERRF.
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File Edit Format WView Help

k?xml version="1.8"2>
<Objects>»
<0Object>»
<Name>jack-agent</Name>
<Value»B81</Value:>
</0Object>

</0Objects>»

6. FHREFH XML X+ & IR B EN ERISXHRF,

=

SNRIEF XML XMHREFEEEZFI BN L, WIhseRFEER.

7. WEEEREEIS > XS > KM > WERGNREDF, AEREHM,
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Filter Condition List ]

r% Rules | Filter Conditions

||-’fb' Conditions Enter text to search... s
L e Db
Y . =

Always True Filte

- [ Actions

i a Assignments

- [[| System Optimization

- [ Policies and Prafiles

r ﬁ Security
- [[] Active Directory Ohjects

- [L] Transformer Settings

. [} Advanced Settings

- [ | Administration

r ﬁ Monitoring

¥ Connected to : jack-hroker

8. BARRR, ARBELHE.
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EX new Fitter Condition

[ General l
Display
MName:
| Test-jack |
Description:

Filter Condition State

| Enabled - |

Filter Condition Type

| Mame is in List - |
Settings
¥ML List File
|C:‘n,l..lsers‘n,jadc‘n,[)eskmp‘n,test:l.xml - |
Tested Value
| ##Computeriame £2| - |
Actions
|| Ok || || Cancel |
AR

o TSR FRE, ERBMETIRT,

o XML FZRI{¥ . c:\Users\<useri>\Desktop\testi.xml (XIEEAH] RIS
b))

o MiA{E, BASEE WEM TEM R4 REESZPHNLMHFERPRANDII RS
BEhE, FEILRFIFR, ERANSSITRENTEN (RIEBEEXH) B%FR. R, Zs
TERIE R ##ComputerName##’s B X FEASISTHENESFELR, BEHAESS
o

9. HIETETEIS \> kR \> MU \> mERNPIRETF, FAEREAM,
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Home ut

B

Refresh ? Restore

Filter Rule List |

| | Filter Rules - |
e

“ﬁ Conditions

Always True Filter Rule

- [L] Actions i

—

r ﬁ Assignments 1

- [[| System Optimization i

- [L] Policies and Profiles y

! ﬁ Security 1
- [L] Active Directory Objects i

- [L] Transformer Settings 1

- [L| Advanced Settings i

- [| Administration ||| Actions |

- [| Monitoring

¥ Connected to

10. 7EBWMF PR ATHIERR %o
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EX Mew Filter Rule

J General l

Display

Mame:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>>
<<
Actions

|| 0K || || Cancel g

11. HEREMNXGNATRAEREIEEEER, ARREHE.
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E3 Mew Fitter Rule

J General ]

Display

MName:

| Test-jack |

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
= b o
<
=
<«
Actions

|[ Ok ]| |[ Cancel ]|

12. %3 EEEGS > #F > NAERF > NARFIRETF, RAEMI—TNARER.

201



WORKSPACE ENVIRONMENT MANAGEMENT™ 2305

About

| @2 Configuration set| My config set *| @ velete || % Bacap
eCrzalz

54 Disconnect & edi Refresh || ¥ Restors

Application List
| Applications

@ Frinters Enter text to search... -

S Network Drives

T o s

e Virtual Drives & [Ebro

g’j Registry Entries

@ Environment Variables

% Ports W

o ﬁ Filters 1

r ﬁ Assignments

- [] system Optimization

. Policies and Profiles

[ security
" ﬁ Active Directory Objects

- [} Transformer Settings

- [L] Advanced Settings

- [] Administration || | Actions

. Monitoring

¥ Connected to : jack-broker

13. ®3|EEEHE T \> 2 \> BESEEDF,
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H @) Create
& Edit

E— Disconnect

5 action Assignment

Action Assignment

Refresh ? Restore

—— emﬁg:ahmsﬂ My config set - ﬁ e

| Users

B Modeling Wizard

Enter text to search... -

o

- [} Actions

B Filters

- Assignments

- [ System Optimization

. [ Policies and Profiles

ne | = ven an 100
L JacKack 100 vy
| Assignments

I | 'H, Find ‘H, Clear 4

1| Avaitabi Assigned:
=2

|

i <

[ ﬁ Security

- [ Active Directory Objects

- [L] Transformer Settings

- [L| Advanced Settings

- [ | Administration

r ﬁ Monitoring

@ Connected to : jack-broker

14. WEFARHAFSARE FELRAF,

EEAREEN)
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_I:I-

Citrix Workspace Environment Management

e Configuration set| My config set

e Create

'|aDdete ¥ Backup

(5 Refresh ? Restore

Eg“‘i Disconnect @ Edit

Ty

=

- Action Assignment

B Modeling Wizard

EE—

Users

T TR T

Name

Ej Everyone

[ & [ JacKyack

Description

A group that indudes all users, even anonymous..

I B

Transformer Settings

L
»

Advanced Settings

Pr\ority

State

__ Drives

| External Tasks
-| _ Folders and Files
| User DSN

Assignments
| Actions
| v| |r Find “ |, Clear “
| Filters
Q e E Assigned:
[ Assignments -l Apuhmhons 5 Applications
I:‘ [ : ] | Printers
[L| System Optimization - Printers

[ Policies and Profiles L Network < -
L Wirtual | Registry Entries
Q Security | Registry Entries | Environment Variables
| Environment Variables " Ports
] ’ ' . | Ports _ Ini Files
Active Directory Objects
= ry &g |~ Ini Files |~ External Tasks

-|__ Folders and Files
-~ User DSMN
| File Assodations

| File Associations

Administration

| Monitoring

® Current access level : Global Full Access

15. AR MNETAERBHEESECER.

Assign Filber X

Selected Filter

|§.|5.Jways True P |

Actions

16. EFEmikes, AEBTHE.

Assign Filter x

Selected Filter

Always True |

Always True
| Testjack

Actions

—

|r Cancel 1|

17. NENENNAREFERAEN (FitRfd, ERIBKREMNEERMESE) -
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. emﬁgﬂmsﬂ My config set - e e ? o

ﬁ Create

E— Disconnect Q_ Edit
Se

|r-'_‘-jvm Assignment

B Modeling Wizard

Action Assignment

Refresh

| Users

Description

Priority

A group that indudes all users, even anonymous. ..

I N R

100 L4

[ Actions

r ﬁ Filters

- Assignments

- [ System Optimization

" Policies and Profiles

[ security

[ Active Directory Objects

- [ Transformer Settings

- [ Advanced Settings

[ Administration

- [ Monitoring

| Assignments
| 'H, Find 4 L Clear 4
Availabl Assigned:
| Applications =1+ Applications ~
| Printers | > (@ IE browser ]
|__ Registry Entries
L Environment Variables ' JPin To Task _
| Ports & Pin To Start Menu =
| IniFiles
| External Tasks [ Printers
| Folders and Files " Drives
| User DSN |~ Network
| File Associations A Wirtual
-+|__ Registry Entries I
|~ Environment Variables
- Ports
-~ Ini Files v

18. ¥REEEHE > BE > A8 > SuHERED+, ARRERIFE.
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About

emﬁg:ahmsﬂ My config set - ﬁ = ? w

ﬁ Create

%4 Disconnect & edt

Statistics

Refresh || ¥ Restore

| Agents Summary

Total Agents (Al Sites)

Total Agents (Current Site)

Total Agents Last 24 Hours

Total Agents Last Month

i |

B |

[1

@) Logging

| Agents History

Enter text to search...

- [L] Actions

r ﬁ Filters

I ﬁ Assignments

- [| System Optimization

. [l Policies and Profiles

I ﬁ Security

. [L] Active Directory Objects

- [} Transformer Settings

. [L| Advanced Settings

o

| Elear Expired Record:

0 ﬁ Monitoring

¥ Connected to : jack-broker

s

19. ARBEEARE, ARELTXEREFIEZFRFH Workspace U,

p=—

BEIREEX,

R R LU R)ETT

® Currentacc vel '+ Global Full Access

RIEBBITENL, FASERIF Citrix WEM Agent,
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Citrix Workspace Environment Management

Home

i, Configuration set| My config set

4 Delete W Backup

o

W4 Create

[i= Disconnect & Edit =7 Refresh || ¢ Restore
|| ™

| ) | i | |

[ pamnraton R Regsvatn: |

Agents Summary

& Administrators

‘__&. Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 1 i 1
(4! Logging

Agents History

- Find Clear

Device Name Device Mode! IP Address Last Known... | Last Connection Synchronization ... | Agent Version

;ﬂ JACK-AGENT [ v domu 10.150.133.101 | My config
Actions

Filters

[ Assignments

System Optimization

Refresh Agent Host Settings...

Refresh Workspace Agent(s)...
Upload Statistics...
Reset Citrix Upm Settings...

Reset Vmware Persona Settings...

| Folicies and Profiles Reset Microsoft Usv Settings...

Security Delete Record...

| Active Directory Objects
Transformer Settings
Advanced Settings

. Administration
Refresh

L Monitoring

20. HETITRERITEN (REEN) , UEIEERENRGEEEN.

A Workspacesettings efresh in progress
nini "

d

FTRAF, NAREFEMISERIAETEN. cEBERE LIEHEERESE,



XML FTEIH5RECE

Workspace Environment Management™ €12 1&:3 XML $TEIMNFIR 4 ECE R P T ENYVIRITHEE,

B2 XML ITEMSIRX S, EEREF QP IEITEIRNE, HiFBERE RTINS E v ERIE
EBRAFTENACA

p=3 g

INEZFABRERTE Windows FEHERIFTENNL,

XML TENHFIR X 45K

XML XK UTF-8 4wi3, EFLUITEAR XML 454 :

<?xml version="1.0" encoding="UTF-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/
2001/XMLSchema-instance">

</
ArrayOfSerializableKeyVvaluePairOfStringListOfVUEMUserAssignedPrinter>

BIEP WM XEISEEMAU T EEINRER

SerializableKeyValuePair&lt;string, List&lt;VUEMUserAssignedPrinter>>>

BMREEHRTA

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<Key>DEVICE1</Key>

<Value>
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<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

FBMEEREOL NS ENR P inI it EVI BT, \&it;Key> FRIC S 218 X %5, \&lt;Value>
e Ea 50 ithiEER P imaviT ENAIITAZEY VUEMUserAssignedPrinter TR 515R,

<?xml version="1.0" encoding="utf-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>

<Value>

<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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</
ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

VUEMUserAssignedPrinter FRi2i8 7%
FNECE R TENHER AT \&It;VUEMUserAssignedPrinter> fRi2HENX, FERUTEM :

\&lt;ldPrinter>, X2EERIFTENHAY Workspace Environment Management $TE#| ID., & $TEN
M MEBARREM ID, 3R 7 Workspace Environment Management B IE#EHI S HEER XML #T
ENHNFIRIBIEE2—NTEINIRE, EEECH ID, % ID 45 XML 5K P EIRA BT ENHLAY
ID R[Elo

\&It;ldSite>, @5 #H % Workspace Environment Management b= iUk 3 ID, 3% ID A5 IMAIL
=B 1D PTfg,

\&It;State>, FSEITEINVIRZ, He 1 J5EE), 0 W,
\&It;ActionType>, IR H 0,
\&It;UseExtCredentials>, #7070, BEIAZIFERYFER Windows EHE,

\&lt;isDefault>, FIER 7 1, MITEIHLEREAIA Windows FTEIHL. #NRF 0, NIKGHEBEARIAFT
EN#o

\&lt;IdFilterRule>, AL T 1,

\&It;Revisionld>, #IRE N 1, MIRMUSER TITENEN, BRUILERN 1 LOBMAEENFF
R EI L IBITEDNIARAE,

\&lIt;Name>, Xi& Workspace Environment Management X2 E ARG AFTENN . HLFERAREE

B,

\&It;Description>, X Workspace Environment Management fCI2 EAIR5IBIFTEIM IR, =
EGRIIA A ZE,

\&It;DisplayName>, IttFEXREH, MEZE,
\&It;TargetPath>, XZFTEIHHY UNC E&1%,
\&It;ExtLogin>, TFEIEE Windows ZEZEEEEIERR Windows P& HF. o

\&It;ExtPassword>, @ EEEE Windows EZEEIEREAM Windows P L, o
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\&It;Reserved01>, HFERAUTHRIKE. BPUERAARAERE,

&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&1t;/Value&gt;&lt; /VUEMActionAdvancedOption

ERVRATESTENN RO BERIE R AL, RFEGHEWL LEAR, FEEETH 0 EESRA L.

FTENH A RTA
LUTFRBIER Pinslit &4 DEVICEL 2 T AmANSEENITENN -

« UNC E&1Z \\server.example.net\HP LaserJet 2200 Series _tAJ HP LaserJet 2200
Series (FAIAFTENMN)

« Canon C5531i Series FTEIH{iIF UNC E&fX \\server.example.net\Canon C5531i

Series

=

EXAE PRI ITEN DEVICE2 8 T — & ERFTEIA] !

« HP LaserJet 2200 Series fiiF UNC E&¥ \\server.example.net\HP LaserJet 2200

Series

<?xml version="1.0" encoding="utf-8"?>
<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>

<IdSite>1</IdSite>

<State>1</State>

<ActionType>0</ActionType>
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<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />
<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>

<IdSite>1</IdSite>

<State>1</State>
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<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>Canon C5531i Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\Canon C5531i Series</
TargetPath>

<ExtLogin />

<ExtPassword />

<Reserved01>&1t;?xml version="1.0" encoding="utf-8"?
&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1t;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE2</Key>

<Value>

<VUEMUserAssignedPrinter>
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<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>

<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>
<Description />

<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt;/ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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</ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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RNiER

A &S Workspace Environment Management™ (WEM) 2R 430 A4 R E R I AR B E Xo

PR A EBEANIE
PR Citrix Cloud™ BRSZBARIE
EEAEREO, “EEi%O8IBR.

ETERHE, EEIEMERRSHED. ErUEREEESS RO IER. SEERK. 8
AR,

7£ Citrix Cloud #1, Workspace Environment Management fRS B R4 B EEEE T Citrix Cloud
B9 Citrix Virtual Apps™ AR5 28 Lo ERIUERESIEESIE, @it Web FYE 88 MRS IV B X+
EIE WEM 7%,

EHIRO . EEREHEEREMREARS . ZIHARIAN 8284, XWTF AdminPort 654
158,

I8, Workspace Environment Management X2 NMAGLAR : RIBRSMSIENIE, XLf
HREEREEN L,

REENATRITXH. “FIERERIBET.
REEH. “REZHBIIBM.
REBEHRS. “IEARSHIIAFR.
RERERO, “IERSHmOBIIE.
REBEEFRSKRO. “EERDPIHORIIBIR.
REBEN. ZEREHHE.

KEFHEE GPO, MRIELZERMEIAREEIIR (GPO) BEIEEMHR, LLADM 3 ADMX XHHR
12, BIEBERSXLIHS A Active Directory, SAEIHSEBEN AT A ERIALN A,

REBIRO . REEHEOWTIRO, BT EECRBRMEMRSET. flil, BTFEFHRENEE
EHS R, WwORIAMEN 49752,
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KBRS, 7E Transformer AFIHEREE VDA SAPIE Windows €& EMIIRS . EHREHIHITE
ERAEEZEH SEREMNRE,

RERS WO . AIEEEDAEMEMIRS2Rm . WwOBIAN 8286, MTF AgentPort a3 H1TE
o

RERSREBRO, “EERDPIHO"RIBR.
RE, “BERNEMARSBYIBF.

REHKP, “EEHARS K/ BB,
RERS]|. “BERhEMARSS3"IBT.
RERSIKF . “EhEEARS K RIIBHR.

FERSIRAO . NEEERSHEEEIBEMEMIRS OISR IEBEEEFSEMEMRS 2RED i
Mo #wmORRIAS 8285, FNF AgentSyncPort ea B 1TE %,

Citrix YFENEARSEBIRO o Citrix Y AIEARS SR A0ME, EALEHIAR S Ma/EE BB b8 T LIS
YL, HSCIBRAMER 27000,

Citrix Cloud Connector™ , RIFHFBRMEFRRITENE Citrix Cloud BENHE, ZEEEA
BRUBRED>—BITEN (m&EE:E) Lo

BoE&, —4H Workspace Environment Management B2 &% Eo
EFEAE, BEMEmiRS3E I8,
BUERE, @& Workspace Environment Management Ao & 1% &R EIREEE,

7£ Workspace Environment Management BYZAHihk A, $IEZERTE SQL Server SEHIHEIER,
7£ Citrix Cloud _E, Workspace Environment Management fR31& B 7Zfi&7E Microsoft Azure SQL
Database ARZH.

BUEPEARSS BRIk, - BUBFE ORI S A T EEES] SQL LA B3 Workspace Environment
Management 3EEIMF

DSN. #IERBH (DSN) S HIEELIN. BR. BUEEKER. BF ID. BRMEMER. 7
IERIEELCIZE DSN f5, AIMENAREFPERZ DSN NEIEEFIFEARER.

HEEMIRSSES o T%E Workspace Environment Management EREERIARS BT E .

EREMRSHFRERKRO, BFEERO"
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BRGMIRSS. REERMENRS S LIRS, BT HSMERAN (SQL Server. Active
Directory) SaiinAftt (BEZHla. REXN) BY. RSUFTARIE

7£ Citrix Cloud £, ER4EMIRSZIEETE Citrix Cloud £3H Citrix B8, SIS fEinA Y
(Azure SQL Database ARs3. EIEESIE) SaiimdAH (fLIE. Active Directory) R%,

EREHARSZIKF, . BRbEHARS BT ERIIBUBERIKS . BIABRT, LKA E vuemUser
SQL #KF , {B7EEHERECIZEHAE, ERILOEFIEERMEMIRS ZERREM Windows iz,

BRISMIRSSIRSS 88 IRV EREMIARSS 25"
ERIEHARS . B EMENIRS ZE IR REEMERRS 2 ERIRS.

f£ Citrix Cloud £, ERIEEMARSIEETE Citrix Cloud EHH Citrix B, TITRSMEmAN
(Azure SQL Database fRS3. BIEHEHISE) SaiimdAtt (LEE. Active Directory) RE%¥,

THREERRA . ERREECIEREERENAFE. REANRET N EEEHSHRRE
Workspace Environment Management it R EBTEL2IAANIRE. BIANERT, LLARK—ERIH
I A BRAYZE,

SRERE . BUBELIERSMERHAT Windows HATIAZ SQL Mk iE#HE SQL 4.

B BhBRS AR, EUENT, IRl Web SN AIEFEREE, RAFEERE SN NARER
HRERE, XARTFEESRARTFRAUER RN AREFNEH.

WEAEERO, [BFWEM M%7,

BARENBMEIE . 7F SQL Server f, —H[EBIEA Windows B4 30IEH SQL Server B3 50IE
B RIIHER, XEEMEMIRS EEDIBEERNIIAVLE,

We[IEARSEZ 2RO, "Citrix FaIIFARSE 28t " AYIBFR.
MBIERDER. LAN. ARS325E0 NAS &% ERYIBEEIZ S,

BRUE . 2SEITHERHERSHAFRZRNENMIE BIMNAESHIESR. DX MSEEF
D) o

SaaS . HHAIIRSR—MIHDRIRE, HPE=ZHiRMEtENAREFFHET Internet FFHEIEMH
BEF

BERSEO. RKLAPIMUERFIERTE Workspace Environment Management R &R IHEE
(BIENEAR. BRIAFTENNL) MORmE. REHRISIFRELUIER R,
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BRS5 EEBIR (SPN). ARSSSLBIRIME—ATIRRT. Kerberos SAIIEEA SPN RS LFI SRS E
FRIKFHE X B

SERE, NAFREERENAREFREASINAE, ZAETE U EMaaiT R TET. Ul
RIVRE T — NI MWRS=ERA R EBRS R E, RELRF MM EFERELIEE (FIaNE
R BUIAFTEINL) o

Bhm. "ECESE" BIIBFF.

SQL AFPMKR . LEHAEIRIZEMN B “vuemUser' By SQL FAFIKF . XEEAMEIMIARSS A FiEEE!
BHREFERIROAKF

#4288, Workspace Environment Management f{I2LIZ RIS B SR EERIIAE,

EHIIREN28, /A subst 5455 DefineDosDevice B 8IE2H) Windows EIIREN2E (tBFR MS-
DOS i&&%M) o EIRENER A X4 BRI B IRTNER S

EBLIP ik (VIP), AN SCRRAIRMAED (3m0) BY 1P ik,
VUEM, EBAFIFIREE, XZ Norskale BIIAARIE, EF=mPrIFELEMA R HI,

vuemUser , 7E8l% Workspace Environment Management #3EZEHAE 8IER SQL kP, X2
Workspace Environment Management ERt4EMARSS B T EBRIBIRENZIAK

WEM Broker, Z“Eiti&iEIRSS" 1B,

WEM i5#28s0 . Ehigksses E SRS ERANMIIRL. ZimARAIAN 8287,  (HARSE
Hio )

WEM UI REBRIHITX . = session agent”BI|BFF.
Windows WP #E#l, LRSS Windows K P Y B 95517RY,

Windows AppLocker, —Iit Windows IhgE, SBIFEIRIEXHHIME—IRRRIEEALEFHLER
AR LGBITRENATERF. WNREEEH AppLocker, MIETLABIERN K D IFEIELE N IR F T To

Windows B{4383E, 7£ SQL Server &7, BIANBMIIEETR, EHRFER Windows AP KA F]
AP WEEEF T SOL Server, SQL Server F 38— S M RIFER 2 ESERFHEIE,

Windows Z£1%, Z“Windows authentication”8Y|B#F.

Workspace Environment Management (WEM) fRS5 . —I Citrix Cloud ARZ5, X SaaS ARZBHIAZ
iR WEM EIBAH,
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